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PART I
Item 1.

Business

We were incorporated under the laws of the State of Delaware on November 3, 2004 and commenced operations on January 1, 2005. Our principal
executive offices are located at 1250 Broadway, 29th Floor, New York, NY 10001. For convenience in this report, the terms “Company,” “Varonis,” “we” and
“us” may be used to refer to Varonis Systems, Inc. and/or its subsidiaries, except where indicated otherwise. Our telephone number is (877) 292-8767.
Overview
Varonis is a pioneer in data security and analytics, fighting a different battle than conventional cybersecurity companies. We are pioneers because over
a decade ago, we recognized that enterprise capacity to create and share data far exceeded its capacity to protect it. We believed the vast movement of
information from analog to digital mediums combined with increasing information dependence would change both the global economy and the risk profiles
of corporations and governments. Since then our focus has been on using innovation to address the cyber-implications of this movement, creating software
that provides ways to track and protect data wherever it is stored.
Our software allows enterprises to protect data stored on premises and in the cloud: sensitive files and emails; confidential customer, patient and
employee data; financial records; strategic and product plans; and other intellectual property. Recognizing the complexities of securing data, we have built a
single integrated platform for security and analytics to simplify and streamline security and data management.
The Varonis Data Security Platform, built on patented technology, allows enterprises to protect data against insider threats and cyberattacks. Our
products enable enterprises to analyze data, account activity and user behavior to detect attacks. Our Data Security Platform prevents or limits unauthorized
use of sensitive information, prevents potential cyberattacks and limits others by locking down sensitive and stale data. Our product efficiently sustains a
secure state with automation and addresses additional use cases including governance, compliance, classification and threat analytics. Our Data Security
Platform is driven by a proprietary technology, the Metadata Framework, that extracts critical metadata, or data about data, from an enterprise’s IT
infrastructure. Our Data Security Platform uses this contextual information to map functional relationships among employees, data objects, content and
usage.
The revolution in internet search occurred when search engines began to mine internet metadata, such as the links between pages, in addition to page
content, thereby making the internet’s content more usable and consequently more valuable. Similarly, our Data Security Platform creates advanced
searchable data structures out of available content and metadata, providing real-time intelligence about an enterprise’s massive volumes of data, making it
more accessible, manageable and secured.
We believe that the technology underlying our Data Security Platform is our primary competitive advantage. The strength of our solution is driven by
several proprietary technologies and methodologies that we have developed, coupled with how we have combined them into our highly versatile platform.
Our belief in our technological advantage stems from us having developed a way to do each of the following:
•

determine relevant metadata and security information to capture;

•

capture that metadata without imposing any strains or latencies on the enterprise’s computing infrastructure;

•

modify that metadata in a way that makes it comparable and analyzable despite it having originated from disparate IT systems;

•

create supplemental metadata, as needed, when the existing IT infrastructure’s activity logs are not sufficient;

•

decipher the key functional relationships of metadata, the underlying data, and its creators;

•

use those functional relationships to create a graphical depiction, or map, of the data that will endure as enterprises add large volumes of data to
their network and storage resources on a daily basis;

•

analyze the data and related metadata utilizing sophisticated algorithms, including cluster analyses and machine learning;

•

visualize and depict the analyses in an intuitive manner, including simulating contemplated changes and automatically execute tasks that are
normally manually intensive for IT and business personnel;

•

identify and classify the data as sensitive, critical, private or regulated;

•

automate changes to directory service objects and access controls on large file systems;

•

detect suspicious user behavior and unusual file and email activity using deep analysis of metadata, machine learning and user behavior
analytics; and

•

generate meaningful, actionable alerts when security-related incidents are detected.
1

The broad applicability of our technology has resulted in our customers deploying our platform for numerous use cases. These use cases include:
discovery and classification of high-risk, sensitive data; centralized visibility into enterprise data, user behavior and file activity; security monitoring and
risk reduction; data breach, insider threat, malware and ransomware detection; data ownership identification; reporting and auditing with searchable logs;
meeting security policy and compliance regulation; data migration; and intelligent archiving.
We sell substantially all of our products and services to channel partners, including distributors and resellers, which sell to end-user customers, which
we refer to in this report as our customers. We believe that our sales model, which combines the leverage of a channel sales model with our highly trained and
professional sales force, has played and will continue to play a major role in our ability to grow and to successfully deliver our unique value proposition for
enterprise data. While our products serve customers of all sizes, in all industries and all geographies, the marketing focus and majority of our sales focus is on
targeting organizations with 1,000 users or more who can make larger purchases with us over time and have a greater potential lifetime value. As of
December 31, 2017, we had approximately 6,250 customers, spanning leading firms in the financial services, healthcare, public, industrial, insurance, energy
and utilities, consumer and retail, education, media and entertainment and technology sectors.
Size of Our Market Opportunity
The International Data Corporation’s Data Age 2025: The Evolution of Data to Life-Critical study estimates that the amount of data created in the world
will grow to 163 Zettabytes (or 151 trillion gigabytes) in 2025, representing a nearly tenfold increase from the amount created in 2016. They estimate that
nearly 20% of that data will be critical to our daily lives (and nearly 10% hypercritical). The study also suggests that by 2025, almost 90% of all data will
require a meaningful level of security, but less than half will be secured. Every enterprise and government will almost certainly require new technologies to
protect and manage data.
We believe that the diverse functionalities offered by our platform position us at the intersection of several powerful trends in the digital enterprise data
universe. We believe that the business intelligence and functionalities delivered by our platform define a new market, and we are not aware of any third party
studies that accurately define our addressable market. The functionality of our software platform overlaps with portions of several established and growing
enterprise software markets as defined by Gartner, Inc. in 2017, including security software ($23.6 billion), IT operations management ($23.3 billion), storage
management ($15.2 billion), infrastructure software ($10.0 billion) and data integration ($4.5 billion). We believe that our comprehensive product offering
will attract a meaningful portion of this overall spend, estimating that our total addressable market is approximately 20% of these combined markets, or $15
billion dollars.
Our Technology
Our proprietary technology extracts critical information about an enterprise’s data and uses this contextual information, or metadata, to create a
functional map of an enterprise’s data and underlying file systems. Our Metadata Framework technology has been architected to process large volumes of
enterprise data and the related metadata at a massive scale with minimal demands on the existing IT infrastructure. All of our products, except DatAnywhere,
utilize our Data Security Platform and a core single codebase, thereby streamlining our product development initiatives.
Key Benefits of Our Technology
Protect Data from Insider Threats, Data Breaches and Cyberattacks. Our solutions analyze how employee accounts, service accounts and admin
accounts use and access data, profile employees’ roles and file contents, baseline “normal” behavior patterns, and alert on significant deviations from profiled
behaviors. Our customers are able to detect rogue insiders, attackers that have compromised internal systems and employee accounts, malware and other
significant threats.
Comprehensive Solution for Managing and Protecting Enterprise Data. Our products enable a broad range of functionality, including data
governance, secure search and remote collaboration and intelligent retention—all from one core technology platform. Moreover, our platform is applicable
across all major enterprise data stores (Windows, UNIX/Linux, Intranets, email systems and Office365).
Security Analytics with User, Data and System Context. Our solutions combine classification and data access governance with User and Entity
Behavior Analytics (UBA) for accurate detection and risk reduction. Our solutions discover, identify and classify sensitive, critical and regulated data to help
meet regulatory compliance and sustainably reduce risk relating to unauthorized use and cyberattacks.
Fast Time to Value and Low Total Cost of Ownership. Our solutions do not require custom implementations or long deployment cycles. Our Data
Security Platform can be installed and ready for use within hours and allows customers to realize real value within days of implementation. We designed our
platform to operate on commodity hardware with standard operating systems, further reducing the cost of ownership of our product.
Ease of Use. While we utilize complex data structures and algorithms in our data engine, we abstract that complexity to provide a sleek, intuitive
interface. Our software is accessible through either the local client or a standard web browser and requires limited training, saving on time and cost and
making it accessible to the broader set of non-technical users.
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Highly Scalable and Flexible Data Engine. Our metadata analysis technology is built to be highly scalable and flexible, allowing our customers to
analyze vast amounts of enterprise data. Moreover, our proprietary Metadata Framework is built with a modular architecture, allowing customers to grow into
the full capabilities of our solution over time.
Our Growth Strategy
Our objective is to be the primary vendor to which enterprises turn to analyze and protect their data. The following are key elements of our growth
strategy.
Extend Our Technological Capabilities Through Innovation. We intend to increase our current level of investment in product development in order to
enhance existing products to address new use cases and deliver new products. We believe that the flexibility, sophistication and broad applicability of our
Metadata Framework will allow us to use this framework as the core of numerous future products built on our same core technology. Our ability to leverage
our research and development resources has enabled us to create a new product development engine that we believe can proactively identify and solve
enterprise needs.
Grow Our Customer Base. The unabated rise in enterprise data, ubiquitous reliance on digital collaboration and increased cybersecurity concerns will
continue to drive demand for data collaboration, governance, retention and protection solutions. We intend to capitalize on this demand by targeting new
customers, vertical markets and use cases for our solutions. Our solutions address the needs of customers of all sizes ranging from small and medium
businesses to large multinational companies with thousands of employees and petabytes of data. Although our solutions are applicable to organizations of all
sizes, we will continue our focus on targeting larger organizations who can make larger purchases with us over time.
Increase Sales to Existing Customers. We believe significant opportunities exist to further expand relationships with existing customers. Data growth
(and subsequent security concerns) continues across all the data stores, and enterprises wish to standardize on solutions that help them manage, protect and
extract more value from their data wherever it is stored. We will continue to cultivate incremental sales from our existing customers by driving increased use
of our software within our installed base by expanding footprint and usage. We currently have six product families, and, as of December 31, 2017,
approximately 52% of our customers had purchased two or more product families. We believe our existing customer base serves as a strong source of
incremental revenues given the broad platform of products we have and the growing volumes and complexity of enterprise data that our customers have. As
we innovate and expand our product offering, we expect to have an even broader suite of products to offer our customers.
Grow Sales From Our Newer Licenses. During the past year, we have introduced additional licenses to existing products to support new functionalities,
such as new threat models to detect suspicious mailbox, Exchange and Exchange Online behaviors. We released GDPR Patterns, part of the Data
Classification Engine family, to help enterprises identify data that falls under the EU General Data Protection Regulation (GDPR) and expand our offerings
that help enterprises meet compliance and regulation requirements. We released the Automation Engine to allow customers to automatically repair and
maintain file systems so that organizations are less vulnerable to attacks and security breaches, more compliant and consistently meeting a least privilege
model. We have enhanced our products to provide even more value to our customers, including additional data store support, enhanced threat detection and
security monitoring and new threat models to protect against security breaches, malware, ransomware and insider threats. We believe these new additions to
our product offering can be a meaningful contributor to our growth.
Expand Our Sales Force. Continuing to expand our salesforce will be essential to achieving our customer base expansion goals. The salesforce and our
approach to introducing products to the market has been key to our successful growth in the past and will be central to our growth plan in the future. While
our products serve customers of all sizes, in all industries and all geographies, the marketing focus and majority of our sales focus is on targeting
organizations with 1,000 users or more who can make larger purchases with us over time and have a greater potential lifetime value. The ability of our sales
teams to support our channel partners to efficiently identify leads, generate evaluations and convert them to satisfied customers will continue to impact our
ability to grow. We intend to expand our sales capacity by adding headcount throughout our sales and marketing department.
Establish Our Data Security Platform as the Industry Standard. We have worked with several of the leading providers of network attached storage, or
NAS, hybrid cloud storage, including EMC, IBM, NetApp, HP, Hitachi and Nasuni in order to expand our market reach and deliver enhanced functionality to
our customers. We have worked with these vendors to assure compatibility with their product lines. Through the use of application programming interfaces,
or APIs, and other integration work, our solutions also integrate with many providers of solutions in the ecosystem. We will continue to pursue such
collaborations wherever they advance the strategic goals of the company, thereby expanding our reach and establishing our product user interface as the de
facto industry standard when it comes to enterprise data.
Continue International Expansion. We believe there is a significant opportunity for our platform in international markets to comply with regulations
such as GDPR. Revenues from EMEA accounted for approximately a third of our revenues in 2017. Europe represented the substantial majority of revenues
outside the United States. Although we have experienced inconsistent quarterly growth rates over the last few years in our European market, we believe that
international expansion will be a key component of our growth strategy, and we will continue to market our products and services overseas.
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Our Products
We have six product families, most of which utilize our core Metadata Framework technology to deliver features and functionality that allow
enterprises to fully understand, secure and benefit from the value of their data. This architecture easily extends through modular functionalities giving our
clients the flexibility to select the features they require for their business needs and the flexibility to expand their usage simply by adding a license.
•

DatAdvantage. DatAdvantage, our flagship product, launched in 2006, builds on our Metadata Framework and captures, aggregates, normalizes
and analyzes every data access event for every user on Windows and UNIX/Linux servers, storage devices, email systems and Intranet servers,
without requiring native operating system auditing functionalities or impacting performance or storage on file systems. Through an intuitive
graphical interface, DatAdvantage presents insights from massive volumes of data using normal computing infrastructure. It is also our
presentation layer for IT departments, which provides an interactive map of relevant user, group, and data objects, usage and content, facilitating
analysis from multiple vectors. IT departments can pinpoint areas of interest starting with any metadata object, simulate changes measuring
potential impact against historical access patterns, and easily execute changes on all data stores through a unified interface. DatAdvantage
identifies where users have unneeded access based on user behavior.
·

The Automation Engine, a module introduced in 2017, helps customers accelerate the enforcement of least privilege by limiting broad
access without all the manual legwork. It automatically repairs and maintains file systems, helping reduce customers’ risk profiles and
decreasing their overhead and resources required to get to a least privilege model.

·

DatAlert, a module introduced in 2013, profiles users and their behaviors with respect to systems and data, detects and alerts on
meaningful deviations to established baselines, and provides a web-based dashboard and investigative interface. DatAlert allows
detection of suspicious activity and prevent data breaches and cyberattacks, perform security forensics, visualize risk and prioritize
investigation.

·

Varonis Edge, a module announced in 2017 and introduced in early 2018, analyzes perimeter devices like DNS, VPN and Web Proxy to
detect attacks like malware, APT intrusion and exfiltration and enables enterprises to correlate events and alerts at the perimeter with
alerts and events concerning data to better spot attacks at the point of entry and egress.

•

DataPrivilege. DataPrivilege, launched in 2006 and designed for use by business unit personnel, provides a self-service web portal that allows
users to request access to data necessary for their business functions, and owners to grant access without IT intervention. DataPrivilege also
enables IT and business users to make access decisions based on queries, user requests and metadata analytics information, rather than static IT
policies. DataPrivilege provides a presentation layer for business users to review accessibility and usage of their data assets, and grant and revoke
access.

•

Data Classification Engine (formerly IDU Classification Framework). As the volume of an enterprise’s information grows, enterprises struggle to
find and tag different types of sensitive data, such as intellectual property, regulated content, including Personally Identifiable Information, and
medical records. Furthermore, content by itself does not provide adequate context to determine ownership, relevance, or protection requirements.
Our Data Classification Engine, introduced in 2009 as the IDU Classification Framework, identifies and tags data based on criteria set in multiple
metadata dimensions and provides business and IT personnel with actionable intelligence about this data, including a prioritized list of folders
and files containing the most sensitive data and with the most inadequate permissions. For the identified folders and files, it also identifies who
has access to that data, who is using it, who owns it, and recommendations for how to restrict access without disrupting workflow. Our Data
Classification Engine provides visibility into the content of data across file systems and Intranets sites and combining it with other metadata,
including usage and accessibility.
·

•

GDPR Patterns, introduced in 2017, uses the Data Classification Engine as a foundation to identify and classify regulated data in the
European Union (“EU”) that falls under the GDPR, with over 250 unique patterns that cover all 28 EU countries.

Data Transport Engine. We introduced our Data Transport Engine software in 2012 to provide an execution engine that unifies the manipulation
of data and metadata, translating business decisions and instructions into technical commands such as data migration or archiving. Data
Transport Engine allows both IT and business personnel to standardize and streamline activities for data management and retention, from day-today maintenance to complex data store and domain migrations and archiving. Our Data Transport Engine ensures that data migrations
automatically synchronize source and destination data with incremental copying even if the source data is still in use, translates access
permissions across data stores and domains and provides reporting capabilities for data migration status. Moreover, it also provides IT personnel
the flexibility to schedule recurring migrations to automatically find and move certain types of data such as sensitive or stale data and to perform
active migrations, dispositions and archiving safely and efficiently.
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•

DatAnswers. As employees continue to generate and store data in numerous enterprise data stores, relevant files they and their coworkers and
predecessors create become harder to find. Unlike the internet, where powerful search engines make relevant web information easy to find despite
rapid growth, enterprise file systems are frequently not searchable by employees or IT. Though enterprise search technologies exist, many
enterprises do not own or use them to index data, for several reasons, including performance (the index must be up to date to be useful, requiring
continual scanning for new and changed content), security (sensitive files that are not adequately restricted become far easier for the wrong
people to find), relevance (when many files contain the term or terms a searcher is looking for they are not ranked or presented in a way that they
are likely to find the right files), and cost (enterprise search technologies require significant, ongoing investments in hardware and software).
DatAnswers was introduced in 2014 to provide secure, relevant and timely search functionality for enterprise data. Capitalizing on the Metadata
Framework infrastructure and its analysis of data access events, file system and directory services metadata, DatAnswers indexes files as they are
created and changed without requiring continual scanning, filters out results users should not see based on the patented recommendations engine
in DatAdvantage and classification results found by the Data Classification Engine, and ranks results using analysis of data usage. DatAnswers is
used primarily for end user search and ediscovery projects.

•

DatAnywhere. We introduced DatAnywhere in 2012 in response to the need by enterprises for a secure and easy-to-use alternative to consumer
cloud-based file sharing solutions. DatAnywhere provides our customers’ employees a modern collaboration, hybrid-cloud experience using their
existing storage infrastructure. As of February 1, 2018, in order to focus our resources on our data security portfolio, we are no longer selling
DatAnywhere to new customers although we will continue to provide maintenance and support to our existing DatAnywhere customers for the
near future.

Our Customers
Our customer base has grown from approximately 550 customers at December 31, 2009 to approximately 6,250 customers in more than 75 countries as
of December 31, 2017. Our customers vary greatly in size ranging from small and medium businesses to large multinational enterprises with hundreds of
thousands of employees and hundreds of terabytes of data. Moreover, we have customers across numerous industries and geographies.
Services
Maintenance and Support
Our customers typically purchase one year of software maintenance and support as part of their initial purchase of our products, with an option to
renew. These maintenance agreements provide customers the right to receive support and unspecified upgrades and enhancements when and if they become
available during the maintenance period and access to our technical support services.
We maintain a customer support organization that provides all levels of support to our customers. Our customers that purchase maintenance and
support services receive guaranteed response times, direct telephonic support and access to online support portals. Our customer support organization has
global capabilities with expertise in both our software and complex IT environments and associated third-party infrastructure.
Professional Services
While users can easily download, install and deploy our software on their own, certain enterprises use our professional service team to provide feebased services, which include training our customers in the use of our products, providing advice on deployment planning, network design, product
configuration and implementation, automating and customizing reports and tuning policies and configuration of our products for the particular
characteristics of the customer’s environment.
Sales and Marketing
Sales
We sell the vast majority of our products and services to a global network of hundreds of resellers and distributors that we refer to as our channel
partners. Our channel partners, in turn, sell the products they purchase from us to customers globally. In addition, we maintain a highly trained professional
sales force that is responsible for overall market development, including the management of the relationships with our channel partners and supporting
channel partners in winning customers through operating demonstrations and risk assessments. Our channel partners identify potential sales targets, maintain
relationships with customers and introduce new products to existing customers. Sales to our channel partners are generally subject to our standard, nonexclusive channel partner agreement, meaning our channel partners may offer customers the products of several different companies. These agreements are
generally for a term of one year with a one year renewal term and can be terminated by us or the channel partner for any reason upon 30 days’ notice. A
termination of the agreement has no effect on orders already placed. Payment to us from the channel partner is typically due within 30 – 90 calendar days of
the date we issue an invoice for such sales.
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Marketing
Our marketing strategy focuses on building our brand and product awareness, increasing customer adoption and demand, communicating advantages
and business benefits and generating leads for our channel partners and sales force. We market our software as a Data Security Platform, a solution for
securing and managing file systems and enterprise data and transforming that data into actionable intelligence. We execute our marketing strategy by
leveraging a combination of internal marketing professionals, external marketing partners and a network of regional and global channel partners. Our internal
marketing organization is responsible for branding, content generation and product marketing and works with our business operations team to support
channel marketing and sales support programs. We provide one on one and community education and awareness and promote the expanded use of our
software. We host in-person Varonis Connect! events annually across sales regions, as well as free, online monthly or bi-weekly technical webinars in
multiple regions. We focus our efforts on events, campaigns, tools and activities that can be leveraged by our channel partners worldwide to extend our
marketing reach, such as sales tools, information regarding product awards and technical certifications, training, regional seminars and conferences, webinars
and various other demand-generation activities. Our marketing efforts also include public relations in multiple regions, analyst relations, customer marketing,
extensive content development available through our web site and content syndication, and our active blog, “The Inside Out Security Blog.”
Seasonality
See Item 7, “Management’s Discussion and Analysis of Financial Condition and Results of Operations — Seasonality and Quarterly Trends.”
Research and Development
Our research and development efforts are focused primarily on improving and enhancing our existing products and services, as well as developing new
products, features and functionality. Use of our products has expanded from governance into new areas such as data security, accessibility and retention, and
we anticipate that customers and innovation will drive functionality into additional areas. We regularly release new versions of our products which
incorporate new features and enhancements to existing ones. We conduct substantially all of our research and development activities in Israel, and we believe
this provides us with access to world class engineering talent.
Our research and development expense was $47.4 million, $36.7 million and $31.8 million in 2017, 2016 and 2015, respectively.
Intellectual Property
We rely on patent, trademark, copyright and trade secret laws, confidentiality procedures and contractual provisions to protect our technology and the
related intellectual property. The nature and extent of legal protection of our intellectual property rights depends on, among other things, its type and the
jurisdiction in which it arises. As of January 31, 2018, we had 52 issued patents and 33 pending patent applications in the United States. Our issued U.S.
patents expire between 2025 and 2038. We also had 18 patents issued and 67 applications pending for examination in non-U.S. jurisdictions, and 10 pending
Patent Cooperation Treaty (“PCT”) patent applications, all of which are counterparts of our U.S. patent applications. Certain of our patents are owned by our
Israeli subsidiary. The claims for which we have sought patent protection relate primarily to inventions we have developed for incorporation into our
products. We also license software from third parties for use in developing our products and for integration into our products, including open source software.
Despite our efforts to protect our proprietary technologies and intellectual property rights, unauthorized parties may attempt to copy aspects of our
products or obtain and use our trade secrets or other confidential information. We generally enter into confidentiality agreements with our employees,
consultants, service providers, vendors and customers and generally limit internal and external access to, and distribution of, our proprietary information and
proprietary technology through certain procedural safeguards. These agreements may not effectively prevent unauthorized use or disclosure of our
intellectual property or technology and may not provide an adequate remedy in the event of unauthorized use or disclosure of our intellectual property or
technology. We cannot assure you that the steps taken by us will prevent misappropriation of our trade secrets or technology or infringement of our
intellectual property. In addition, the laws of some foreign countries do not protect our proprietary rights to as great an extent as the laws of the United States,
and many foreign countries do not enforce these laws as diligently as government agencies and private parties in the United States.
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Our industry is characterized by the existence of a large number of relevant patents and frequent claims and related litigation regarding patents and
other intellectual property rights. From time to time, third-parties have asserted and may assert their patent, copyright, trademark and other intellectual
property rights against us, our channel partners or customers. Successful claims of infringement or misappropriation by a third party could prevent us from
distributing certain products or performing certain services or could require us to pay substantial damages (including, for example, treble damages if we are
found to have willfully infringed patents and increased statutory damages if we are found to have willfully infringed copyrights), royalties or other fees. Such
claims also could require us to cease making, licensing or using solutions that are alleged to infringe or misappropriate the intellectual property of others, or
to expend additional development resources to attempt to redesign our products or services or otherwise to develop non-infringing technology. Even if third
parties may offer a license to their technology, the terms of any offered license may not be acceptable, and the failure to obtain a license or the costs
associated with any license could cause our business, results of operations or financial condition to be materially and adversely affected. In some cases, we
indemnify our channel partners and customers against claims that our products infringe the intellectual property of third parties.
Competition
While there are some companies which offer certain features similar to those embedded in our solutions, as well as others with which we compete in
certain use cases, we believe that we do not currently compete with a company that offers the same breadth of functionalities that we offer in a single
integrated solution. Nevertheless, we do compete against a select group of software vendors, such as Veritas Technologies LLC and Quest Software, that
provide standalone solutions, similar to those found in our comprehensive software suite, in the specific markets in which we operate. We also face direct
competition with respect to certain of our products, specifically Data Transport Engine, DatAnswers and DatAdvantage for Directory Services. As we continue
to augment our functionality with insider threat detection and user behavior analytics and as we expand our classification capabilities to better serve
compliance needs with new regulations, like GDPR, we may face increased perceived and real competition from other security and classification
technologies. In the future, as customer requirements evolve and new technologies are introduced, we may experience increased competition if established or
emerging companies develop solutions that address the enterprise data market. Furthermore, because we operate in a relatively new and evolving area, we
anticipate that competition will increase based on customer demand for these types of products.
A number of factors influence our ability to compete in the markets in which we operate, including, without limitation: the continued reliability and
effectiveness of our products’ functionalities; the breadth and completeness of our solutions’ features; the scalability of our solutions; and the ease of
deployment and use of our products. We believe that we generally compete favorably in each of these categories. We also believe that we distinguish
ourselves from others by delivering a single, integrated solution to address our customers’ needs regarding access, governance, collaboration and retention
with respect to their enterprise data. There can, however, be no assurance that we will remain unique in this capacity or that we will be able to compete
favorably with other providers in the future.
If a more established company were to target our market, we may face significant competition. They may have competitive advantages, such as greater
name recognition, larger sales, marketing, research and acquisition resources, access to larger customer bases and channel partners, a longer operating history
and lower labor and development costs, which may enable them to respond more quickly to new or emerging technologies and changes in customer
requirements or devote greater resources to the development, promotion and sale of their products than we do. Increased competition could result in us failing
to attract customers or maintain renewals and licenses at the same rate. It could also lead to price cuts, alternative pricing structures or the introduction of
products available for free or a nominal price, reduced gross margins, longer sales cycles and loss of market share.
In addition, our current or prospective channel partners may establish cooperative relationships with any future competitors. These relationships may
allow future competitors to rapidly gain significant market share. These developments could also limit our ability to generate revenues from existing and new
customers. If we are unable to compete successfully against current and future competitors our business, results of operations and financial condition may be
harmed.
Employees
As of December 31, 2017, we had 1,251 employees and independent contractors, of which 547 were in the United States, 409 were in Israel and 295
were in other countries. None of our employees is represented by a labor union with respect to his or her employment with us. Employees in certain European
countries have the benefits of collective bargaining arrangements at the national level. We have not experienced any work stoppages, and we consider our
relations with our employees to be good.
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Available Information
Our website is located at www.varonis.com, and our investor relations website is located at http://ir.varonis.com/. The information posted on our website
is not incorporated into this Annual Report on Form 10-K. Our Annual Report on Form 10-K, Quarterly Reports on Form 10-Q, Current Reports on Form 8-K
and amendments to reports filed or furnished pursuant to Sections 13(a) and 15(d) of the Exchange Act are available free of charge on our investor relations
website as soon as reasonably practicable after we electronically file such material with, or furnish it to, the SEC. You may also access all of our public filings
through the SEC’s website at www.sec.gov. Further, a copy of this Annual Report on Form 10-K is located at the SEC’s Public Reference Room at 100 F
Street, NE, Washington, D.C. 20549. Information on the operation of the Public Reference Room can be obtained by calling the SEC at 1-800-SEC-0330.
Investors and other interested parties should note that we use our media and investor relations website and our social media channels to publish
important information about us, including information that may be deemed material to investors. We encourage investors and other interested parties to
review the information we may publish through our media and investor relations website and the social media channels listed on our media and investor
relations website, in addition to our SEC filings, press releases, conference calls and webcasts.
Item 1A.

Risk Factors

Investing in our common stock involves a high degree of risk. You should carefully consider the following risks and all other information contained herein,
including our consolidated financial statements and the related notes thereto, before investing in our common stock. The risks and uncertainties described
below are not the only ones we face. Additional risks and uncertainties that we are unaware of, or that we currently believe are not material, also may
become important factors that affect us. If any of the following risks materialize, our business, financial condition and results of operations could be
materially harmed. In that case, the trading price of our common stock could decline, and you may lose some or all of your investment.
Risks Related to Our Business and Industry
The market for software that analyzes, secures, manages and migrates enterprise data is new and unproven and may not grow.
We believe our future success depends in large part on the growth of the market for software that enables enterprises to analyze, secure, manage and migrate
their data. In order for us to market and sell our products, we must successfully demonstrate to enterprise IT and business personnel the potential value of their
data and the risk of that data getting compromised or stolen. We must persuade them to devote a portion of their budgets to a unified platform that we offer to
manage, protect, secure and extract value from this resource. We cannot provide any assurance that enterprises will recognize the need for our products or, if
they do, that they will decide that they need a solution that offers the range of functionalities that we offer. Software solutions focused on enterprise data may
not yet be viewed as a necessity, and accordingly, our sales effort is and will continue to be focused in large part on explaining the need for, and value offered
by, our solution. We can provide no assurance that the market for our solution will continue to grow at its current rate or at all. The failure of the market to
develop would materially adversely impact our results of operations.
Our quarterly results of operations have fluctuated and may fluctuate significantly due to variability in our revenues which could adversely impact our
stock price.
Our revenues and other results of operations have fluctuated from quarter to quarter in the past and could continue to fluctuate in the future. As a result,
comparing our revenues and results of operations on a period-to-period basis may not be meaningful, and you should not rely on any particular past quarter
or other period results. Our revenues depend in part on the conversion of enterprises that have installed an evaluation license for our software into paying
customers. In this regard, most of our sales are typically made during the last three weeks of every quarter. We may fail to meet market expectations for that
quarter if we are unable to close the number of transactions that we expect during this short period and closings are deferred to a subsequent quarter. In
addition, our sales cycle from initial contact to delivery of and payment for the software license generally becomes longer and less predictable with respect to
large transactions and often involves multiple meetings or consultations at a substantial cost and time commitment to us. Although we try to minimize the
potential impact of large transactions on our quarterly results of operations, the closing of a large transaction in a particular quarter may raise our revenues in
that quarter and thereby make it more difficult for us to meet market expectations in subsequent quarters, and our failure to close a large transaction in a
particular quarter may adversely impact our revenues in that quarter. In addition, we base our current and future expense levels on our revenue forecasts and
operating plans, and our expenses are relatively fixed in the short term. Accordingly, we would likely not be able to reduce our costs sufficiently to
compensate for an unexpected shortfall in revenues and even a relatively small decrease in revenues could disproportionately and adversely affect our
financial results for that quarter.
The variability and unpredictability of these and other factors, many of which are outside of our control, could result in our failing to meet or exceed
financial expectations for a given period. If our revenues or results of operations fall below the expectations of investors or any securities analysts that cover
our stock, the price of our common stock could decline substantially.
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A failure to hire and integrate additional sales and marketing personnel or maintain their productivity could adversely affect our results of operations and
growth prospects.
Our business requires intensive sales and marketing activities. Our sales and marketing personnel are essential to attracting new customers and expanding
sales to existing customers, both of which are key to our future growth. We face a number of challenges in successfully expanding our sales force. We must
locate and hire a significant number of qualified individuals, and competition for such individuals is intense. In addition, as we expand into new markets
with which we have less familiarity, we will need to recruit individuals who are multilingual or who have skills particular to a certain geography, and it may
be difficult to find candidates with those qualifications. We may be unable to achieve our hiring or integration goals due to a number of factors, including,
but not limited to, the number of individuals we hire, challenges in finding individuals with the correct background due to increased competition for such
hires and increased attrition rates among new hires and existing personnel. Furthermore, based on our past experience, it often can take up to 12 months
before a new sales force member is trained and operating at a level that meets our expectations. We invest significant time and resources in training new
members of our sales force, and we may be unable to achieve our target performance levels with new sales personnel as rapidly as we have done in the past
due to larger numbers of hires or lack of experience training sales personnel to operate in new jurisdictions. Our failure to hire a sufficient number of qualified
individuals, to integrate new sales force members within the time periods we have achieved historically or to keep our attrition rates at levels comparable to
others in our industry may materially impact our projected growth rate.
Failure to attract, recruit and retain highly qualified engineers could adversely affect our results of operations and growth prospects.
Our future success and growth depends, in part, on our ability to continue to recruit and retain highly skilled personnel, particularly engineers. Any of our
employees may terminate their employment at any time and competition for highly skilled engineering personnel is frequently intense, especially in Israel,
where we have a substantial presence and need for qualified engineers. Moreover, to the extent we hire personnel from other companies, we may be subject to
allegations that they have been improperly solicited or may have divulged proprietary or other confidential information to us. If we are unable to attract or
retain qualified engineers, our ability to innovate, introduce new products and compete would be adversely impacted, and our financial condition and results
of operations may suffer.
If we fail to manage our rapid growth effectively, our business and results of operations will be adversely affected.
We have experienced rapid growth in a relatively short period of time. Our revenues grew from $53.4 million in 2012 to $217.4 million in 2017. Our number
of employees and independent contractors increased from 399 as of December 31, 2012 to 1,251 as of December 31, 2017. During this period, we also
established and expanded our operations in a number of countries outside the United States. We intend to continue to grow our business and plan to continue
to hire new employees, particularly in our sales and marketing and research and development groups. If we cannot adequately train these new employees,
including our sales force, software engineers and customer support staff, our sales may not grow at the rates we project or our customers may lose confidence
in the knowledge and capability of our employees. In addition, we are expanding our current operations, and we intend to make investments to continue our
expansion efforts. We must successfully manage our growth to achieve our objectives. Although our business has experienced significant growth in the past,
we cannot provide any assurance that our business will continue to grow at the same rate, or at all.
Our ability to effectively manage any significant growth of our business will depend on a number of factors, including our ability to do the following:
•

effectively recruit, integrate, train and motivate a large number of new employees, including our sales force and engineers, while retaining
existing employees, maintaining the beneficial aspects of our corporate culture and effectively executing our business plan;

•

satisfy existing customers and attract new customers;

•

effectively manage existing channel partnerships and expand to new ones;

•

successfully introduce new products and enhancements;

•

improve our key business applications and processes to support our business needs;

•

enhance information and communication systems to ensure that our employees and offices around the world are well-coordinated and can
effectively communicate with each other and our growing customer base;

•

enhance our internal controls to ensure timely and accurate reporting of all of our operations and financial results;

•

protect and further develop our strategic assets, including our intellectual property rights; and

•

make sound business decisions in light of the scrutiny associated with operating as a public company.
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These activities will require significant investments and allocation of valuable management and employee resources, and our growth will continue to place
significant demands on our management and our operational and financial infrastructure. There are no guarantees we will be able to grow our business in an
efficient or timely manner, or at all. Moreover, if we do not effectively manage the growth of our business and operations, the quality of our software could
suffer, which could negatively affect our brand, results of operations and overall business.
Our failure to continually enhance and improve our technology could adversely affect sales of our products.
The market is characterized by the exponential growth in enterprise data, rapid technological advances, changes in customer requirements, including
customer requirements driven by changes to legal, regulatory and self-regulatory compliance mandates, frequent new product introductions and
enhancements and evolving industry standards in computer hardware and software technology. As a result, we must continually change and improve our
products in response to changes in operating systems, application software, computer and communications hardware, networking software, data center
architectures, programming tools and computer language technology. Moreover, the technology in our products is especially complex because it needs to
effectively identify and respond to a user’s data retention, security and governance needs, while minimizing the impact on database and file system
performance. Our products must also successfully interoperate with products from other vendors.
We cannot guarantee that we will be able to anticipate future market needs and opportunities or be able to extend our technological expertise and develop
new products or expand the functionality of our current products in a timely manner or at all. Even if we are able to anticipate, develop and introduce new
products and expand the functionality of our current products, there can be no assurance that enhancements or new products will achieve widespread market
acceptance.
Our product enhancements or new products could fail to attain sufficient market acceptance for many reasons, including:
•

failure to accurately predict market demand in terms of product functionality and to supply products that meet this demand in a timely
fashion;

•

inability to interoperate effectively with the database technologies and file systems of prospective customers;

•

defects, errors or failures;

•

negative publicity or customer complaints about performance or effectiveness; and

•

poor business conditions, causing customers to delay IT purchases.

If we fail to anticipate market requirements or stay abreast of technological changes, we may be unable to successfully introduce new products, expand the
functionality of our current products or convince our customers and potential customers of the value of our solutions in light of new technologies.
Accordingly, our business, results of operations and financial condition could be materially and adversely affected.
We are dependent on the continued services and performance of our co-founder, Yakov Faitelson, the loss of whom could adversely affect our business.
Our future performance depends in large part on the continued services and continuing contributions of our co-founder, our Chief Executive Officer and
President, Yakov Faitelson, to successfully manage our company, to execute on our business plan and to identify and pursue new opportunities and product
innovations. The loss of services of Mr. Faitelson could significantly delay or prevent the achievement of our development and strategic objectives and
adversely affect our business.
Due to our rapid growth, we have a limited operating history at our current scale, which makes it difficult to evaluate and predict our future prospects and
may increase the risk that we will not be successful.
We have been growing rapidly in recent periods and, as a result, have a relatively short history operating our business at its current scale. For example, we
have significantly increased the number of our employees and have expanded our operations and product offerings. This limits our ability to forecast our
future operating results and subjects us to a number of uncertainties, including our ability to plan for and model future growth. We have encountered and will
continue to encounter risks and uncertainties frequently experienced by growing companies in new markets that may not develop as expected. Because we
depend in part on the market’s acceptance of our products, it is difficult to evaluate trends that may affect our business. If our assumptions regarding these
trends and uncertainties, which we use to plan our business, are incorrect or change in reaction to changes in our markets, or if we do not address these risks
successfully, our operating and financial results could differ materially from our expectations and our business could suffer. Moreover, although we have
experienced significant growth historically, we may not continue to grow as quickly in the future.
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Our future success will depend in large part on our ability to, among other things:
•

maintain and expand our business, including our customer base and operations, to support our growth, both domestically and
internationally;

•

hire, integrate, train and retain skilled talent, including members of our sales force and software engineers;

•

develop new products and services and bring products and services in beta to market;

•

renew maintenance and support agreements with, and sell additional products to, existing customers;

•

increase market awareness of our products and enhance our brand; and

•

maintain compliance with applicable governmental regulations and other legal obligations, including those related to intellectual
property, international sales and taxation.

If we fail to address the risks and difficulties that we face, including those associated with the challenges listed above as well as those described elsewhere in
this “Risk Factors” section, our business will be adversely affected, and our results of operations will suffer.
If we are unable to attract new customers and expand sales to existing customers, both domestically and internationally, our growth could be slower than
we expect, and our business may be harmed.
Our future growth depends in part upon increasing our customer base. Our ability to achieve significant growth in revenues in the future will depend, in large
part, upon the effectiveness of our sales and marketing efforts, both domestically and internationally, and our ability to attract new customers. If we fail to
attract new customers and maintain and expand those customer relationships, our revenues will grow more slowly than expected, and our business will be
harmed.
Our future growth also depends upon expanding sales of our products to existing customers and their organizations. If our customers do not purchase
additional licenses or capabilities, our revenues may grow more slowly than expected, may not grow at all or may decline. There can be no assurance that our
efforts would result in increased sales to existing customers ("upsells") and additional revenues. If our efforts to upsell to our customers are not successful, our
business would suffer.
We may face increased competition in our market.
While there are some companies which offer certain features similar to those embedded in our solutions, as well as others with whom we compete in certain
tactical use cases, we believe that we do not currently compete with a company that offers the same breadth of functionalities that we offer in a single
integrated solution. Nevertheless, we do compete against a select group of software vendors, such as Veritas Technologies LLC and Quest Software, that
provide standalone solutions, similar to those found in our comprehensive software suite, in the specific markets in which we operate. We also face direct
competition with respect to certain of our products, specifically DatAnywhere, Data Transport Engine, DatAnswers and DatAdvantage for Directory Services.
As we continue to augment our functionality with insider threat detection and user behavior analytics and as we expand our classification capabilities to
better serve compliance needs with new regulations, like GDPR, we may face increased perceived and real competition from other security and classification
technologies. As we expand our coverage and penetration in the cloud, we may face increased perceived and real competition from other cloud-focused
technologies. In the future, as customer requirements evolve and new technologies are introduced, we may experience increased competition if established or
emerging companies develop solutions that address the enterprise data market. Furthermore, because we operate in a relatively new and evolving area, we
anticipate that competition will increase based on customer demand for these types of products.
In particular, if a more established company were to target our market, we may face significant competition. They may have competitive advantages, such as
greater name recognition, larger sales, marketing, research and acquisition resources, access to larger customer bases and channel partners, a longer operating
history and lower labor and development costs, which may enable them to respond more quickly to new or emerging technologies and changes in customer
requirements or devote greater resources to the development, promotion and sale of their products than we do. Increased competition could result in us failing
to attract customers or maintain licenses at the same rate. It could also lead to price cuts, alternative pricing structures or the introduction of products
available for free or a nominal price, reduced gross margins, longer sales cycles and loss of market share.
In addition, our current or prospective channel partners may establish cooperative relationships with any future competitors. These relationships may allow
future competitors to rapidly gain significant market share. These developments could also limit our ability to obtain revenues from existing and new
customers.
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Our ability to compete successfully in our market will also depend on a number of factors, including ease and speed of product deployment and use, the
quality and reliability of our customer service and support, total cost of ownership, return on investment and brand recognition. Any failure by us to
successfully address current or future competition in any one of these or other areas may reduce the demand for our products and adversely affect our
business, results of operations and financial condition.
We have a history of losses, and we may not be profitable in the future.
We have incurred net losses in each year since our inception, including a net loss of $13.7 million, $17.7 million and $21.3 million in each of the years
ended December 31, 2017, 2016 and 2015, respectively. Because the market for our software is rapidly evolving and has not yet reached widespread
adoption, it is difficult for us to predict our future results of operations. We expect our operating expenses to increase over the next several years as we hire
additional personnel, particularly in our sales and marketing and research and development groups, expand and improve the effectiveness of our distribution
channels, and continue to develop features and applications for our software.
Prolonged economic uncertainties or downturns could materially adversely affect our business.
Our business depends on our current and prospective customers’ ability and willingness to invest money in information technology services, which in turn is
dependent upon their overall economic health. Negative conditions in the general economy both in the United States and abroad, including conditions
resulting from financial and credit market fluctuations and terrorist attacks on the United States, Europe, Asia Pacific or elsewhere, could cause a decrease in
corporate spending on enterprise software in general.
Continuing uncertainty in the global economy, particularly in EMEA, which accounted for approximately one-third of our revenues in 2017 and where we
have experienced inconsistent quarterly growth rates over the last few years, makes it extremely difficult for our customers and us to forecast and plan future
business activities accurately. This could cause our customers to reevaluate decisions to purchase our product or to delay their purchasing decisions, which
could lengthen our sales cycles.
We have a significant number of customers in the financial services, healthcare, public sector and industrial industries. A substantial downturn in any of these
industries, or a reduction in public sector spending, may cause enterprises to react to worsening conditions by reducing their capital expenditures in general
or by specifically reducing their spending on information technology. Customers may delay or cancel information technology projects, choose to focus on
in-house development efforts or seek to lower their costs by renegotiating maintenance and support agreements. To the extent purchases of licenses for our
software are perceived by customers and potential customers to be discretionary, our revenues may be disproportionately affected by delays or reductions in
general information technology spending. In addition, the increased pace of consolidation in certain industries may result in reduced overall spending on our
software. If the economic conditions of the general economy or industries in which we operate worsen from present levels, our business, results of operations
and financial condition could be adversely affected.
If we are unable to maintain successful relationships with our channel partners, our business could be adversely affected.
We rely on channel partners, such as distribution partners and resellers, to sell licenses and support and maintenance agreements for our software. In 2017, our
channel partners fulfilled substantially all of our sales, and we expect that sales to channel partners will continue to account for substantially all of our
revenues for the foreseeable future. Our ability to achieve revenue growth in the future will depend in part on our success in maintaining successful
relationships with our channel partners.
Our agreements with our channel partners are generally non-exclusive, meaning our channel partners may offer customers the products of several different
companies. If our channel partners do not effectively market and sell our software, choose to use greater efforts to market and sell their own products or those
of others, or fail to meet the needs of our customers, our ability to grow our business, sell our software and maintain our reputation may be adversely affected.
Our contracts with our channel partners generally allow them to terminate their agreements for any reason upon 30 days’ notice. A termination of the
agreement has no effect on orders already placed. The loss of a substantial number of our channel partners, our possible inability to replace them, or the
failure to recruit additional channel partners could materially and adversely affect our results of operations. If we are unable to maintain our relationships
with these channel partners, our business, results of operations, financial condition or cash flows could be adversely affected.
If our technical support or professional services are not satisfactory to our customers, they may not renew their maintenance and support agreements or
buy future products, which could adversely affect our future results of operations.
Our business relies on our customers’ satisfaction with the technical support and professional services we provide to support our products. While
substantially all of our software is sold under perpetual license agreements, all of our maintenance and support agreements are sold on a term basis. Our
customers typically purchase one year of software maintenance and support as part of their initial purchase of our products, with an option to renew their
maintenance agreements. In order for us to maintain and improve our results of operations, it is important that our existing customers renew their maintenance
and support agreements and term licenses, if applicable, when the contract term expires. For example, our maintenance renewal rate for each of the years
ended December 31, 2015, 2016 and 2017 was over 90%.
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If we fail to provide technical support services that are responsive, satisfy our customers’ expectations and resolve issues that they encounter with our
products and services, then they may elect not to purchase or renew annual maintenance and support contracts and they may choose not to purchase
additional products and services from us. Accordingly, our failure to provide satisfactory technical support or professional services could lead our customers
not to renew their agreements with us or renew on terms less favorable to us, and therefore have a material and adverse effect on our business and results of
operations.
Because we derive substantially all of our revenues and cash flows from sales of licenses from a single platform of products, failure of the products in the
platform to satisfy customers or to achieve increased market acceptance would adversely affect our business.
In 2017, we generated substantially all of our revenues from sales of licenses from four of our current product families, DatAdvantage, DataPrivilege, Data
Classification Engine and Data Transport Engine. We expect to continue to derive a majority of our revenues from license sales relating to this platform in
the future. As such, market acceptance of this platform of products is critical to our continued success. Demand for licenses for our platform of products is
affected by a number of factors, some of which are outside of our control, including continued market acceptance of our software by referenceable accounts
for existing and new use cases, technological change and growth or contraction in our market. We expect the proliferation of enterprise data to lead to an
increase in the data analysis demands, and data security and retention concerns, of our customers, and our software, including the software underlying our
Data Security Platform, may not be able to scale and perform to meet those demands. If we are unable to continue to meet customer demands or to achieve
more widespread market acceptance of our software, our business, operations, financial results and growth prospects will be materially and adversely affected.
Breaches in our security, cyber-attacks or other cyber-risks could expose us to significant liability and cause our business and reputation to suffer.
Our operations involve transmission and processing of our customers' confidential, proprietary and sensitive information. We have legal and contractual
obligations to protect the confidentiality and appropriate use of customer data. Despite our security measures, our information technology and infrastructure
may be vulnerable to attacks as a result of third party action, employee error or misconduct. Security risks, including, but not limited to, unauthorized use or
disclosure of customer data, theft of proprietary information, loss or corruption of customer data and computer hacking attacks or other cyber-attacks, could
expose us to substantial litigation expenses and damages, indemnity and other contractual obligations, government fines and penalties, mitigation expenses
and other liabilities. We are continuously working to improve our information technology systems, together with creating security boundaries around our
critical and sensitive assets. We provide advance security awareness training to our employees and contractors that focuses on various aspects of the cyber
security world. All of these steps are taken in order to mitigate the risk of attack and to ensure our readiness to responsibly handle any security violation or
attack. However, because techniques used to obtain unauthorized access or to sabotage systems change frequently and generally are not recognized until
successfully launched against a target, we may be unable to anticipate these techniques or to implement adequate preventative measures. If an actual or
perceived breach of our security occurs, the market perception of the effectiveness of our security measures and our products could be harmed, we could lose
potential sales and existing customers, our ability to operate our business could be impaired, and we may incur significant liabilities.
Failure to protect our proprietary technology and intellectual property rights could substantially harm our business.
The success of our business depends on our ability to obtain, protect and enforce our trade secrets, trademarks, copyrights, patents and other intellectual
property rights. We attempt to protect our intellectual property under patent, trademark, copyrights and trade secret laws, and through a combination of
confidentiality procedures, contractual provisions and other methods, all of which offer only limited protection.
As of January 31, 2018, we had 52 issued patents in the United States and 33 pending U.S. patent applications. We also had 18 patents issued and 67
applications pending for examination in non-U.S. jurisdictions, and 10 pending PCT, patent applications, all of which are counterparts of our U.S. patent
applications. We may file additional patent applications in the future. The process of obtaining patent protection is expensive and time-consuming, and we
may not be able to prosecute all necessary or desirable patent applications at a reasonable cost or in a timely manner all the way through to the successful
issuance of a patent. We may choose not to seek patent protection for certain innovations and may choose not to pursue patent protection in certain
jurisdictions. Furthermore, it is possible that our patent applications may not issue as granted patents, that the scope of our issued patents will be insufficient
or not have the coverage originally sought, that our issued patents will not provide us with any competitive advantages, and that our patents and other
intellectual property rights may be challenged by others or invalidated through administrative process or litigation. In addition, issuance of a patent does not
guarantee that we have an absolute right to practice the patented invention. Our policy is to require our employees (and our consultants and service providers
that develop intellectual property included in our products) to execute written agreements in which they assign to us their rights in potential inventions and
other intellectual property created within the scope of their employment (or, with respect to consultants and service providers, their engagement to develop
such intellectual property), but we cannot assure you that we have adequately protected our rights in every such agreement or that we have executed an
agreement with every such party. Finally, in order to benefit from patent and other intellectual property protection, we must monitor, detect and pursue
infringement claims in certain circumstances in relevant jurisdictions, all of which is costly and time-consuming. As a result, we may not be able to obtain
adequate protection or to enforce our issued patents or other intellectual property effectively.
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In addition to patented technology, we rely on our unpatented proprietary technology and trade secrets. Despite our efforts to protect our proprietary
technologies and our intellectual property rights, unauthorized parties, including our employees, consultants, service providers or customers, may attempt to
copy aspects of our products or obtain and use our trade secrets or other confidential information. We generally enter into confidentiality agreements with our
employees, consultants, service providers, vendors, channel partners and customers, and generally limit access to and distribution of our proprietary
information and proprietary technology through certain procedural safeguards. These agreements may not effectively prevent unauthorized use or disclosure
of our intellectual property or technology and may not provide an adequate remedy in the event of unauthorized use or disclosure of our intellectual property
or technology. We cannot assure you that the steps taken by us will prevent misappropriation of our trade secrets or technology or infringement of our
intellectual property. In addition, the laws of some foreign countries where we operate do not protect our proprietary rights to as great an extent as the laws of
the United States, and many foreign countries do not enforce these laws as diligently as government agencies and private parties in the United States.
Moreover, industries in which we operate, such as data security, cyber security, data retention and data governance are characterized by the existence of a
large number of relevant patents and frequent claims and related litigation regarding patent and other intellectual property rights. From time to time, third
parties have asserted and may assert their patent, copyright, trademark and other intellectual property rights against us, our channel partners or our customers.
Successful claims of infringement or misappropriation by a third party could prevent us from distributing certain products or performing certain services or
could require us to pay substantial damages (including, for example, treble damages if we are found to have willfully infringed patents and increased
statutory damages if we are found to have willfully infringed copyrights), royalties or other fees. Such claims also could require us to cease making, licensing
or using solutions that are alleged to infringe or misappropriate the intellectual property of others or to expend additional development resources to attempt
to redesign our products or services or otherwise to develop non-infringing technology. Even if third parties may offer a license to their technology, the terms
of any offered license may not be acceptable, and the failure to obtain a license or the costs associated with any license could cause our business, results of
operations or financial condition to be materially and adversely affected. In some cases, we indemnify our channel partners and customers against claims that
our products infringe the intellectual property of third parties. Defending against claims of infringement or being deemed to be infringing the intellectual
property rights of others could impair our ability to innovate, develop, distribute and sell our current and planned products and services. If we are unable to
protect our intellectual property rights and ensure that we are not violating the intellectual property rights of others, we may find ourselves at a competitive
disadvantage to others who need not incur the additional expense, time and effort required to create the innovative products that have enabled us to be
successful to date.
Interruptions or performance problems, including associated with our website or support website or any caused by cyber-attacks, may adversely affect our
business.
Our continued growth depends in part on the ability of our existing and potential customers to quickly access our website and support website. Access to our
support website is also imperative to our daily operations and interaction with customers, as it allows customers to download our software, fixes and patches,
as well as open and respond to support tickets and register license keys for evaluation or production purposes. We have experienced, and may in the future
experience, website disruptions, outages and other performance problems due to a variety of factors, including technical failures, cyber-attacks, natural
disasters, infrastructure changes, human or software errors, capacity constraints due to an overwhelming number of users accessing our website
simultaneously and denial of service or fraud. In some instances, we may not be able to identify the cause or causes of these website performance problems
within an acceptable period of time. It may become increasingly difficult to maintain and improve the performance of our websites, especially during peak
usage times and as our software becomes more complex and our user traffic increases. If our websites are unavailable or if our users are unable to download
our software, patches or fixes within a reasonable amount of time or at all, we may suffer reputational harm and our business would be negatively affected.
Real or perceived errors, failures or bugs in our software could adversely affect our growth prospects.
Because our software uses complex technology, undetected errors, failures or bugs may occur. Our software is often installed and used in a variety of
computing environments with different operating system management software, and equipment and networking configurations, which may cause errors or
failures of our software or other aspects of the computing environment into which it is deployed. In addition, deployment of our software into computing
environments may expose undetected errors, compatibility issues, failures or bugs in our software. Despite testing by us, errors, failures or bugs may not be
found in our software until it is released to our customers. Moreover, our customers could incorrectly implement or inadvertently misuse our software, which
could result in customer dissatisfaction and adversely impact the perceived utility of our products as well as our brand. Any of these real or perceived errors,
compatibility issues, failures or bugs in our software could result in negative publicity, reputational harm, loss of or delay in market acceptance of our
software, loss of competitive position or claims by customers for losses sustained by them. In such an event, we may be required, or may choose, for customer
relations or other reasons, to expend additional resources in order to help correct the problem.
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If our software is perceived as not being secure, customers may reduce the use of or stop using our software, and we may incur significant liabilities.
Our software involves the transmission of data between data stores, and between data stores and desktop and mobile computers, and may in the future involve
the storage of data. Any security breaches with respect to such data could result in the loss of this information, litigation, indemnity obligations and other
liabilities. While we have taken steps to protect the confidential information that we have access to, including confidential information we may obtain
through our customer support services or customer usage of our products, we have no direct control over the substance of the content. Therefore, if customers
use our software for the transmission of personally identifiable information and our security measures are breached as a result of third-party action, employee
error, malfeasance or otherwise, our reputation could be damaged, our business may suffer and we could incur significant liability. Because techniques used
to obtain unauthorized access or sabotage systems change frequently and generally are not identified until they are launched against a target, we may be
unable to anticipate these techniques or to implement adequate preventative measures. While we maintain insurance coverage for some of the above events,
the potential liabilities associated with these events could exceed the insurance coverage we maintain. Any or all of these issues could tarnish our reputation,
negatively impact our ability to attract new customers or sell additional products to our existing customers, cause existing customers to elect not to renew
their maintenance and support agreements or subject us to third-party lawsuits, regulatory fines or other action or liability, thereby adversely affecting our
results of operations.
We are subject to federal, state and industry privacy and data security regulations, which could result in additional costs and liabilities to us or inhibit
sales of our software.
Although our current software products do not transmit our customers’ data to us, we collect and utilize demographic and other information, including
personally identifiable information, from and about users (such as customers, potential customers and others) as they interact with us over the internet and
otherwise provide us with information whether via our website or blog or through email or other means. Users may provide personal information to us in
many contexts, including through our direct telephonic support service, blog alert sign-up, product purchase, survey registration, or when accessing our
online support portals or using other community or social networking features. Because we may collect and utilize this information, we are subject to laws
and regulations regarding the collection, use and disclosure of personal information. In the United States, these include rules and regulations promulgated
under the authority of the Federal Trade Commission, the Health Insurance Portability and Accountability Act of 1996, and state breach notification laws.
Internationally, virtually every jurisdiction in which we operate has established its own data security and privacy legal framework with which we or our
customers must comply, including the GDPR adopted in the EU and which will become enforceable on May 25, 2018.
Further, the regulatory framework for privacy issues worldwide is rapidly evolving and is likely to remain uncertain for the foreseeable future. Many federal,
state and foreign government bodies and agencies have adopted or are considering adopting laws and regulations. In addition, privacy advocates and
industry groups may propose new and different self-regulatory standards that either legally or contractually apply to us. Because the interpretation and
application of privacy and data protection laws are still uncertain, it is possible that these laws may be interpreted and applied in a manner that is inconsistent
with our existing data management practices or the features of our software. If so, in addition to the possibility of fines, lawsuits and other claims, we could be
required to fundamentally change our business activities and practices or modify our software, which could have an adverse effect on our business. Any
inability to adequately address privacy concerns, even if unfounded, or comply with applicable privacy or data protection laws, regulations and policies,
could result in additional cost and liability to us, damage our reputation, inhibit sales and adversely affect our business.
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Our long-term growth depends, in part, on being able to continue to expand internationally on a profitable basis, which subjects us to risks associated with
conducting international operations.
Historically, we have generated a majority of our revenues from customers in the United States. For the year ended December 31, 2017, approximately 62% of
our total revenues were derived from sales in the United States. Nevertheless, we have operations across the globe, and we plan to continue to expand our
international operations as part of our long-term growth strategy. The further expansion of our international operations will subject us to a variety of risks and
challenges, including:
•

sales and customer service challenges associated with operating in different countries;

•

increased management travel, infrastructure and legal compliance costs associated with having multiple international operations;

•

difficulties in receiving payments from different geographies, including difficulties associated with currency fluctuations, payment
cycles, transfer of funds or collecting accounts receivable, especially in emerging markets;

•

variations in economic or political conditions between each country or region;

•

economic uncertainty around the world and adverse effects arising from economic interdependencies across countries and regions;

•

uncertainty around how the United Kingdom’s decision to exit the European Union (“Brexit”) will impact its access to the European
Union Single Market, the related regulatory environment, the global economy and the resulting impact on our business;

•

compliance with foreign laws and regulations and the risks and costs of non-compliance with such laws and regulations;

•

compliance with laws and regulations for foreign operations, including the U.S. Foreign Corrupt Practices Act of 1977, or the FCPA, the
U.K. Bribery Act of 2010, import and export control laws, tariffs, trade barriers, economic sanctions and other regulatory or contractual
limitations on our ability to sell our software in certain foreign markets, and the risks and costs of non-compliance;

•

heightened risks of unfair or corrupt business practices in certain geographies and of improper or fraudulent sales arrangements that may
impact financial results and result in restatements of financial statements and irregularities in financial statements;

•

reduced protection for intellectual property rights in certain countries and practical difficulties and costs of enforcing rights abroad;

•

compliance with the laws of numerous foreign taxing jurisdictions and overlapping of different tax regimes; and

•

uncertainty around a potential reverse or renegotiation of international trade agreements and partnerships under the administration of U.S.
President Donald J. Trump.

Any of these risks could adversely affect our international operations, reduce our revenues from outside the United States or increase our operating costs,
adversely affecting our business, results of operations and financial condition and growth prospects. There can be no assurance that all of our employees,
independent contractors and channel partners will comply with the formal policies we have and will implement, or applicable laws and regulations.
Violations of laws or key control policies by our employees, independent contractors and channel partners could result in delays in revenue recognition,
financial reporting misstatements, fines, penalties or the prohibition of the importation or exportation of our software and services and could have a material
adverse effect on our business and results of operations.
If currency exchange rates fluctuate substantially in the future, our results of operations, which are reported in U.S. dollars, could be adversely affected.
Our functional and reporting currency is the U.S. dollar, and we generate a majority of our revenues and incur a majority of our expenses in U.S. dollars.
Revenues and expenses are also incurred in other currencies, primarily Euros, Pounds Sterling, Canadian dollars, Australian dollars and New Israeli Shekels
(“NIS”). Accordingly, changes in exchange rates may have a material adverse effect on our business, results of operations and financial condition. The
exchange rates between the U.S. dollar and foreign currencies have fluctuated substantially in recent years and may continue to fluctuate substantially in the
future. For example, due to the recent appreciation of the NIS against the U.S. Dollar, we expect our operating expenses, mainly those related to research and
development, to be negatively impacted by this foreign currency movement compared to 2017. For both the first quarter and full year 2018, we expect this
impact to be approximately 300 basis points to our operating margin. Furthermore, a strengthening of the U.S. dollar could increase the cost in local currency
of our software and our maintenance renewals to customers outside the United States, which could adversely affect our business, results of operations,
financial condition and cash flows. Volatility in exchange rates may continue in the short term as the United Kingdom negotiates its exit from the European
Union which is scheduled to occur by the end of March 2019. Brexit and the withdrawal of the United Kingdom from the European Union, as well as other
member countries public discussions about the possibility of withdrawing from the European Union, may also create global economic uncertainty, which
may impact, among other things, the demand for our products.
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We incur expenses for employee compensation and other operating expenses at our non-U.S. locations in local currencies. The weakening of the U.S. dollar
against such currencies would cause the U.S. dollar equivalent of such expenses to increase which could have a negative impact on our reported results of
operations. We use forward foreign exchange contracts to hedge or mitigate the effect of changes in foreign exchange rates on our operating expenses
denominated in certain foreign currencies. However, this strategy might not eliminate our exposure to foreign exchange rate fluctuations and involves costs
and risks of its own, such as cash expenditures, ongoing management time and expertise, external costs to implement the strategy and potential accounting
implications. Additionally, our hedging activities may contribute to increased losses as a result of volatility in foreign currency markets.
Our use of open source software could negatively affect our ability to sell our software and subject us to possible litigation.
We use open source software and expect to continue to use open source software in the future. Some open source software licenses require users who
distribute open source software as part of their own software product to publicly disclose all or part of the source code to such software product or to make
available any derivative works of the open source code on unfavorable terms or at no cost. We may face ownership claims of third parties over, or seeking to
enforce the license terms applicable to, such open source software, including by demanding the release of the open source software, derivative works or our
proprietary source code that was developed using such software. These claims could also result in litigation, require us to purchase a costly license or require
us to devote additional research and development resources to change our software, any of which would have a negative effect on our business and results of
operations. In addition, if the license terms for the open source code change, we may be forced to re-engineer our software or incur additional costs. Finally,
we cannot assure you that we have incorporated open source software into our own software in a manner that conforms with our current policies and
procedures.
Our business is highly dependent upon our brand recognition and reputation, and the failure to maintain or enhance our brand recognition or reputation
may adversely affect our business.
We believe that enhancing the “Varonis” brand identity and maintaining our reputation in the information technology industry is critical to our relationships
with our customers and to our ability to attract new customers. Our brand recognition and reputation is dependent upon:
•

our ability to continue to offer high-quality, innovative and error- and bug-free products;

•

our ability to maintain customer satisfaction with our products;

•

our ability to be responsive to customer concerns and provide high quality customer support, training and professional services;

•

our marketing efforts;

•

any misuse or perceived misuse of our products;

•

positive or negative publicity;

•

interruptions, delays or attacks on our website; and

•

litigation or regulatory-related developments.

We may not be able to successfully promote our brand or maintain our reputation. In addition, independent industry analysts often provide reviews of our
products, as well as other products available in the market, and perception of our product in the marketplace may be significantly influenced by these
reviews. If these reviews are negative, or less positive than reviews about other products available in the market, our brand may be adversely affected.
Furthermore, negative publicity relating to events or activities attributed to us, our employees, our channel partners or others associated with any of these
parties, may tarnish our reputation and reduce the value of our brand. Damage to our reputation and loss of brand equity may reduce demand for our products
and have an adverse effect on our business, results of operations and financial condition. Any attempts to rebuild our reputation and restore the value of our
brand may be costly and time consuming, and such efforts may not ultimately be successful.
Moreover, it may be difficult to enhance our brand and maintain our reputation in connection with sales to channel partners. Promoting our brand requires us
to make significant expenditures, and we anticipate that the expenditures will increase as our market becomes more competitive, as we expand into new
markets and geographies and as more sales are generated to our channel partners. To the extent that these activities yield increased revenues, these revenues
may not offset the increased expenses we incur. If we do not successfully enhance our brand and maintain our reputation, our business may not grow, we may
have reduced pricing power relative to competitors with stronger brands, and we could lose customers, all of which would adversely affect our business,
operations and financial results.
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False detection of security breaches, false identification of malicious sources or misidentification of sensitive or regulated information could adversely
affect our business.
Our cyber-security products may falsely detect threats that do not actually exist. For example, our DatAlert solution may enrich metadata collected by our
products with information from external sources and third-party data providers. If the information from these data providers is inaccurate, the potential for
false positives increases. These false positives, while typical in the industry, may affect the perceived reliability of our products and solutions and may
therefore adversely impact market acceptance of our products. As definitions and instantiations of personal identifiers and other sensitive content change,
automated classification technologies may falsely identify or fail to identify data as sensitive. If our products and solutions fail to detect exposures or restrict
access to important systems, files or applications based on falsely identifying legitimate use as an attack or otherwise unauthorized, then our customers’
businesses could be adversely affected. Any such false identification of use and subsequent restriction could result in negative publicity, loss of customers
and sales, increased costs to remedy any problem and costly litigation.
Our success depends in part on maintaining and increasing our sales to customers in the public sector.
We derive a portion of our revenues from contracts with federal, state, local and foreign governments and government-owned or -controlled entities (such as
public health care bodies, educational institutions and utilities), which we refer to as the public sector herein. We believe that the success and growth of our
business will continue to depend on our successful procurement of public sector contracts. Selling to public sector entities can be highly competitive,
expensive and time consuming, often requiring significant upfront time and expense without any assurance that our efforts will produce any sales. Factors
that could impede our ability to maintain or increase the amount of revenues derived from public sector contracts include:
•

changes in public sector fiscal or contracting policies;

•

decreases in available public sector funding;

•

changes in public sector programs or applicable requirements;

•

the adoption of new laws or regulations or changes to existing laws or regulations;

•

potential delays or changes in the public sector appropriations or other funding authorization processes;

•

the requirement of contractual terms that are unfavorable to us, such as most-favored-nation pricing provisions; and

•

delays in the payment of our invoices by public sector payment offices.

Furthermore, we must comply with laws and regulations relating to public sector contracting, which affect how we and our channel partners do business in
both the United States and abroad. These laws and regulations may impose added costs on our business, and failure to comply with these or other applicable
regulations and requirements, including non-compliance in the past, could lead to claims for damages from our channel partners, penalties, termination of
contracts, and temporary suspension or permanent debarment from public sector contracting.
The occurrence of any of the foregoing could cause public sector customers to delay or refrain from purchasing licenses of our software in the future or
otherwise have an adverse effect on our business, operations and financial results.
We are subject to governmental export and import controls that could subject us to liability or impair our ability to compete in international markets.
We incorporate encryption technology into certain of our products and these products are subject to U.S. export control. We are also subject to Israeli export
controls on encryption technology since our product development initiatives are primarily conducted by our wholly-owned Israeli subsidiary. We have
obtained the required licenses to export our products outside of the United States. In addition, the current encryption means used in our products are listed in
the “free means encryption items” published by the Israeli Ministry of Defense, which means we are exempt from obtaining an encryption control license. If
the applicable U.S. or Israeli legal requirements regarding the export of encryption technology were to change or if we change the encryption means in our
products, we may need to apply for new licenses in the United States and may no longer be able to rely on our licensing exception in Israel. There can be no
assurance that we will be able to obtain the required licenses under these circumstances. Furthermore, various other countries regulate the import of certain
encryption technology, including import permitting and licensing requirements, and have enacted laws that could limit our ability to distribute our products
or could limit our customers’ ability to implement our products in those countries.
We are also subject to U.S. and Israeli export control and economic sanctions laws, which prohibit the shipment of certain products to embargoed or
sanctioned countries, governments and persons. Our products could be exported to these sanctioned targets by our channel partners despite the contractual
undertakings they have given us and any such export could have negative consequences, including government investigations, penalties and reputational
harm. Moreover, the Trump Administration may create further uncertainty regarding export or import regulations, economic sanctions or related legislation. It
remains unclear what specifically President Trump would or would not do with respect to the initiatives he has raised and what support he would have to
implement any such potential changes. Any change in export or import regulations, economic sanctions or related legislation, shift in the enforcement or
scope of existing regulations, or change in the countries, governments, persons or technologies targeted by such regulations, could result in decreased use of
our products by, or in our decreased ability to export or sell our products to, existing or potential customers with international operations. Any decreased use
of our products or limitation on our ability to export or sell our products would likely adversely affect our business, financial condition and results of
operations.
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Our business in countries with a history of corruption and transactions with foreign governments increase the risks associated with our international
activities.
As we operate and sell internationally, we are subject to the FCPA and other laws that prohibit improper payments or offers of payments to foreign
governments and their officials and political parties for the purpose of obtaining or retaining business. We have operations, deal with and make sales to
governmental customers in countries known to experience corruption, particularly certain emerging countries in Eastern Europe, South and Central America,
East Asia, Africa and the Middle East. Our activities in these countries create the risk of unauthorized payments or offers of payments by one of our
employees, consultants, channel partners or sales agents that could be in violation of various anti-corruption laws, even though these parties may not be
under our control. While we have implemented safeguards to prevent these practices by our employees, consultants, channel partners and sales agents, our
existing safeguards and any future improvements may prove to be less than effective, and our employees, consultants, channel partners or sales agents may
engage in conduct for which we might be held responsible. Violations of the FCPA or other anti-corruption laws may result in severe criminal or civil
sanctions, including suspension or debarment from government contracting, and we may be subject to other liabilities, which could negatively affect our
business, operating results and financial condition.
Our ability to use our net operating loss carryforwards and other tax attributes may be limited if we undergo an “ownership change.”
Our ability to utilize our net operating loss carryforwards (“NOLs”) and other tax attributes could be limited if we undergo an “ownership change” within the
meaning of Section 382 of the Internal Revenue Code of 1986, as amended (the “Code”). An ownership change is generally defined as a greater than 50
percentage point increase in equity ownership by 5% stockholders in any three-year period. If an ownership change occurred as a result of the sale of future
equity issuances, we may not be able to fully realize the benefits of these NOLs. Also, the cash tax benefit from our NOLs is dependent upon our ability to
generate sufficient taxable income. Accordingly, we may be unable to earn enough taxable income in order to fully utilize our current NOLs.
Changes in our provision for income taxes or adverse outcomes resulting from examination of our income tax returns could adversely affect our results.
We are subject to income taxation in the United States, Israel and numerous other jurisdictions. Determining our provision for income taxes requires
significant management judgment. In addition, our provision for income taxes could be adversely affected by many factors, including, among other things,
changes to our operating structure, changes in the amounts of earnings in jurisdictions with different statutory tax rates, changes in the valuation of deferred
tax assets and liabilities and changes in tax laws. We are subject to ongoing tax examinations in various jurisdictions. Tax authorities may disagree with our
intercompany charges, cross-jurisdictional transfer pricing or other matters and assess additional taxes. While we regularly evaluate the likely outcomes of
these examinations to determine the adequacy of our provision for income taxes, there can be no assurance that the outcomes of such examinations will not
have a material impact on our results of operations and cash flows. In addition, we may be audited in various jurisdictions, and such jurisdictions may assess
additional taxes against us. For example, we are currently subject to a tax audit in Israel. Although we believe our tax estimates are reasonable, the final
determination of any tax audits or litigation could be materially different from our historical tax provisions and accruals, which could have a material adverse
effect on our results of operations or cash flows in the period or periods for which a determination is made.
Significant judgment is required to determine the recognition and measurement attributes prescribed in Accounting Standards Codification (“ASC 740-1025”). In addition, ASC 740-10-25 applies to all income tax positions, including the potential recovery of previously paid taxes, which if settled unfavorably
could adversely impact our provision for income taxes. Further, as a result of certain of our ongoing employment and capital investment actions and
commitments, our income in certain countries is subject to reduced tax rates. Our failure to meet these commitments could adversely impact our provision for
income taxes. In addition, we are subject to the continuous examination of our income tax returns by the U.S. Internal Revenue Service and other tax
authorities. We regularly assess the likelihood of adverse outcomes resulting from these examinations to determine the adequacy of our provision for income
taxes. There can be no assurance that the outcomes from these continuous examinations will not have an adverse effect on our results of operations.
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The adoption of the recent tax reform and the enactment of additional legislation changing the United States taxation of international business activities
could materially impact our financial position and results of operations.
On December 22, 2017, President Trump signed into law the “Tax Cuts and Jobs Act” (TCJA) that significantly reforms the Code. The TCJA, among other
things, includes changes to U.S. federal tax rates, imposes significant additional limitations on the deductibility of interest and restricts the use of net
operating loss carryforwards arising after December 31, 2017, allows for the expensing of capital expenditures, and puts into effect the migration from a
“worldwide” system of taxation to a territorial system. We do not expect tax reform to have a material impact to our net operating losses. We continue to
examine the impact this tax reform legislation may have on our business. Due to the expansion of our international business activities, any changes in the
U.S. taxation of such activities may increase our worldwide effective tax rate and adversely affect our financial position and results of operations. Further,
foreign governments may enact tax laws in response to the TCJA that could result in further changes to global taxation and materially affect our financial
position and results of operations. The impact of the TCJA on holders of our securities is uncertain. We urge our stockholders to consult with their legal and
tax advisors with respect to such legislation and the potential tax consequences.
We conduct our operations in a number of jurisdictions worldwide and report our taxable income based on our business operations in those jurisdictions. Our
intercompany relationships are subject to transfer pricing regulations administered by taxing authorities in various jurisdictions. The relevant taxing
authorities may disagree with our determinations as to the income and expenses attributable to specific jurisdictions. If such a disagreement were to occur,
and our position were not sustained, we could be required to pay additional taxes, interest and penalties, which could result in one-time tax charges, higher
effective tax rates, reduced cash flows and lower overall profitability of our operations.
Changes in financial accounting standards may cause adverse and unexpected revenue fluctuations and impact our reported results of operations.
A change in accounting standards or practices could harm our operating results and may even affect our reporting of transactions completed before the
change is effective. New accounting pronouncements, such as Accounting Standards Update 2014-09 related to revenue recognition, and varying
interpretations of accounting pronouncements have occurred and may occur in the future. Changes to existing rules or the questioning of current practices
may harm our operating results or the way we conduct our business. Additionally, the adoption of new or revised accounting principles may require that we
make significant changes to our systems process and controls.
Acquisitions could disrupt our business and adversely affect our results of operations, financial condition and cash flows.
We may make acquisitions that could be material to our business, results of operations, financial condition and cash flows. Our ability as an organization to
successfully acquire and integrate technologies or businesses is unproven. Acquisitions involve many risks, including the following:
• an acquisition may negatively affect our results of operations, financial condition or cash flows because it may require us to incur charges or
assume substantial debt or other liabilities, may cause adverse tax consequences or unfavorable accounting treatment, including potential writedowns of deferred revenues, may expose us to claims and disputes by third parties, including intellectual property claims and disputes, or may not
generate sufficient financial return to offset additional costs and expenses related to the acquisition;
• we may encounter difficulties or unforeseen expenditures in integrating the business, technologies, products, personnel or operations of any
company that we acquire, particularly if key personnel of the acquired company decide not to work for us;
• an acquisition may disrupt our ongoing business, divert resources, increase our expenses and distract our management;
• an acquisition may result in a delay or reduction of customer purchases for both us and the company we acquired due to customer uncertainty
about continuity and effectiveness of service from either company;
• we may encounter difficulties in, or may be unable to, successfully sell any acquired products;
• an acquisition may involve the entry into geographic or business markets in which we have little or no prior experience or where competitors have
stronger market positions;
• challenges inherent in effectively managing an increased number of employees in diverse locations;
• the potential strain on our financial and managerial controls and reporting systems and procedures;
• potential known and unknown liabilities or deficiencies associated with an acquired company that were not identified in advance;
• our use of cash to pay for acquisitions would limit other potential uses for our cash and affect our liquidity;
• if we incur debt to fund such acquisitions, such debt may subject us to material restrictions on our ability to conduct our business as well as
financial maintenance covenants;
• the risk of impairment charges related to potential write-downs of acquired assets or goodwill in future acquisitions;
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• to the extent that we issue a significant amount of equity or convertible debt securities in connection with future acquisitions, existing
stockholders may be diluted and earnings per share may decrease; and
• managing the varying intellectual property protection strategies and other activities of an acquired company.
We may not succeed in addressing these or other risks or any other problems encountered in connection with the integration of any acquired business. The
inability to integrate successfully the business, technologies, products, personnel or operations of any acquired business, or any significant delay in
achieving integration, could have a material adverse effect on our business, results of operations, financial condition and cash flows.
We may require additional capital to support our business growth, and this capital might not be available on acceptable terms, or at all.
We continue to make investments to support our business growth and may require additional funds to respond to business challenges, including the need to
develop new features or enhance our software, improve our operating infrastructure or acquire complementary businesses and technologies. Accordingly, we
may need to engage in equity or debt financing to secure additional funds. If we raise additional funds through future issuances of equity or convertible debt
securities, our existing stockholders could suffer significant dilution, and any new equity securities we issue could have rights, preferences and privileges
superior to those of holders of our common stock. Any debt financing that we may secure in the future could involve restrictive covenants relating to our
capital raising activities and other financial and operational matters, which may make it more difficult for us to obtain additional capital and to pursue
business opportunities, including potential acquisitions. We may not be able to obtain additional financing on terms favorable to us, if at all. If we are unable
to obtain adequate financing on terms satisfactory to us when we require it, our ability to continue to support our business growth and to respond to business
challenges could be significantly impaired, and our business may be adversely affected.
Our business is subject to the risks of fire, power outages, floods, earthquakes and other catastrophic events, and to interruption by manmade problems
such as terrorism.
A significant natural disaster, such as a fire, flood or an earthquake, or a significant power outage could have a material adverse impact on our business,
results of operations and financial condition. In the event our customers’ information technology systems or our channel partners’ selling or distribution
abilities are hindered by any of these events, we may miss financial targets, such as revenues and sales targets, for a particular quarter. Further, if a natural
disaster occurs in a region from which we derive a significant portion of our revenue, customers in that region may delay or forego purchases of our products,
which may materially and adversely impact our results of operations for a particular period. In addition, acts of terrorism could cause disruptions in our
business or the business of channel partners, customers or the economy as a whole. Given our typical concentration of sales at each quarter end, any
disruption in the business of our channel partners or customers that impacts sales at the end of our quarter could have a significant adverse impact on our
quarterly results. All of the aforementioned risks may be augmented if the disaster recovery plans for us and our channel partners prove to be inadequate. To
the extent that any of the above results in delays or cancellations of customer orders, or the delay in the manufacture, deployment or shipment of our
products, our business, financial condition and results of operations would be adversely affected.
Risks Related to our Operations in Israel
Conditions in Israel may limit our ability to develop and sell our products, which could result in a decrease of our revenues.
Our principal research and development facility, which also houses a portion of our support and general and administrative teams, is located in Israel. Since
the establishment of the State of Israel in 1948, a number of armed conflicts have taken place between Israel and its neighboring countries, as well as
incidents of terror activities and other hostilities, and a number of state and non-state actors have publicly committed to its destruction. Political, economic
and security conditions in Israel could directly affect our operations. We could be adversely affected by hostilities involving Israel, including acts of
terrorism or any other hostilities involving or threatening Israel, the interruption or curtailment of trade between Israel and its trading partners, a significant
increase in inflation or a significant downturn in the economic or financial condition of Israel. Any on-going or future armed conflicts, terrorist activities,
tension along the Israeli borders or with other countries in the region, including Iran, or political instability in the region could disrupt international trading
activities in Israel and may materially and negatively affect our business and could harm our results of operations.
Certain countries, as well as certain companies and organizations, continue to participate in a boycott of Israeli companies, companies with large Israeli
operations and others doing business with Israel and Israeli companies. The boycott, restrictive laws, policies or practices directed towards Israel, Israeli
businesses or Israeli citizens could, individually or in the aggregate, have a material adverse effect on our business in the future.
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Some of our officers and employees in Israel are obligated to perform routine military reserve duty in the Israel Defense Forces, depending on their age and
position in the armed forces. Furthermore, they have been and may in the future be called to active reserve duty at any time under emergency circumstances
for extended periods of time. Our operations could be disrupted by the absence, for a significant period, of one or more of our officers or key employees due
to military service, and any significant disruption in our operations could harm our business.
The tax benefits that are available to our Israeli subsidiary require it to continue to meet various conditions and may be terminated or reduced in the
future, which could increase its taxes.
Our Israeli subsidiary benefits from a status of a “Beneficiary Enterprise” under the Israeli Law for the Encouragement of Capital Investments, 5719-1959, or
the Investment Law. Based on an evaluation of the relevant factors under the Investment Law, including the level of foreign (i.e., non-Israeli) investment in
our company, we have determined that the effective tax rate to be paid by our Israeli subsidiary as a “Beneficiary Enterprise” has historically been
approximately 10%. If our Israeli subsidiary does not meet the requirements for maintaining this status, for example, if the Israeli subsidiary materially
changes the nature of its business or, if the level of foreign investment in our company decreases, it may no longer be eligible to enjoy this reduced tax rate.
As a result, our Israeli subsidiary would be subject to Israeli corporate tax at the standard rate, which, as of January 1, 2018, was set at 23%. Even if our Israeli
subsidiary continues to meet the relevant requirements, the tax benefits that the status of “Beneficiary Enterprise” provides may not be continued in the
future at their current levels or at all. If these tax benefits were reduced or eliminated, the amount of taxes that our Israeli subsidiary would pay would likely
increase, as all of our Israeli operations would consequently be subject to corporate tax at the standard rate, which could adversely affect our results of
operations. Additionally, if our Israeli subsidiary increases its activities outside of Israel, for example, through acquisitions, these activities may not be
eligible for inclusion in Israeli tax benefit programs. The tax benefits derived from the status of “Beneficiary Enterprise” is dependent upon the ability to
generate sufficient taxable income. Accordingly, our Israeli subsidiary may be unable to earn enough taxable income in order to fully utilize its tax benefits.
Risks Related to the Ownership of our Common Stock
Our stock price has been and will likely continue to be volatile.
The market price for our common stock has been, and is likely to continue to be, volatile for the foreseeable future. For example, since shares of our common
stock were sold in our initial public offering (“IPO”) in March 2014 at a price of $22.00 per share, our common stock’s price on The Nasdaq Global Select
Market has ranged from $13.25 to $56.80 through February 9, 2018. On February 9, 2018, the closing price of our common stock was $52.40. The market
price of our common stock may fluctuate significantly in response to a number of factors, many of which we cannot predict or control, including the factors
listed below and other factors described in this “Risk Factors” section:
•

actual or anticipated fluctuations in our results or those of our competitors;

•

the financial projections we may provide to the public, any changes in these projections or our failure to meet these projections;

•

failure of securities analysts to initiate or maintain coverage of our company, changes in financial estimates by any securities analysts
who follow our company, or our failure to meet these estimates or the expectations of investors;

•

ratings changes by any securities analysts who follow our company;

•

announcements of new products, services or technologies, commercial relationships, acquisitions or other events by us or our competitors;

•

changes in operating performance and stock market valuations of other technology companies generally, or those in our industry in
particular;

•

price and volume fluctuations in in certain categories of companies or the overall stock market, including as a result of trends in the
global economy;

•

changes in accounting principles;

•

sales of large blocks of our common stock, including sales by our executive officers, directors and significant stockholders;

•

additions or departures of any of our key personnel;

•

lawsuits threatened or filed against us;

•

short sales, hedging and other derivative transactions involving our capital stock;

•

general economic conditions in the United States and abroad;
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•

changing legal or regulatory developments in the United States and other countries; and

•

other events or factors, including those resulting from war, incidents of terrorism or responses to these events.

In addition, the stock markets have experienced extreme price and volume fluctuations that have affected and continue to affect the market prices of equity
securities of many technology companies. Stock prices of many technology companies have fluctuated in a manner unrelated or disproportionate to the
operating performance of those companies. In the past, stockholders have instituted securities class action litigation following periods of market volatility. If
we were to become involved in securities litigation, it could subject us to substantial costs, divert resources and the attention of management from our
business and adversely affect our business, results of operations, financial condition and cash flows.
If securities or industry analysts do not publish research or reports about our business, or publish negative reports about our business, our stock price and
trading volume could decline.
The trading market for our common stock depends in part on the research and reports that securities or industry analysts publish about us or our business, our
market and our competitors. We do not have any control over these analysts or their expectations regarding our performance on a quarterly or annual basis. If
one or more of the analysts who cover us downgrade our stock or change their opinion of our stock, our stock price would likely decline. If we fail to meet
one or more of these analysts' published expectations regarding our performance on a quarterly basis, our stock price or trading volume could decline. If one
or more of these analysts cease coverage of our company or fail to regularly publish reports on us, we could lose visibility in the financial markets, which
could cause our stock price or trading volume to decline.
Substantial future sales of shares of our common stock could cause the market price of our common stock to decline.
Sales of a substantial number of shares of our common stock into the public market, or the perception that these sales might occur, could depress the market
price of our common stock and could impair our ability to raise capital through the sale of additional equity securities. We are unable to predict the effect
that such sales may have on the prevailing market price of our common stock.
As of December 31, 2017, we had options and restricted stock units (“RSUs”) outstanding that, if fully vested and exercised, would result in the issuance of
approximately 3.5 million shares of our common stock. All of the shares of our common stock issuable upon exercise of options and vesting of RSUs have
been registered for public resale under the Securities Act. Accordingly, these shares will be able to be freely sold in the public market upon issuance as
permitted by any applicable vesting requirements.
The requirements of being a public company may strain our resources, divert management’s attention and affect our ability to attract and retain executive
management and qualified board members.
As a public company, we are subject to the reporting requirements of the Exchange Act, the Sarbanes-Oxley Act of 2002 (the “Sarbanes-Oxley Act”), the
Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, the listing requirements of The Nasdaq Global Select Market and other applicable
securities rules and regulations. Compliance with these rules and regulations have increased our legal and financial compliance costs, make some activities
more difficult, time-consuming or costly and increase demand on our systems and resources.
The Exchange Act requires, among other things, that we file annual, quarterly and current reports with respect to our business and results of operations. The
Sarbanes-Oxley Act requires, among other things, that we maintain effective disclosure controls and procedures and internal control over financial reporting.
In order to maintain and, if required, improve our disclosure controls and procedures and internal control over financial reporting to meet this standard,
significant resources and management oversight is required. As a result, management’s attention may be diverted from other business concerns, which could
adversely affect our business and results of operations. We may need to hire more employees in the future or engage outside consultants, which will increase
our costs and expenses. In addition, changing laws, regulations and standards relating to corporate governance and public disclosure are creating uncertainty
for public companies, increasing legal and financial compliance costs and making some activities more time consuming. These laws, regulations and
standards are subject to varying interpretations, in many cases due to their lack of specificity, and, as a result, their application in practice may evolve over
time as new guidance is provided by regulatory and governing bodies. This could result in continuing uncertainty regarding compliance matters and higher
costs necessitated by ongoing revisions to disclosure and governance practices.
Being a public company, these rules and regulations have made it more expensive for us to obtain director and officer liability insurance, and in the future we
may be required to accept reduced coverage or incur substantially higher costs to obtain coverage. These factors could also make it more difficult for us to
attract and retain qualified members of our board of directors, particularly to serve on our audit and compensation committees, and qualified executive
officers.
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As a result of disclosure of information in our filings with the SEC, our business and financial condition have become more visible, which we believe may
result in threatened or actual litigation, including by competitors and other third parties. If such claims are successful, our business and results of operations
could be adversely affected, and even if the claims do not result in litigation or are resolved in our favor, these claims, and the time and resources necessary to
resolve them, could divert the resources of our management and adversely affect our business and results of operations.
We are obligated to develop and maintain proper and effective internal control over financial reporting. These internal controls may not be determined to
be effective, which may adversely affect investor confidence in our company and, as a result, the value of our common stock.
We are required, pursuant to Section 404 of the Sarbanes–Oxley Act, to furnish a report by management on, among other things, the effectiveness of our
internal control over financial reporting on an annual basis. This assessment includes disclosure of any material weaknesses identified by our management in
our internal control over financial reporting. We are also required to have our independent registered public accounting firm issue an opinion on the
effectiveness of our internal control over financial reporting on an annual basis. During the evaluation and testing process, if we identify one or more material
weaknesses in our internal control over financial reporting, we will be unable to assert that our internal control over financial reporting is effective.
If we are unable to assert that our internal control over financial reporting is effective, or if our independent registered public accounting firm is unable to
express an opinion on the effectiveness of our internal control over financial reporting, we could lose investor confidence in the accuracy and completeness
of our financial reports, which could cause the price of our common stock to decline, and we may be subject to investigation or sanctions by the SEC.
Future sales and issuances of our capital stock or rights to purchase capital stock could result in additional dilution of the percentage ownership of our
stockholders and could cause our stock price to decline.
Future sales and issuances of our capital stock or rights to purchase our capital stock could result in substantial dilution to our existing stockholders. We may
sell common stock, convertible securities and other equity securities in one or more transactions at prices and in a manner as we may determine from time to
time. If we sell any such securities in subsequent transactions, investors may be materially diluted. New investors in such subsequent transactions could gain
rights, preferences and privileges senior to those of holders of our common stock.
We do not intend to pay dividends on our common stock, so any returns will be limited to the value of our stock.
We have never declared or paid cash dividends on our common stock. We currently anticipate that we will retain any future earnings and do not expect to
pay any dividends in the foreseeable future. Any determination to pay dividends in the future will be at the discretion of our board of directors and will be
dependent on a number of factors, including our financial condition, results of operations, capital requirements, general business conditions and other factors
that our board of directors may deem relevant. In addition, the loan agreement for our credit facility contains a prohibition on the payment of cash dividends.
Until such time that we pay a dividend, investors must rely on sales of their common stock after price appreciation, which may never occur, as the only way to
realize any future gains on their investments.
Anti-takeover provisions in our charter documents and under Delaware law could make an acquisition of us, which may be beneficial to our stockholders,
more difficult and may prevent attempts by our stockholders to replace or remove our current management.
Provisions in our amended and restated certificate of incorporation and amended and restated bylaws may delay or prevent an acquisition of us or a change in
our management. These provisions include:
•

authorizing “blank check” preferred stock, which could be issued by the board without stockholder approval and may contain voting,
liquidation, dividend and other rights superior to our common stock, which would increase the number of outstanding shares and could
thwart a takeover attempt;

•

a classified board of directors whose members can only be dismissed for cause;

•

the prohibition on actions by written consent of our stockholders;

•

the limitation on who may call a special meeting of stockholders;

•

the establishment of advance notice requirements for nominations for election to our board of directors or for proposing matters that can
be acted upon at stockholder meetings; and

•

the requirement of at least 75% of the outstanding capital stock to amend any of the foregoing second through fifth provisions.
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In addition, because we are incorporated in Delaware, we are governed by the provisions of Section 203 of the Delaware General Corporation Law, which
limits the ability of stockholders owning in excess of 15% of our outstanding voting stock to merge or combine with us. Although we believe these
provisions collectively provide for an opportunity to obtain greater value for stockholders by requiring potential acquirers to negotiate with our board of
directors, they would apply even if an offer rejected by our board were considered beneficial by some stockholders. In addition, these provisions may frustrate
or prevent any attempts by our stockholders to replace or remove our current management by making it more difficult for stockholders to replace members of
our board of directors, which is responsible for appointing the members of our management.
Item 1B.

Unresolved Staff Comments

We do not have any unresolved comments from the SEC staff.
Item 2.

Properties

Our corporate headquarters are located in New York City in an office consisting of approximately 31,000 square feet. This lease expires in February 2026,
although we have the option to both terminate the lease in February 2023 and extend the lease for an additional five years. Additionally, we currently lease
an office located in Herzliya, Israel, consisting of approximately 76,000 square feet, where we employ our research and development team and a portion of
our support and general and administrative teams. The lease for this office expires in December 2019, although we have the option to extend the lease for an
additional five years. We also lease smaller offices in North Carolina, France, the United Kingdom, Ireland, Oregon, Virginia, Australia and Germany (which
serve as regional sales offices and some of which are customer support centers) and a second office in Herzliya, Israel (which houses a portion of our general
and administrative team). We plan to invest in additional space as needed to accommodate our growth.
Item 3.

Legal Proceedings

We are not currently a party to any material litigation.
Item 4.

Mine Safety Disclosures

Not applicable.
PART II
Item 5.

Market for Registrant’s Common Equity, Related Stockholder Matters and Issuer Purchases of Equity Securities

Market for Registrant’s Common Equity
Our common stock has been listed on The NASDAQ Global Select Market under the symbol “VRNS” since February 28, 2014, the date of our initial
public offering. The following table sets forth, for the periods indicated, the range of high and low sales prices for our common stock as reported by The
NASDAQ Global Select Market:
2017
High

First Quarter
Second Quarter
Third Quarter
Fourth Quarter

$

31.80
37.90
43.05
53.60

2016
Low

$

25.20
26.35
35.45
41.50

High

$

19.87
26.14
30.63
32.05

Low

$

13.25
17.09
22.07
24.45

Dividend Policy
We have never declared or paid cash dividends on our common stock. We currently intend to retain any future earnings for use in the operation of our
business and do not intend to declare or pay any cash dividends in the foreseeable future. Any further determination to pay dividends on our common stock
will be at the discretion of our board of directors, subject to applicable laws, and will depend on our financial condition, results of operations, capital
requirements, general business conditions and other factors that our board of directors considers relevant.
Stockholders
As of February 1, 2018, there were nine stockholders of record of our common stock, including The Depository Trust Company, which holds shares of
our common stock on behalf of an indeterminate number of beneficial owners.
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STOCK PERFORMANCE GRAPH
The following shall not be deemed “filed” for purposes of Section 18 of the Exchange Act, or incorporated by reference into any of our other filings
under the Exchange Act or the Securities Act, except to the extent we specifically incorporate it by reference into such filing.
This chart compares the cumulative total return on our common stock with that of the NASDAQ Composite Index and the NASDAQ Computer Index.
The chart assumes $100 was invested at the close of market on February 28, 2014 in our common stock, the NASDAQ Composite Index and the NASDAQ
Computer Index, and assumes the reinvestment of any dividends. The stock price performance on the following graph is not necessarily indicative of future
stock price performance.
The closing price of our common stock on December 29, 2017, the last trading day of our 2017 fiscal year, was $48.55 per share.

Company/Index
VRNS
NASDAQ Composite
NASDAQ Computer

$
$
$

2/28/2014
100.00 $
100.00 $
100.00 $

Sales of Unregistered Securities
None.
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12/31/2014
74.61 $
109.66 $
116.57 $

12/31/2015
42.73 $
115.94 $
123.85 $

12/31/2016
60.91 $
124.64 $
139.05 $

12/31/2017
110.34
159.84
192.95

Use of Proceeds from Public Offerings of Common Stock
On March 5, 2014, we closed our initial public offering of 5,520,000 million shares of common stock, including 5,300,436 shares of common stock
sold by us (inclusive of 500,436 shares of common stock from the full exercise of the overallotment option of shares granted to the underwriters) and 219,564
shares of common stock sold by the selling stockholder at a price to the public of $22.00 per share. The offer and sale of all of the shares in the IPO were
registered under the Securities Act pursuant to a registration statement on Form S-1 (Registration No. 333-191840), which was declared effective by the SEC
on February 27, 2014. The offering commenced on February 28, 2014, closed on March 5, 2014 and did not terminate before all of the shares in the IPO that
were registered in the registration statement were sold. Morgan Stanley & Co. LLC, Barclays Capital Inc., Jefferies LLC, RBC Capital Markets, LLC and
Needham & Company, LLC acted as the underwriters. The aggregate offering price for shares sold in the offering was approximately $121.4 million. We did
not receive any proceeds from the sale of shares by the selling stockholder. We raised approximately $106.1 million in net proceeds from the offering, after
deducting underwriter discounts and commissions of approximately $8.2 million and other offering expenses of approximately $2.4 million.
No payments were made by us to directors, officers or persons owning ten percent or more of our common stock or to their associates, or to our affiliates,
other than payments in the ordinary course of business to our officers for salaries and bonuses and to our non-employee directors as compensation for serving
on our board of directors and the various committees thereof. There has been no material change in the planned use of proceeds from our IPO as described in
our final prospectus filed with the SEC pursuant to Rule 424(b) under the Securities Act on March 3, 2014. Pending the uses described, we have invested the
net proceeds in short-term securities such as certificates of deposit and money market funds.
Purchase of Equity Securities by Issuer and Affiliated Purchasers
None.
Item 6.

Selected Financial Data

The following selected consolidated historical financial data are derived from our audited financial statements. The consolidated balance sheet data as
of December 31, 2017 and 2016 and the consolidated statement of operations data for the years ended December 31, 2017, 2016 and 2015 are derived from
our audited consolidated financial statements and related notes that are included elsewhere in this Annual Report on Form 10-K. The consolidated balance
sheet data as of December 31, 2015, 2014 and 2013 and the consolidated statement of operations for the years ended December 31, 2014 and 2013 are
derived from our audited consolidated financial statements and related notes which are not included in this Annual Report. The information set forth below
should be read in conjunction with our historical financial statements, including the notes thereto, and “Management’s Discussion and Analysis of Financial
Condition and Results of Operations,” included elsewhere in this Annual Report.
Year Ended December 31,
2016
2015
2014
(in thousands, except share and per share data)

2017

Consolidated Statement of Operations Data:
Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues(1)
Gross profit
Operating costs and expenses:
Research and development (1)
Sales and marketing (1)
General and administrative(1)
Total operating expenses
Operating loss
Financial income (expenses), net
Loss before income taxes
Income taxes
Net loss
Net loss per share of common stock, basic and diluted (2)
Weighted average shares used to compute net loss per share
attributable to common stockholders, basic and diluted
(1)

$

123,610
93,754
217,364
20,873
196,491

$

47,369
135,896
26,823
210,088
(13,597)
2,362
(11,235)
(2,459)
(13,694)

$

(0.50)
27,467,440

Includes non-cash stock-based compensation as follows:
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$

92,873
71,583
164,456
15,843
148,613

$

71,273
55,937
127,210
12,019
115,191

$

58,420
42,928
101,348
9,911
91,437

2013

$

43,488
31,128
74,616
6,476
68,140

$

36,660
107,825
19,822
164,307
(15,694)
(885)
(16,579)
(1,131)
(17,710) $

31,792
86,367
16,106
134,265
(19,074)
(1,523)
(20,597)
(686)
(21,283) $

28,086
68,787
11,872
108,745
(17,308)
(1,714)
(19,022)
(376)
(19,398) $

20,973
44,131
8,881
73,985
(5,845)
(1,274)
(7,119)
(356)
(7,475)

$

(0.67) $

(0.84) $

(0.91) $

(1.93)

26,406,312

25,198,546

21,242,313

3,880,761

2017

Cost of revenues
Research and development
Sales and marketing
General and administrative
Total
(2)

$

1,078
5,209
8,542
5,006
19,835

$

2016

$

$

Year Ended December 31,
2015
(in thousands)

699
3,052
6,104
3,083
12,938

$

$

419
1,954
3,041
2,380
7,794

$

$

2014

192
1,198
2,478
796
4,664

2013

$

$

39
551
841
357
1,788

Basic and diluted net loss per share of common stock is computed based on the weighted average number of shares of common stock outstanding
during each period. For additional information, see Note 2.s to our consolidated financial statements included elsewhere in this Annual Report.

2017

Consolidated Balance Sheet Data:
Cash, cash equivalents and short-term investments
Working capital
Total assets
Deferred revenues, current and long-term
Warrants to purchase convertible preferred stock
Convertible preferred stock
Total stockholders’ equity (deficiency)
Item 7.

$

136,557
102,304
232,152
80,925
—
—
101,578

2016

$

113,808
83,074
181,838
62,040
—
—
82,739

As of December 31,
2015
(in thousands)

$

106,344
85,086
165,144
48,771
—
—
83,587

2014

$

111,695
99,316
156,847
37,217
—
—
95,026

2013

$

13,977
3,376
47,254
28,700
2,866
43,775
(43,008)

Management’s Discussion and Analysis of Financial Condition and Results of Operations

The following discussion and analysis of our financial condition and results of operations should be read in conjunction with our consolidated financial
statements and related notes appearing elsewhere in this Annual Report on Form 10-K. This discussion contains forward-looking statements that reflect our
plans, estimates and beliefs, and involve risks and uncertainties. Our actual results and the timing of certain events could differ materially from those
anticipated in these forward-looking statements as a result of several factors, including those discussed in the section titled “Risk Factors” included under
Part I, Item 1A and elsewhere in this Annual Report. See “Special Note Regarding Forward-Looking Statements” in this Annual Report.
Overview
Varonis is a pioneer in data security and analytics, fighting a different battle than conventional cybersecurity companies. We are pioneers because over a
decade ago, we recognized that enterprise capacity to create and share data far exceeded its capacity to protect it. We believed the vast movement of
information from analog to digital mediums combined with increasing information dependence would change both the global economy and the risk profiles
of corporations and government. Since then our focus has been on using innovation to address the cyber-implications of this movement, creating software
that provides new ways to track and protect data wherever it is stored.
Our software allows enterprises to protect data stored on premises and in the cloud: sensitive files and emails; confidential customer, patient and employee
data; financial records; strategic and product plans; and other intellectual property. Recognizing the complexities of securing data, we have built a single
integrated platform for security and analytics to simplify and streamline security and data management.
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The Varonis Data Security Platform, built on patented technology, allows enterprises to protect data against insider threats and cyberattacks. Our products
enable enterprises to analyze data, account activity and user behavior to detect attacks. Our Data Security Platform prevents or limits unauthorized use of
sensitive information, prevents potential cyberattacks and limits others by locking down sensitive and stale data. Our product efficiently sustains a secure
state with automation and addresses additional important use cases including governance, compliance, classification and threat analytics. Our Data Security
Platform is driven by a proprietary technology, our Metadata Framework, that extracts critical metadata, or data about data, from an enterprise’s IT
infrastructure. Our Data Security Platform uses this contextual information to map functional relationships among employees, data objects, content and
usage.
We started operations in 2005 with a vision to make enterprise data more accessible, manageable, secure and actionable. We began offering our flagship
product, DatAdvantage, which provides centralized visibility for enterprise data, in 2006. Since then we have continued to invest in innovation and have
consistently introduced new products to our customers. In 2006, we introduced DataPrivilege as our self-service web portal for business users. In 2008, we
enhanced our DatAdvantage offering with DatAdvantage for UNIX/Linux. In 2009, we introduced the IDU Classification Framework (later renamed the Data
Classification Engine) for sensitive data classification and DatAdvantage for SharePoint. We further enhanced our DatAdvantage offering by releasing
DatAdvantage for Exchange in 2010, enabling our customers to exercise control over the information transferred through corporate e-mails. In 2011, we
introduced DatAdvantage for Directory Services for increased visibility into Active Directory.
In 2012, we released the Data Transport Engine for intelligent data migration and archiving and DatAnywhere for secure hybrid cloud collaboration. In 2013,
we introduced DatAlert to monitor and alert on sensitive data and file activity. In 2014, we introduced DatAnswers, a secure enterprise search solution for
enterprise data that delivers highly relevant and secure search results to enterprise employees, greatly improving their productivity. In 2015, we enhanced our
DatAdvantage, DataPrivilege and Data Classification Engine offerings; with DatAdvantage support for the following Microsoft Office 365 data stores:
Exchange Online, SharePoint Online, OneDrive and Active Directory hosted in Azure; with DataPrivilege for SharePoint; and with Data Classification
Engine for UNIX, SharePoint Online and OneDrive. In 2016, we enhanced our DatAdvantage offerings with additional Office 365 support; DatAnswers
support for SharePoint Online and OneDrive; and introduced a new web UI for DatAlert for comprehensive security management and threat detection. In that
year we also added additional user behavior analytics driven threat models to DatAlert to significantly enhance our detection of insider threats, including
potential disgruntled employees, rogue administrators, hijacked accounts and malware, such as ransomware. We also established a behavioral research
laboratory where a dedicated team of security experts and data scientists from Varonis continually research the latest threats and emerging security
vulnerabilities and introduce new behavior-based threat models to DatAlert.
In 2017, we introduced the Automation Engine to allow customers to automatically repair and maintain file systems so that organizations are less vulnerable
to attacks and security breaches, more compliant and consistently meeting a least privilege model. We enhanced DatAlert with DatAlert Analytics Rewind to
allow customers to analyze past user and data activity to identify security breaches that may have occurred in the past and pre-emptively tune out false
positives. We have continued to update our web UI for DatAlert and added new threat models to detect suspicious mailbox, Exchange and Exchange Online
behaviors, password resets, unusual activity from personal devices and more. We introduced a new security dashboard in DatAlert, along with enhanced
behavioral analytics, geolocation and more to make it easier than ever to perform security investigations and forensics. In 2017, we also released GDPR
Patterns, part of the Data Classification Engine family, to help enterprises identify data that falls under the GDPR and expanded our offerings that can help
enterprises meet compliance and regulation requirements. Finally, in early 2018, we introduced Varonis Edge to extend our proactive security approach to
the perimeter enabling customers to spot signs of attack at the perimeter with telemetry from DNS, VPN and Web Proxies.
At the core of our technology is our ability to intelligently extract and analyze metadata from an enterprise’s vast, distributed data stores. The broad
applicability of our technology has resulted in our customers deploying our platform for numerous use cases for security, IT, operations and business
personnel. We currently have six product families, and, as of December 31, 2017, approximately 52% of our customers had purchased products in two or more
families, one of which was DatAdvantage for all of these customers. We believe our existing customer base serves as a strong source of incremental revenues
given our broad platform of products, their growing volumes and complexity of enterprise data and associated security concerns. Our maintenance renewal
rate for each of the years ended December 31, 2017, 2016 and 2015 was over 90%. Our key strategies to maintain our renewal rate include focusing on the
quality and reliability of our customer service and support to ensure our customers receive value from our products, providing consistent software upgrades
and having sufficient dedicated renewal sales personnel.
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We sell substantially all of our products and services to channel partners, including distributors and resellers, which sell to end-user customers, which we refer
to in this report as our customers. We believe that our sales model, which combines the leverage of a channel sales model with our highly trained and
professional sales force, has and will continue to play a major role in our ability to grow and to successfully deliver our unique value proposition for
enterprise data. While our products serve customers of all sizes, in all industries and all geographies, the marketing focus and majority of our sales focus is on
targeting organizations with 1,000 users or more who can make larger purchases with us over time and have a greater potential lifetime value. As of
December 31, 2017, we had approximately 6,250 customers, spanning leading firms in the financial services, healthcare, public, industrial, insurance, energy
and utilities, consumer and retail, education, media and entertainment and technology sectors. We believe our customer count is a key indicator of our market
penetration and the value that our products bring to our customer base. We also believe our existing customers represent significant future revenue
opportunities for us. We will continue our focus on targeting organizations with 1,000 users or more who can make larger purchases with us over time. The
average spending per customer for each of the years ended December 31, 2017, 2016 and 2015 was approximately $83,000, $65,000 and $59,000,
respectively.
We believe there is a significant long term growth opportunity in both domestic and foreign markets, which could include any organization that uses file
shares, intranets and email for collaboration, regardless of region. For the year ended December 31, 2017, approximately 62% of our revenues were derived
from the United States, while Europe, the Middle East and Africa accounted for approximately 32% of our revenues and Rest of World (“ROW”) accounted
for approximately 6% of our revenues. Growth in the US was strong, increasing 28% and 34%, respectively, for the three months and year ended December
31, 2017 as compared to the comparable periods in the prior year. In EMEA, growth for the three months and year ended December 31, 2017 was 52% and
34%, respectively, as compared to the comparable periods in the prior year. We expect both continued sales growth in the United States and international
expansion to be key components of our growth strategy, and we will continue to market our products and services in international markets.
We plan to continue to expand our international operations as part of our growth strategy. The expansion of our international operations depends in
particular on our ability to hire, integrate and retain local sales and marketing personnel in these international markets, acquire new channel partners and
implement an effective marketing strategy. Given the nominal amount of our ROW revenues, our ROW revenue growth rates have fluctuated in the past and
may fluctuate in the future based on the timing of deal closures. In addition, the further expansion of our international operations will increase our sales and
marketing and general and administrative expenses and will subject us to a variety of risks and challenges, including those related to economic and political
conditions in each region, compliance with foreign laws and regulations, and compliance with domestic laws and regulations applicable to our international
operations.
We derive revenues from license sales of our products, services, including initial maintenance contracts and professional services, and renewals. Substantially
all of our license sales are derived from a platform of products, consisting of DatAdvantage, Data Classification Engine, DataPrivilege and Data Transport
Engine. As of December 31, 2017, 2016 and 2015, 93.6%, 92.8% and 92.5% of our customers, respectively, had purchased DatAdvantage; 41.2%, 35.2% and
30.5% of our customers, respectively, had purchased Data Classification Engine; 15.1%, 16.0% and 17.2% of our customers, respectively, had purchased
DataPrivilege and 6.3%, 5.5% and 4.5% of our customers, respectively, had purchased Data Transport Engine. As of December 31, 2017, 2016 and 2015,
41.1%, 44.7% and 47.4% of our customers, respectively, made standalone purchases of DatAdvantage, and less than 0.4% of our customers made standalone
purchases of DataPrivilege. As of December 31, 2017, our customers made no standalone purchases of Data Classification Engine or Data Transport Engine.
Licenses sales accounted for 56.9%, 56.5% and 56.0% of our total revenues for the years ended December 31, 2017, 2016 and 2015, respectively.
We have achieved significant growth and scale in recent periods utilizing our business model. For the years ended December 31, 2017, 2016 and 2015, our
revenues were $217.4 million, $164.5 million and $127.2 million, respectively, representing year-over-year growth of 32% and 29%. For the years ended
December 31, 2017, 2016 and 2015, we had operating losses of $13.6 million, $15.7 million and $19.1 million and net losses of $13.7 million, $17.7 million
and $21.3 million, respectively.
Components of Operating Results
Revenues
Our revenues consist of licenses and maintenance and services revenues.
License Revenues. License revenues reflect the revenues recognized from sales of software licenses to new customers and sales of additional licenses to
existing customers who can purchase additional users for existing licenses or purchase new licenses. Substantially all of our license revenues consist of
revenues from perpetual licenses, under which we generally recognize the license fee portion of the arrangement upon delivery, assuming all revenue
recognition criteria are satisfied. Customers may also purchase term license agreements, under which we recognize the license fee ratably, on a straight-line
basis, over the term of the underlying maintenance contract, which is typically up to one year. We are focused on acquiring new customers and increasing
revenues from our existing customers.
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Maintenance and Services Revenues. Maintenance and services revenues consist of revenues from maintenance agreements and, to a lesser extent,
professional services. Typically, when purchasing a perpetual license, a customer also purchases a one year maintenance contract for which we charge a
percentage of the license fee. Customers may renew, and generally have renewed, their maintenance agreements for a fee that is based upon a percentage of
the initial license fee paid. Customers with maintenance agreements are entitled to receive support and unspecified upgrades and enhancements when and if
they become available during the maintenance period. We have experienced growth in maintenance revenues primarily due to increased license sales to new
and existing customers and high annual retention of existing customers. We recognize the revenues associated with maintenance ratably, on a straight-line
basis, over the associated maintenance period. We measure the perpetual license maintenance renewal rate for our customers over a 12-month period, based
on a dollar renewal rate for contracts expiring during that time period. Our maintenance renewal rate for each of the years ended December 31, 2017, 2016
and 2015 has been over 90%. We also offer professional services focused on both deployment and training our customers to fully leverage the use of our
products. We recognize the revenues associated with these professional services, which are generally provided on a time and materials basis, as we deliver the
services, provide the training or when the service term has expired.
The following table sets forth the percentage of our revenues that have been derived from licenses and maintenance and services revenues for the
periods presented.
2017

Revenues:
Licenses
Maintenance and services
Total revenues

Year Ended December 31,
2016
(as a percentage of total revenues)

56.9%
43.1%
100.0%

56.5%
43.5%
100.0%

2015

56.0%
44.0%
100.0%

Our products are used by a wide range of enterprises, including Fortune 500 corporations and small and medium-sized businesses. As of December 31,
2017, we had approximately 6,250 customers across a broad array of company sizes and industries located in over 75 countries.
Cost of Revenues, Gross Profit and Gross Margin
Our cost of revenues consists of cost of maintenance and services revenues. Cost of maintenance and services revenues consist primarily of salaries
(including payroll tax expense related to stock-based compensation), employee benefits (including commissions and bonuses) and stock-based
compensation for our maintenance and services employees; travel expenses; and allocated overhead costs for facilities, IT and depreciation of equipment. We
recognize expenses related to maintenance and services as they are incurred. We expect that our cost of maintenance and services revenues will increase in
absolute dollars as we increase our headcount to support revenue growth.
Gross profit is total revenues less total cost of revenues. Gross margin is gross profit expressed as a percentage of total revenues. Our gross margin has
historically fluctuated slightly from period to period as a result of changes in the mix of license and maintenance and services revenues. Due to the
seasonality of our business, the first quarter typically results in the lowest gross margin as our first quarter revenues have historically been the lowest for the
year and the majority of our expenses are relatively fixed quarter over quarter. Conversely, the fourth quarter typically results in the highest gross margin as
our fourth quarter revenues have historically been the highest for the year.
Operating Costs and Expenses
Our operating costs and expenses are classified into three categories: research and development, sales and marketing and general and administrative.
For each category, the largest component is personnel costs, which consists of salaries (including payroll tax expense related to stock-based compensation),
employee benefits (including commissions and bonuses) and stock-based compensation. Operating costs and expenses also include allocated overhead costs
for depreciation of equipment. Allocated costs for facilities primarily consist of rent and office maintenance. Operating costs and expenses are generally
recognized as incurred. We expect personnel costs to continue to increase in absolute dollars as we hire new employees to continue to grow our business.
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Research and Development. Research and development expenses primarily consist of personnel costs attributable to our research and development
personnel, as well as allocated overhead costs. We expense research and development costs as incurred. We expect that our research and development
expenses will continue to increase in absolute dollars as we increase our research and development headcount to further strengthen our technology platform
and invest in the development of both existing and new products.
Sales and Marketing. Sales and marketing expenses are the largest component of our operating costs and expenses and consist primarily of personnel
costs, as well as marketing and business development costs, travel expenses, training and education and allocated overhead costs. We expect that sales and
marketing expenses will continue to increase in absolute dollars, as we plan to expand our sales and marketing efforts, both domestically and internationally.
We expect sales and marketing expenses to be our largest category of operating costs and expenses as we continue to expand our business worldwide.
General and Administrative. General and administrative expenses mostly consist of personnel and facility-related costs for our executive, finance,
legal, human resources and administrative personnel. Other expenses are comprised of legal, accounting and other consultant fees and other corporate
expenses and allocated overhead. We expect that general and administrative expense will increase in absolute dollars as we grow and expand our operations,
including higher legal, corporate insurance and accounting expenses, and the additional costs of achieving and maintaining compliance with the SarbanesOxley Act and related regulations.
Financial Income (Expenses), Net
Financial income (expenses), net consist primarily of foreign exchange gains or losses and net interest. Foreign exchange gains or losses relate to our
business activities in foreign countries with different operational reporting currencies. As a result of our business activities in foreign countries, we expect
that foreign exchange gains or losses will continue to occur due to fluctuations in exchange rates in the countries where we do business. Brexit, as well as
other member countries public discussions about the possibility of withdrawing from the European Union, could also contribute to instability and volatility
in the global financial and foreign exchange markets, including volatility in the value of Pounds Sterling, Euros and other currencies. Net interest represents
interest income received on our cash, cash equivalents and short-term investments.
Income Taxes
We operate in several tax jurisdictions and are subject to taxes in each country or jurisdiction in which we conduct business. Earnings from our nonU.S. activities are subject to local country income tax and may be subject to U.S. income tax. To date, on a consolidated basis, we have incurred accumulated
net losses and have not recorded any U.S. federal tax provisions.
Because of our history of U.S. and Israel net operating losses, we have established a full valuation allowance against potential future benefits for
deferred tax assets including loss carryforwards, in those jurisdictions; however, we have recorded a deferred tax asset of $0.2 million as of December 31,
2017 for other foreign jurisdictions. Our income tax provision could be significantly impacted by estimates surrounding our uncertain tax positions and
changes to our valuation allowance in future periods. We reevaluate the judgments surrounding our estimates and make adjustments as appropriate each
reporting period.
Our Israeli subsidiary currently qualifies as a “Beneficiary Enterprise” which, upon fulfillment of certain conditions, allows it to qualify for a reduced
tax rate based on the beneficiary program guidelines.
In addition, we are subject to the continuous examinations of our income tax returns by different tax authorities. We regularly assess the likelihood of
adverse outcomes resulting from these examinations to determine the adequacy of our provision for income taxes.
On December 22, 2017, the TCJA was signed into law making significant changes to the Code. These changes include, but are not limited to:
·

A corporate tax rate decrease from 35% to 21% effective for tax years beginning after December 31, 2017;

·

The transition of U.S international taxation from a worldwide tax system to a territorial system;
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·

A one-time transition tax on the mandatory deemed repatriation of cumulative foreign earnings as of December 31, 2017 (“Deemed Repatriation
Transition Tax”);

·

Taxation of global intangible low-taxed income (“GILTI”) earned by foreign subsidiaries beginning after December 31, 2017. The GILTI tax
imposes a tax on foreign income in excess of a deemed return on tangible assets of foreign corporations; and

·

Taxation of base erosion and anti-abuse (“BEAT”) payments made by U.S. corporations to foreign related parties. The BEAT tax applies only to
corporation with average gross domestic sales of $500 million over three successive years.

We have calculated our best estimate of the impact of the TCJA in our year end income tax provision in accordance with our understanding of the
TCJA and guidance available as of the date of this filing. As a result:
·

While we are able to make reasonable estimates of the impact of the reduction in corporate rate and the deemed repatriation transition tax, the final
impact of the TCJA may differ from these estimates, due to, among other things, changes in our interpretations and assumptions, additional guidance
that may be issued by the IRS, and actions we may take. We are continuing to gather additional information to determine the final impact of the
TCJA.

·

Due to the aggregated accumulated deficits of our foreign subsidiaries, we should not be subject to any transition tax under this provision of the
TCJA.

·

Because of the complexity of the new GILTI tax rules, we have not yet completed our analysis of the GILTI tax rules and are not yet able to
reasonably estimate the effect of this provision of the TCJA or make an accounting policy election for the ASC 740 treatment of the GILTI tax.
We should not be subject to BEAT during 2018 due to the gross domestic sales threshold.
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Results of Operations
The following tables are a summary of our consolidated statements of operations in dollars and as a percentage of our total revenues.
Year Ended December 31
2016
(in thousands)

2017

Statement of Operations Data:
Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues
Gross profit
Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses
Operating loss
Financial income (expenses), net
Loss before income taxes, net
Income taxes
Net loss

$

123,610
93,754
217,364
20,873
196,491
47,369
135,896
26,823
210,088
(13,597)
2,362
(11,235)
(2,459)
(13,694)

$

2017

Statement of Operations Data:
Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues
Gross profit
Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses
Operating loss
Financial income (expenses), net
Loss before income taxes, net
Income taxes
Net loss

$

92,873
71,583
164,456
15,843
148,613
36,660
107,825
19,822
164,307
(15,694)
(885)
(16,579)
(1,131)
(17,710)

$

$

Year Ended December 31,
2016
(as a percentage of total revenues)

56.9%
43.1
100.0
9.6
90.4
21.8
62.6
12.3
96.7
(6.3)
1.1
(5.2)
(1.1)
(6.3)%
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$

2015

71,273
55,937
127,210
12,019
115,191
31,792
86,367
16,106
134,265
(19,074)
(1,523)
(20,597)
(686)
(21,283)

2015

56.5%
43.5
100.0
9.6
90.4

56.0%
44.0
100.0
9.4
90.6

22.3
65.6
12.1
100.0
(9.6)
(0.5)
(10.1)
(0.7)
(10.8)%

25.0
67.9
12.7
105.6
(15.0)
(1.2)
(16.2)
(0.5)
(16.7)%

Comparison of Years Ended December 31, 2017 and 2016
Revenues
Year Ended
December 31,
2017

2016

% Change

(in thousands)

Revenues:
Licenses
Maintenance and services
Total revenues

$
$

123,610
93,754
217,364

$

92,873
71,583
164,456

$

33.1%
31.0%
32.2%

Year Ended December 31,
2017
2016
(as a percentage of total revenues)

Revenues:
Licenses
Maintenance and services
Total revenues

56.9%
43.1%
100.0%

56.5%
43.5%
100.0%

Total revenue growth was achieved due to increased demand for our products and services from existing and new customers, mostly in the domestic
market, as well as in international markets. The increase in license revenues was driven by sales to existing customers, larger aggregate sales to 987 new
customers in 2017 compared to the aggregate sales to 1,098 new customers in 2016 and sales of new products. As of December 31, 2017 and 2016, we had
approximately 6,250 and approximately 5,350 customers, respectively. Almost all of our license revenues was attributable to sales of perpetual licenses. The
increase in maintenance and services revenues was primarily due to an increase in the sale of maintenance agreements resulting from the growth of our
installed customer base. In each of 2017 and 2016, our maintenance renewal rate was over 90%. Of the license and first year maintenance and services
revenues recognized in the year ended December 31, 2017, 54% was attributable to revenues from new customers, and 46% was attributable to revenues from
existing customers. Of the license and first year maintenance and services revenues recognized in the year ended December 31, 2016, 58% was attributable to
revenues from new customers, and 42% was attributable to revenues from existing customers. As of December 31, 2017 and 2016, 52% and 48% of our
customers, respectively, had purchased two or more product families.
Cost of Revenues and Gross Margin
Year Ended
December 31,
2017

2016

% Change

(in thousands)

Cost of revenues

$

20,873

$

15,843

31.7%

Year Ended December 31,
2017
2016
(as a percentage of total revenues)

Total gross margin

90.4%

90.4%

The increase in cost of revenues was primarily related to an increase of $3.7 million in salaries and benefits and stock based compensation expense due
to increased headcount for support personnel to support our greater revenues and high renewal rate and a $0.9 million increase in facilities and allocated
overhead costs.
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Operating Costs and Expenses
Year Ended
December 31,
2017

2016

% Change

(in thousands)

Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses

$

$

47,369
135,896
26,823
210,088

$

36,660
107,825
19,822
164,307

$

29.2%
26.0%
35.3%
27.9%

Year Ended December 31,
2017
201
(as a percentage of total revenues)

Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses

21.8%
62.6%
12.3%
96.7%

22.3%
65.6%
12.1%
100.0%

The increase in research and development expenses was primarily related to an increase of $8.7 million in salaries and stock based compensation
expense resulting from increased headcount as part of our focus on enhancing and developing our existing and new products. The remainder of the increase
was attributable to a $1.6 million increase in facilities and allocated overhead costs.
The increase in sales and marketing expenses was primarily related to a $23.4 million increase in salaries and benefits and stock based compensation
expense due to increased headcount to expand our sales force, and commissions on increased customer orders. The remainder of the increase was attributable
to a $3.3 million increase in facilities and allocated overhead costs and a $0.6 million increase in marketing related expenses.
The increase in general and administrative expenses was primarily related to an increase of $5.0 million in salaries and benefits and stock based
compensation expense due to increased headcount to support the overall growth of our business and an increase of $1.6 million of other expenses
predominately relating to IT.
Financial Income (Expenses), Net
Year Ended
December 31,
2017

2016

% Change

(in thousands)

Financial income (expenses), net

$

2,362

$

(885)

366.9%

Financial income (expense), net for the year ended December 31, 2017 was primarily comprised of foreign currency gains compared to foreign currency
losses for the year ended December 31, 2016.
Income Taxes
Year Ended
December 31,
2017

2016

% Change

(in thousands)

Income taxes

$

(2,459)

$

(1,131)

Income taxes for the years ended December 31, 2017 and 2016 were comprised primarily of foreign income taxes and state taxes.
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(117.4)%

Comparison of Years Ended December 31, 2016 and 2015
Revenues
Year Ended
December 31,
2016

2015

% Change

(in thousands)

Revenues:
Licenses
Maintenance and services
Total revenues

$
$

92,873
71,583
164,456

$

71,273
55,937
127,210

$

30.3%
28.0%
29.3%

Year Ended December 31,
2016
2015
(as a percentage of total revenues)

Revenues:
Licenses
Maintenance and services
Total revenues

56.5%
43.5%
100.0%

56.0%
44.0%
100.0%

Total revenue growth was achieved due to increased demand for our products and services from existing and new customers, mostly in the domestic
market, as well as in international markets. The increase in license revenues was driven by sales to 1,098 new customers in 2016 compared to 1,065 new
customers in 2015, sales to existing customers and sales of new products. As of December 31, 2016 and 2015, we had approximately 5,350 and
approximately 4,350 customers, respectively. Almost all of our license revenues was attributable to sales of perpetual licenses. The increase in maintenance
and services revenues was primarily due to an increase in the sale of maintenance agreements resulting from the growth of our installed customer base. In each
of 2016 and 2015, our maintenance renewal rate was over 90%. Of the license and first year maintenance and services revenues recognized in the year ended
December 31, 2016, 58% was attributable to revenues from new customers, and 42% was attributable to revenues from existing customers. Of the license and
first year maintenance and services revenues recognized in the year ended December 31, 2015, 63% was attributable to revenues from new customers, and
37% was attributable to revenues from existing customers. As of December 31, 2016 and 2015, 48% and 45% of our customers, respectively, had purchased
two or more product families.
Cost of Revenues and Gross Margin
Year Ended
December 31,
2016

2015

% Change

(in thousands)

Cost of revenues

$

15,843

$

12,019

31.8%

Year Ended December 31,
201
2015
(as a percentage of total revenues)

Total gross margin

90.4%

90.6%

The increase in cost of revenues was primarily related to an increase of $3.7 million in salaries and benefits and stock based compensation expense due
to increased headcount for support.
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Operating Costs and Expenses
Year Ended
December 31,
2016

2015

% Change

(in thousands)

Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses

$

$

36,660
107,825
19,822
164,307

$

31,792
86,367
16,106
134,265

$

15.3%
24.8%
23.1%
22.4%

Year Ended December 31,
2016
2015
(as a percentage of total revenues)

Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses

22.3%
65.6%
12.1%
100.0%

25.0%
67.9%
12.7%
105.6%

The increase in research and development expenses was primarily related to an increase of $4.7 million in salaries and stock based compensation
expense resulting from increased headcount as part of our focus on enhancing and developing our existing and new products.
The increase in sales and marketing expenses was primarily related to a $19.6 million increase in salaries and benefits and stock based compensation
expense due to increased headcount to expand our sales force, and commissions on increased customer orders. The remainder of the increase was attributable
to a $1.3 million increase in marketing related expenses.
The increase in general and administrative expenses was primarily related to an increase of $3.3 million in salaries and benefits and stock based
compensation expense due to increased headcount to support the overall growth of our business and an increase of $0.4 million of other expenses
predominately relating to IT.
Financial Expenses, Net
Year Ended
December 31,
2016

2015

% Change

(in thousands)

Financial expenses, net

$

(885)

$

(1,523)

41.9%

For the years ended December 31, 2016 and 2015, financial expenses, net were primarily comprised of foreign exchange losses.
Income Taxes
Year Ended
December 31,
2016

2015

% Change

(in thousands)

Income taxes

$

(1,131)

$

(686)

Income taxes for the years ended December 31, 2016 and 2015 were comprised primarily of foreign income taxes and state taxes.
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(64.9)%

Quarterly Results of Operations
The following table sets forth our unaudited quarterly consolidated statement of operations data for each of the eight quarters ended December 31,
2017. The data presented below has been prepared on the same basis as the audited consolidated financial statements included elsewhere in this Annual
Report and, in the opinion of management, reflects all adjustments, consisting only of normal recurring adjustments, necessary for a fair presentation of this
data. This information should be read in conjunction with our consolidated financial statements and related notes included elsewhere in this Annual Report.
The results of historical periods are not necessarily indicative of the results of operations for a full year or any future period.
Dec. 31,
2017

Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues (1)
Gross profit
Operating costs and expenses:
Research and development (1)
Sales and marketing (1)
General and administrative (1)
Total operating expenses
Operating income (loss)
Financial income (expenses), net
Income (loss) before income taxes
Provision for income taxes
Net income (loss)

$

$

46,626
26,583
73,209
5,887
67,322
13,559
39,723
8,017
61,299
6,023
321
6,344
(810)
5,534

Sept. 30,
2017

$

$

29,409
24,192
53,601
5,436
48,165
11,903
32,802
6,711
51,416
(3,251)
622
(2,629)
(685)
(3,314)

Three Months Ended
March 31,
Dec. 31,
2017
2016
(in thousands)

June 30,
2017

$

$

28,420
21,754
50,174
4,878
45,296

$

19,155
21,225
40,380
4,672
35,708

$

11,498
10,409
32,560
30,811
6,582
5,513
50,640
46,733
(5,344)
(11,025)
950
469
(4,394)
(10,556)
(641)
(323)
(5,035) $ (10,879) $
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34,696
19,713
54,409
4,510
49,899

Sept. 30,
2016

$

9,627
30,212
5,449
45,288
4,611
(739)
3,872
(350)
3,522 $

22,591
18,346
40,937
4,116
36,821

June 30,
2016

$

9,290
26,410
5,051
40,751
(3,930)
(187)
(4,117)
(272)
(4,389) $

21,742
16,899
38,641
3,721
34,920

March 31,
2016

$

13,844
16,626
30,470
3,496
26,974

8,905
8,837
26,840
24,364
4,760
4,562
40,505
37,763
(5,585)
(10,789)
(605)
645
(6,190)
(10,144)
(303)
(206)
(6,493) $ (10,350)

Dec. 31,
2017

Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues
Gross profit
Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses
Operating income (loss)
Financial income (expenses), net
Income (loss) before income taxes
Provision for income taxes
Net income (loss)
(1)

Sept. 30,
2017

63.7%
36.3
100.0
8.0
92.0

June 30,
2017

54.9%
45.1
100.0
10.1
89.9

18.5
54.3
11.0
83.8
8.2
0.5
8.7
(1.1)
7.6%

22.2
61.2
12.6
96.0
(6.1)
1.2
(4.9)
(1.3)
(6.2)%

Three Months Ended
March 31,
Dec. 31,
Sept. 30,
2017
2016
2016
(as a percentage of total revenues)

June 30,
2016

March 31,
2016

56.6%
43.4
100.0
9.7
90.3

47.4%
52.6
100.0
11.6
88.4

63.8%
36.2
100.0
8.3
91.7

55.2%
44.8
100.0
10.1
89.9

56.3%
43.7
100.0
9.6
90.4

45.4%
54.6
100.0
11.5
88.5

22.9
64.9
13.1
100.9
(10.6)
1.9
(8.7)
(1.3)
(10.0)%

25.8
76.2
13.7
115.7
(27.3)
1.2
(26.1)
(0.8)
(26.9)%

17.7
55.5
10.0
83.2
8.5
(1.4)
7.1
(0.6)
6.5%

22.7
64.5
12.3
99.5
(9.6)
(0.5)
(10.1)
(0.6)
(10.7)%

23.1
69.5
12.3
104.9
(14.5)
(1.5)
(16.0)
(0.8)
(16.8)%

29.0
79.9
15.0
123.9
(35.4)
2.1
(33.3)
(0.7)
(34.0)%

Includes non-cash stock-based compensation expense and payroll tax expense related to stock-based compensation as follows:
Dec. 31,
2017

Cost of revenues
Research and development
Sales and marketing
General and administrative
Total non-cash stock-based
compensation expense related to
employees and consultants

Sept. 30,
2017

Sept. 30,
2016

June 30,
2016

March 31,
2016

$

295
1,404
2,265
1,426

$

283
1,374
1,856
1,269

$

273
1,301
2,362
1,323

$

227
1,130
2,059
988

$

195
789
1,688
811

$

186
805
1,613
854

$

172
793
1,628
780

$

146
665
1,175
638

$

5,390

$

4,782

$

5,259

$

4,404

$

3,483

$

3,458

$

3,373

$

2,624

Dec. 31,
2017

Cost of revenues
Research and development
Sales and marketing
General and administrative
Total payroll tax expense related to
stock-based compensation

Three Months Ended
March 31,
Dec. 31,
2017
2016
(in thousands)

June 30,
2017

Sept. 30,
2017

Three Months Ended
March 31,
Dec. 31,
2017
2016
(in thousands)

June 30,
2017

Sept. 30,
2016

June 30,
2016

March 31,
2016

$

21
12
243
8

$

25
27
213
8

$

12
13
166
8

$

33
15
319
35

$

2
9
15
2

$

2
9
40
3

$

9
2
60
8

$

13
8
63
14

$

284

$

273

$

199

$

402

$

28

$

54

$

79

$

98
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Seasonality and Quarterly Trends
Our quarterly results reflect seasonality in the sale of our products and services. Historically, we have experienced a pattern of increased license sales in
the fourth quarter. This trend makes it difficult to achieve sequential revenue growth in the first quarter of the following year. Because of customer budget
and purchasing trends, demand for our products and services is typically slowest in the first quarter resulting in a decrease in quarterly revenues from the
fourth quarter to the first quarter of the subsequent fiscal year. We expect these seasonal patterns to continue in the future. Our gross margins and operating
loss have been affected by these historical trends because the majority of our expenses are relatively fixed quarter over quarter. The timing of revenues in
relation to our expenses, much of which does not vary directly with revenues, has an impact on the cost of revenues, research and development expenses,
sales and marketing expenses and general and administrative expenses as a percentage of revenues in each calendar quarter during the year. The majority of
our expenses is personnel-related costs, which consists of salaries (including payroll tax expense related to stock-based compensation), employee benefits
(including commissions and bonuses) and stock-based compensation. As a result, we have not experienced significant seasonal fluctuations in the timing of
expenses from period to period. Although these seasonal factors are common in the technology industry, historical patterns should not be considered a
reliable indicator of our future sales activity or performance.
Our revenues increased in each quarter as compared with the same quarter in the prior year due to an increase in sales of our licenses to new customers
as well as incremental sales to existing customers and due to increases in our maintenance and services revenues primarily resulting from increases in our
installed base of customers.
Cost of revenues has increased in each quarter as compared with the same quarter in the prior year primarily due to the increased cost of providing
maintenance and services to our expanding customer base.
Total operating costs and expenses increased in each quarter as compared with the same quarter in the prior year, primarily due to the addition of
personnel in connection with the expansion of our business. Furthermore, our commission expense has historically been the greatest towards the end of the
year due to increased commissions earned on customer orders entered at year end.
Liquidity and Capital Resources
The following table shows our cash flows from operating activities, investing activities and financing activities for the stated periods:
2017

Net cash provided by (used in) operating activities
Net cash used in investing activities
Net cash provided by financing activities
Increase (decrease) in cash, cash equivalents and restricted cash

$

$

16,351
(20,001)
12,083
8,433

Year Ended December 31,
2016
(in thousands)

$

$

7,347
(12,324)
4,072
(905)

2015

$

$

(2,729)
(26,522)
2,055
(27,196)

On December 31, 2017, our cash and cash equivalents and short-term investments of $136.6 million were held for working capital purposes and were
invested primarily in short-term investments. We intend to increase our investment in capital expenditures in 2018 to support the growth in our business and
operations. We believe that our existing cash and cash equivalents, short-term investments and cash flow from operations will be sufficient to fund our
operations and capital expenditures for at least the next 12 months. Our future capital requirements will depend on many factors, including our rate of
revenue growth, the expansion of our sales and marketing activities, the timing and extent of spending to support product development efforts and expansion
into new geographic locations, the timing of introductions of new software products and enhancements to existing software products, the continuing market
acceptance of our software offerings and our use of cash to pay for acquisitions, if any.
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Operating Activities
Net cash provided by operating activities is driven by sales of our products less costs and expenses, primarily payroll and related expenses, and
adjusted for certain non-cash items, mainly depreciation and stock-based compensation, and changes in operating assets and liabilities. Changes in operating
assets and liabilities are driven mainly by collection of accounts receivable from the sales of our software products and deferred revenues which represents
unearned amounts billed to our channel partners, related to these sales.
For 2017, cash inflows from our operating activities were $16.4 million, compared to cash inflows of $7.3 million for the prior year. Our $13.7 million
net loss included non-cash charges of $23.1 million driven primarily by increased headcount of our sales force and R&D personnel. Net loss was further offset
by changes in our working capital, including an $18.9 million increase in deferred revenues and a $14.5 million increase in accrued expenses and other short
term liabilities which were partially offset by a $21.7 million increase in accounts receivable. This increase in working capital was impacted by the increased
sales for the year ended December 31, 2017 and consistent with the seasonal pattern discussed above. Other changes in our working capital included an
increase of $3.3 million in prepaid expenses and other current assets, a decrease of $0.7 million in accounts payable due to timing of payments and a decrease
of $0.7 million in other long term liabilities. Our days’ sales outstanding (“DSO”) for the three months and year ended December 31, 2017 was 77 and 72
days, respectively.
For 2016, cash inflows from our operating activities were $7.3 million, compared to cash outflows of $2.7 million for the prior year. Our $17.7 million
net loss included non-cash charges of $15.1 million driven primarily by increased headcount of our sales force and R&D personnel. Net loss was further offset
by changes in our working capital, including a $13.3 million increase in deferred revenues and a $5.3 million increase in accrued expenses and other short
term liabilities which were partially offset by a $6.4 million increase in accounts receivable. This increase in working capital was impacted by the increased
sales for the year ended December 31, 2016 and consistent with the seasonal pattern discussed above. Other changes in our working capital included a
decrease of $1.3 million in accounts payable due to timing of payments and a decrease of $1.0 million in prepaid expenses and other current assets. Our DSO
for the three months and year ended December 31, 2016 was 74 days.
For 2015, cash outflows from our operating activities were $2.7 million, compared to cash outflows of $7.1 million for the prior year, mainly related to
an increase in non-cash charges which exceeded the increase in net loss year over year. Our $21.3 million net loss included non-cash charges of $9.4 million
driven primarily by increased headcount of our sales force and R&D personnel. Net loss was further offset by changes in our working capital, including an
$11.6 million increase in deferred revenues and a $6.3 million increase in accrued expenses and other short term liabilities which were partially offset by a
$9.6 million increase in accounts receivable. This increase in working capital was impacted by the increased sales for the year ended December 31, 2015 and
consistent with the seasonal pattern discussed above. Other changes in our working capital included a decrease of $0.8 million in prepaid expenses and other
current assets and an increase of $0.1 million in other long term liabilities. Our DSO for the three months and year ended December 31, 2015 was 80 and 84
days, respectively.
Investing Activities
Our investing activities consist primarily of capital expenditures to purchase property and equipment, leasehold improvements, sales and purchases of
short-term investments and changes in our restricted cash. In the future, we expect to continue to incur capital expenditures to support our expanding
operations.
During 2017, net cash used in investing activities of $20.0 million was attributable to an increase of $14.7 million in short-term investments and
capital expenditures of $5.3 million to support our growth during the period including hardware, software, office equipment and leasehold improvements.
During 2016, net cash used in investing activities of $12.3 million was attributable to an increase of $8.5 million in short-term investments and capital
expenditures of $3.8 million to support our growth during the period including hardware, software, office equipment and leasehold improvements.
During 2015, net cash used in investing activities of $26.5 million was primarily attributable to an increase of $22.0 million in short-term investments
and capital expenditures of $4.5 million to support our growth during the period including hardware, software, office equipment and leasehold
improvements.
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Financing Activities
In 2017, 2016 and 2015, net cash provided by financing activities of $12.1 million, $4.1 million and $2.1 million, respectively, was attributable to net
proceeds from employee stock plans.
Promissory Note
On March 31, 2014, we entered into a promissory note and related security documents with Bank Leumi USA. We may borrow up to $7.0 million
against certain of our accounts receivable outstanding amount, based on several conditions, at an annual interest rate of the Wall Street Journal Prime Rate
less 0.15%, provided that the annual interest rate applicable to advances will not be lower than 4.10%. As of December 31, 2017, that rate amounted to
4.35%. This promissory note enables us, among other things, to engage in foreign currency hedging transactions with Bank Leumi USA to manage our
exposure to foreign currency risk without restricted cash requirements. We may borrow under the promissory note until August 15, 2018 at which time the
principal sum of each such loan, together with accrued and unpaid interest payable, will become due and payable. As of December 31, 2017, we had no
balance outstanding under the promissory note. As part of the transaction, we granted the lender a security interest in our personal property, excluding
intellectual property and other intangible assets. The promissory note also contains customary events of default.
Contractual Payment Obligations
Our principal commitments primarily consist of obligations under leases for office space and motor vehicles. Aggregate minimum rental commitments under
non-cancelable leases as of December 31, 2017 for the upcoming years were as follows:
2018

Operating lease obligations

$

6,418

2019

$

5,561

2020

$

4,335

2021

$

Payments Due by Period
2022
Thereafter
(in thousands)

4,561

$

4,587

$

21,063

Total

$

46,525

We have obligations related to unrecognized tax benefit liabilities totaling $3.4 million and others related to severance pay, which have been excluded from
the table above as we do not believe it is practicable to make reliable estimates of the periods in which payments for these obligations will be made.
Off-Balance Sheet Arrangements
As of December 31, 2017, we did not have any off-balance sheet arrangements.
Critical Accounting Policies and Estimates
We prepare our consolidated financial statements in accordance with generally accepted accounting principles in the United States. The preparation of
consolidated financial statements also requires us to make estimates and assumptions that affect the reported amounts of assets, liabilities, revenues, costs and
expenses and related disclosures. We base our estimates on historical experience and on various other assumptions that we believe to be reasonable under the
circumstances. Actual results could differ significantly from the estimates made by our management. To the extent that there are differences between our
estimates and actual results, our future financial statement presentation, financial condition, results of operations and cash flows will be affected. We believe
that the accounting policies discussed below are critical to understanding our historical and future performance, as these policies relate to the more
significant areas involving management’s judgments and estimates. Critical accounting policies and estimates are those that we consider the most important
to the portrayal of our financial condition and results of operations because they require our most difficult, subjective or complex judgments, often as a result
of the need to make estimates about the effect of the matters that are inherently uncertain.
Revenue Recognition:
We generate revenues in the form of software license fees and related maintenance and services fees. Maintenance and services primarily consist of fees for
maintenance services (including support and unspecified upgrades and enhancements when and if they are available) and professional services (including
training) that are not essential to functionality of our software. We sell our products worldwide directly to a network of distributors and Value Added
Resellers (VARs).
We account for the sale of perpetual software in accordance with ASC No. 985-605, “Software Revenue Recognition.” As required by ASC 985-605, we
determine the value of the software component of its multiple-element arrangements using the residual method when vendor specific objective evidence
(VSOE) of fair value exists for the undelivered elements of maintenance and professional services agreements. VSOE is based on the price charged when an
element is sold separately or renewed. Under the residual method, the fair value of the undelivered elements is deferred, and the remaining portion of the
arrangement fee is allocated to the delivered elements and is recognized as revenue, when all ASC 985-605 criteria for revenue recognition are met.
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We determine the fair value based on the stand alone sales price charged for maintenance and professional services. We have defined classes of transactions
based on the value of licensed software products purchased from us. We price renewals for each class of transaction as a fixed percentage of the total gross
value of licensed software products the customer purchased.
Software license revenues are recognized when persuasive evidence of an arrangement exists, the software license has been delivered, there are no
uncertainties surrounding product acceptance, there are no significant future performance obligations, the license fees are fixed or determinable and
collection of the license fee is considered probable. Fees for arrangements with payment terms extending beyond customary payment terms are considered
not to be fixed or determinable, in which case revenue is deferred and recognized when payments become due from the customer provided that all other
revenue recognition criteria have been met.
We recognize revenues from the sale of term license arrangements, ratably, on a straight-line basis, over the term of the underlying contract and is typically
up to one year.
We recognize revenues from maintenance ratably over the term of the underlying maintenance contract term. The term of the maintenance contract is usually
one year.
Revenues from professional services consist mostly of time and material services and, accordingly, are generally recognized as the services are performed or
when the service term has expired.
Professional services bundled with licensed software and other software related elements are not essential to the functionality of the other elements of the
arrangement. Revenues allocable to the services are recognized as the services are performed or when the service term has expired, using VSOE for such
services.
Deferred revenues represent mostly unrecognized fees billed or collected for maintenance and professional services.
We do not grant a right of return to our customers, except for one of our resellers. During the years ended December 31, 2017, 2016 and 2015, there were no
returns from this reseller.
Accounting for Stock-Based Compensation:
We account for stock-based compensation in accordance with ASC No. 718, “Compensation-Stock Compensation.” ASC No. 718 requires companies to
estimate the fair value of equity-based payment awards on the date of grant using an Option-Pricing Model (“OPM”). The value of the portion of the award
that is ultimately expected to vest is recognized as an expense over the requisite service periods in our consolidated statements of operations.
We recognize compensation expenses for the value of our equity awards granted based on the straight-line method over the requisite service period of each of
the awards. Upon adoption of ASU 2016-09, we elected to change our accounting policy to account for forfeitures as they occur.
We applied ASC 718 and ASC 505-50, “Equity-Based Payments to Non-Employees” with respect to options issued to non-employee consultants.
Accordingly, we use option valuation models to measure the fair value of the options at the measurement date as defined in ASC 505-50.
We selected the Black-Scholes-Merton option pricing model as the most appropriate fair value method for our stock options awards, whereas the fair value of
restricted stock units is based on the market value of the underlying shares at the date of grant.
Recently Issued Accounting Pronouncements
In May 2014, the FASB issued ASU No. 2014-09, “Revenue from Contracts with Customers”, an updated standard on revenue recognition and issued
subsequent amendments to the initial guidance in March 2016, April 2016, May 2016 and December 2016 within ASU 2016-08, 2016-10, 2016-12 and
2016-20, respectively. The new standards provide enhancements to the quality and consistency of how revenue is reported while also improving
comparability in the financial statements of companies reporting using IFRS and US GAAP. The core principle of the new standard is for companies to
recognize revenue to depict the transfer of goods or services to customers in amounts that reflect the consideration (that is, payment) to which the company
expects to be entitled in exchange for those goods or services. The new standard also will result in enhanced disclosures about revenue, provide guidance for
transactions that were not previously addressed comprehensively (for example, service revenue and contract modifications) and improve guidance for
multiple-element arrangements. ASU 2014-09 was initially scheduled to be effective for annual and interim reporting periods beginning after December 15,
2016 and may be adopted either on a full retrospective or modified retrospective approach. However, on July 9, 2015, the FASB approved a one year deferral
of the effective date of ASU 2014-09. The revised effective date is for annual reporting periods beginning after December 15, 2017 and interim periods
thereafter, with an early adoption permitted as of the original effective date. We have decided to adopt this standard effective January 1, 2018 using the full
retrospective method which will require each prior reporting period presented to be recast in future issuances of our financial statements. In preparation for
adoption of the standard, we have implemented internal controls and key system functionality to enable the preparation of financial information and have
reached conclusions on key accounting assessments related to the standard, including our assessment of the impact.
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The most significant impact of the new standard relates to the way we account for term agreements and commission expense. Specifically, under the current
revenue standard, we recognize both the term license and maintenance revenues ratably over the contract period whereas under the new revenue standard we
would recognize term license revenues upfront and the associated maintenance revenues over the contract period. We have also considered the impact of the
guidance in ASC 340-40, “Other Assets and Deferred Costs” under the new standard. Under ASC 340-40, we may be required to capitalize and amortize
certain incremental costs of obtaining a contract such as the maintenance portion of sales commissions over the life of the license. Under our current
accounting policy, we do not capitalize sales commission costs but rather recognize these costs when the purchase order is received.
Adoption of the standard will result in a reduction of revenues of $2.0 million for the year ended December 31, 2017 and recognition of additional revenues
of $1.4 million for the year ended December 31, 2016, primarily due to the net change in term license revenue recognition. In addition, adoption of the
standard will result in an increase in prepaid expenses and other current assets and a decrease in deferred revenues of $9.9 and $0.1 million, respectively, as of
December 31, 2017, driven by the capitalization of sales commission costs and the upfront recognition of license revenues from term licenses. The
cumulative impact to our accumulated deficit as of January 1, 2016 is a reduction of $5.6 million.
Adoption of the standard related to revenue recognition had no impact to cash from or used in operating, financing or investing activities on our
consolidated statements of cash flows.
Select recast financial statement information, which reflects the preliminary effect of the adoption of this standard, is set forth below.
Year ended
December 31, 2017
As Reported

Total revenues
Operating loss
Income taxes
Net loss

$
$
$
$

217,364
(13,597)
(2,459)
(13,694)

Adjustments

$
$
$
$

(1,974)
178
(328)
(151)

Recast for Adoption
of ASC 606

$
$
$
$

215,390
(13,419)
(2,787)
(13,845)

Year ended
December 31, 2016
As Reported

Total revenues
Operating loss
Income taxes
Net loss

$
$
$
$

164,456
(15,694)
(1,131)
(17,710)

Adjustments

$
$
$
$

1,407
3,699
(182)
3,517

Recast for Adoption
of ASC 606

$
$
$
$

165,863
(11,995)
(1,313)
(14,193)

December 31, 2017
Balance Sheet Data
As Reported

Assets
Current assets:
Prepaid expenses and other current assets
Liabilities and stockholders’ equity
Current liabilities:
Accrued expenses and other short term liabilities
Deferred revenues
Long-term liabilities:
Deferred revenues
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Adjustments

Recast for Adoption
of ASC 606

$

7,130

$

9,865

$

16,995

$
$

42,453
73,891

$
$

1,014
(227)

$
$

43,467
73,664

$

7,034

$

130

$

7,164

In January 2016, the FASB issued ASU 2016-13, “Financial Instruments – Credit Losses on Financial Instruments”, which requires that expected credit losses
relating to financial assets measured on an amortized cost basis and available for sale debt securities be recorded through an allowance for credit losses. ASU
2016-13 limits the amount of credit losses to be recognized for available for sale debt securities to the amount by which carrying value exceeds fair value and
also requires the reversal of previously recognized credit losses if fair value increases. The new standard will be effective for interim and annual periods
beginning after January 1, 2020, and early adoption is permitted. We are currently evaluating whether to early adopt this standard and the potential effect on
our consolidated financial statements.
In February 2016, the FASB issued ASU 2016-02, “Leases”, on the recognition, measurement, presentation and disclosure of leases for both parties to a
contract (i.e., lessees and lessors). The new standard requires lessees to apply a dual approach, classifying leases as either finance or operating leases based on
the principle of whether or not the lease is effectively a financed purchase by the lessee. This classification will determine whether lease expense is
recognized based on an effective interest method or on a straight line basis over the term of the lease, respectively. A lessee is also required to record a rightof-use asset and a lease liability for all leases with a term of greater than 12 months regardless of their classification. Leases with a term of 12 months or less
will be accounted for in a manner similar to the accounting under existing guidance for operating leases today. The new standard requires lessors to account
for leases using an approach that is substantially equivalent to existing guidance for sales-type leases, direct financing leases and operating leases. ASC 842
supersedes the previous leases standard, ASC 840, "Leases". The guidance is effective for the interim and annual periods beginning on or after December 15,
2018, and early adoption is permitted. We are currently evaluating whether to early adopt this standard and the potential effect of the guidance on our
consolidated financial statements.
In November 2016, the FASB issued ASU 2016-18, “Statement of Cash Flows (Topic 230): Restricted Cash”, which requires companies to include amounts
generally described as restricted cash and restricted cash equivalents in cash and cash equivalents when reconciling beginning-of-period and end-of-period
total amounts shown on the statement of cash flows. This ASU is effective for annual and interim periods beginning after December 15, 2017. We have
decided to adopt this standard effective December 31, 2017 using the retrospective transition method, as required by the new standard. The adoption of this
standard has an immaterial impact on our consolidated statements of cash flows.
The following table provides a reconciliation of cash and cash equivalents, and long term restricted cash reported within the consolidated balance sheets that
sum to the total of such amounts in the consolidated statements of cash flows:
December 31,
2017

Cash and cash equivalents
Long term restricted cash included in other assets
Cash, cash equivalents and long term restricted cash shown in the consolidated statement
of cash flows

December 31,
2016

December 31,
2015

$

56,689
547

$

48,315
488

$

49,241
467

$

57,236

$

48,803

$

49,708

In January 2018, the FASB released guidance on the accounting for tax on the global intangible low-taxed income provisions of the TCJA. The GILTI
provisions impose a tax on foreign income in excess of a deemed return on tangible assets of foreign corporations. The guidance indicates that either (i)
accounting for deferred taxes related to GILTI inclusions, or (ii) to treat any taxes on GILTI inclusions as period cost, are both acceptable methods subject to
an accounting policy election. In accordance with SEC Staff Accounting Bulletin No. 118, and as we are not yet able to reasonably estimate the effect of the
GILTI tax, as described in note 9 to our consolidated financial statements, we have not yet adopted an accounting policy with respect to the GILTI tax.
Item 7A.

Quantitative and Qualitative Disclosures About Market Risk

Market risk represents the risk of loss that may impact our financial position due to adverse changes in financial market prices and rates. Our market risk
exposure is primarily a result of fluctuations in foreign currency exchange rates. We do not hold financial instruments for trading purposes.
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Market Risk
We are exposed to certain financial risks, including fluctuations in foreign currency exchange rates and interest rates. We manage our exposure to these
market risks through internally established policies and procedures. Our policies do not allow speculation in derivative instruments for profit or execution of
derivative instrument contracts for which there are no underlying exposures. We do not use financial instruments for trading purposes, and we are not a party
to any leveraged derivatives. We monitor our underlying market risk exposures on an ongoing basis and, where appropriate, may use hedging strategies to
mitigate these risks.
Foreign Currency Exchange Risk
Approximately 30% of our revenues for the years ended December 31, 2017 and 2016 were earned in non-U.S. dollar denominated currencies, mainly in the
Euro and Pound Sterling. Our expenses are generally denominated in the currencies in which our operations are located, primarily the U.S. dollar and NIS,
and to a lesser extent the Euro, Pound Sterling and Canadian dollar. Our NIS-denominated expenses consist primarily of personnel and overhead costs from
our operations in Israel. Our consolidated results of operations and cash flow are, therefore, subject to fluctuations due to changes in foreign currency
exchange rates and may be adversely affected in the future due to changes in foreign exchange rates. The effect of a hypothetical 10% change in foreign
currency exchange rates applicable to our business would not have a material impact on our historical consolidated financial statements.
For purposes of our consolidated financial statements, local currency assets and liabilities are translated at the rate of exchange to the U.S. dollar on the
balance sheet date and local currency revenues and expenses are translated at the exchange rate at the date of the transaction or the average exchange rate
dollar during the reporting period to the United States.
To date, we have used derivative financial instruments, specifically foreign currency forward contracts, to manage exposure to foreign currency risks, by
hedging a portion of our forecasted expenses denominated in NIS expected to occur within 12 months. The effect of exchange rate changes on foreign
currency forward contracts is expected to offset the effect of exchange rate changes on the underlying hedged item. We do not use derivative financial
instruments for speculative or trading purposes.
Interest Rate Risk
We had cash and cash equivalents and short-term investments of $136.6 million as of December 31, 2017. We hold our cash and cash equivalents and shortterm investments for working capital purposes. Our cash and cash equivalents are held in cash deposits and money market funds. Due to the short-term nature
of these instruments, we believe that we do not have any material exposure to changes in the fair value of our investment portfolio as a result of changes in
interest rates. Declines in interest rates, however, would reduce our future interest income.
As of December 31, 2017, we had no outstanding obligations under our promissory note. To the extent we enter into other long-term debt arrangements in the
future, we would be subject to fluctuations in interest rates which could have a material impact on our future financial condition and results of operation.
Inflation
We do not believe that inflation had a material effect on our business, financial condition or results of operations in the last three fiscal years. If our costs were
to become subject to significant inflationary pressures, we may not be able to fully offset such higher costs through price increases. Our inability or failure to
do so could harm our business, financial condition and results of operations.
Item 8.
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Kost Forer Gabbay & Kasierer
144 Menachem Begin Road, Building A
Tel-Aviv 6492102, Israel

Tel: +972-3-6232525
Fax: +972-3-5622555
ey.com

REPORT OF INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
To the Board of Directors and Stockholders of
VARONIS SYSTEMS, INC.
Opinion on the Financial Statements
We have audited the accompanying consolidated balance sheets of Varonis Systems, Inc. and its subsidiaries (the "Company") as of December 31,
2017 and 2016 and the related consolidated statements of operations, statements of comprehensive loss, changes in stockholders’ equity and cash flows for
each of the three years in the period ended December 31, 2017 and the related notes (collectively referred to as the “financial statements”). In our opinion, the
financial statements present fairly, in all material respects, the consolidated financial position of the Company at December 31, 2017 and 2016 and the
consolidated results of its operations and its cash flows for each of the three years in the period ended December 31, 2017, in conformity with U.S. generally
accepted accounting principles.
We also have audited, in accordance with the standards of the Public Company Accounting Oversight Board (United States) (PCAOB), the Company's
internal control over financial reporting as of December 31, 2017, based on criteria established in Internal Control-Integrated Framework issued by the
Committee of Sponsoring Organizations of the Treadway Commission (2013 framework) and our report dated February 13, 2018 expressed an unqualified
opinion thereon.
Basis for Opinion
These financial statements are the responsibility of the Company's management. Our responsibility is to express an opinion on the Company’s
financial statements based on our audits. We are a public accounting firm registered with the PCAOB and are required to be independent with respect to the
Company in accordance with the U.S. federal securities laws and the applicable rules and regulations of the Securities and Exchange Commission and the
PCAOB.
We conducted our audits in accordance with the standards of the PCAOB. Those standards require that we plan and perform the audit to obtain
reasonable assurance about whether the financial statements are free of material misstatement, whether due to error or fraud. Our audits included performing
procedures to assess the risks of material misstatement of the financial statements, whether due to error or fraud, and performing procedures that respond to
those risks. Such procedures included examining, on a test basis, evidence regarding the amounts and disclosures in the financial statements. Our audits also
included evaluating the accounting principles used and significant estimates made by management, as well as evaluating the overall presentation of the
financial statements. We believe that our audits provide a reasonable basis for our opinion.

/s/ KOST FORER GABBAY & KASIERER
A Member of Ernst & Young Global

We have served as the Company’s auditor since 2007.
Tel-Aviv, Israel
February 13, 2018
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REPORT OF INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
To the Board of Directors and Stockholders of
VARONIS SYSTEMS, INC.
Opinion on Internal Control over Financial Reporting
We have audited Varonis Systems, Inc. and its subsidiaries (the "Company") internal control over financial reporting as of December 31, 2017, based
on criteria established in Internal Control – Integrated Framework issued by the Committee of Sponsoring Organizations of the Treadway Commission (2013
framework) (the "COSO Criteria"). In our opinion, the Company maintained, in all material respects, effective internal control over financial reporting as of
December 31, 2017, based on the COSO criteria.
We also have audited, in accordance with the standards of the Public Company Accounting Oversight Board (United States) (PCAOB), the
consolidated balance sheets of the Company as of December 31, 2017 and 2016 and the related consolidated statements of operations, statements of
comprehensive loss, Changes in Stockholders’ Equity and cash flows for each of the three years in the period ended December 31, 2017 of the Company and
our report dated February 13, 2018 expressed an unqualified opinion thereon.
Basis for Opinion
The Company’s management is responsible for maintaining effective internal control over financial reporting and for its assessment of the
effectiveness of internal control over financial reporting included in the accompanying Management's Annual Report on Internal Control over Financial
Reporting. Our responsibility is to express an opinion on the Company’s internal control over financial reporting based on our audit. We are a public
accounting firm registered with the PCAOB and are required to be independent with respect to the Company in accordance with the U.S. federal securities
laws and the applicable rules and regulations of the Securities and Exchange Commission and the PCAOB.
We conducted our audit in accordance with the standards of the PCAOB. Those standards require that we plan and perform the audit to obtain
reasonable assurance about whether effective internal control over financial reporting was maintained in all material respects.
Our audit included obtaining an understanding of internal control over financial reporting, assessing the risk that a material weakness exists, testing
and evaluating the design and operating effectiveness of internal control based on the assessed risk, and performing such other procedures as we considered
necessary in the circumstances. We believe that our audit provides a reasonable basis for our opinion.
Definition and Limitations of Internal Control Over Financial Reporting
A company’s internal control over financial reporting is a process designed to provide reasonable assurance regarding the reliability of financial
reporting and the preparation of financial statements for external purposes in accordance with generally accepted accounting principles. A company’s
internal control over financial reporting includes those policies and procedures that (1) pertain to the maintenance of records that, in reasonable detail,
accurately and fairly reflect the transactions and dispositions of the assets of the company; (2) provide reasonable assurance that transactions are recorded as
necessary to permit preparation of financial statements in accordance with generally accepted accounting principles, and that receipts and expenditures of the
company are being made only in accordance with authorizations of management and directors of the company; and (3) provide reasonable assurance
regarding prevention or timely detection of unauthorized acquisition, use, or disposition of the company’s assets that could have a material effect on the
financial statements.
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Kost Forer Gabbay & Kasierer
144 Menachem Begin Road, Building A
Tel-Aviv 6492102, Israel

Tel: +972-3-6232525
Fax: +972-3-5622555
ey.com

Because of its inherent limitations, internal control over financial reporting may not prevent or detect misstatements. Also, projections of any
evaluation of effectiveness to future periods are subject to the risk that controls may become inadequate because of changes in conditions, or that the degree
of compliance with the policies or procedures may deteriorate.

/s/ KOST FORER GABBAY & KASIERER
A Member of Ernst & Young Global

We have served as the Company’s auditor since 2007.
Tel-Aviv, Israel
February 13, 2018
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VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED BALANCE SHEETS
(in thousands)
December 31,
2017

Assets
Current assets:
Cash and cash equivalents
Short-term investments
Trade receivables (net of allowance for doubtful accounts of $ 433 and $ 372 at December 31, 2017 and
at December 31, 2016, respectively)
Prepaid expenses and other current assets
Total current assets
Long-term assets:
Other assets
Property and equipment, net
Total long-term assets
Total assets
The accompanying notes are an integral part of these consolidated financial statements.
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$

$

2016

56,689
79,868

$

48,315
65,493

75,596
7,130
219,283

53,861
3,650
171,319

973
11,896
12,869
232,152

609
9,910
10,519
181,838

$

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED BALANCE SHEETS
(in thousands, except share data)
December 31,
2017

Liabilities and stockholders’ equity
Current liabilities:
Trade payables
Accrued expenses and other short term liabilities
Deferred revenues
Total current liabilities

$

Long-term liabilities:
Deferred revenues
Other liabilities
Total long-term liabilities

2016

635
42,453
73,891
116,979

$

7,034
6,561
13,595

Stockholders’ equity:
Share capital
Common stock of $ 0.001 par value—Authorized: 200,000,000 shares at December 31, 2017 and
2016; Issued and outstanding: 28,146,162 shares at December 31, 2017 and 26,821,762 shares
at December 31, 2016
Accumulated other comprehensive income (loss)
Additional paid-in capital
Accumulated deficit
Total stockholders’ equity
Total liabilities and stockholders’ equity
The accompanying notes are an integral part of these consolidated financial statements.
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$

28
136
223,868
(122,454)
101,578
232,152 $

1,288
28,479
58,478
88,245
3,562
7,292
10,854

27
(479)
189,335
(106,144)
82,739
181,838

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED STATEMENTS OF OPERATIONS
(in thousands, except share and per share data)
Year ended
December 31,
2016

2017

Revenues:
Licenses
Maintenance and services
Total revenues
Cost of revenues
Gross profit

$

Operating costs and expenses:
Research and development
Sales and marketing
General and administrative
Total operating expenses
Operating loss
Financial income (expenses), net
Loss before income taxes
Income taxes
Net loss
Net loss per share of common stock, basic and diluted
Weighted average number of shares used in computing net loss per share of common
stock, basic and diluted

$
$

The accompanying notes are an integral part of these consolidated financial statements.
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123,610
93,754
217,364
20,873
196,491

$

47,369
135,896
26,823
210,088
(13,597)
2,362
(11,235)
(2,459)
(13,694) $
(0.50) $
27,467,440

92,873
71,583
164,456
15,843
148,613

2015

$

36,660
107,825
19,822
164,307
(15,694)
(885 )
(16,579)
(1,131)
(17,710) $
(0.67) $
26,406,312

71,273
55,937
127,210
12,019
115,191
31,792
86,367
16,106
134,265
(19,074)
(1,523)
(20,597)
(686)
(21,283)
(0.84)
25,198,546

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED STATEMENTS OF COMPREHENSIVE LOSS
(in thousands)
2017

Net loss
Other comprehensive income (loss):
Unrealized losses on short-term investments
Unrealized gains (losses) on derivative instruments
Total other comprehensive income (loss)
Comprehensive loss

2015

(13,694) $

(17,710) $

(21,283)

$

(27)
642
615
(13,079) $

(148)
(148)
(17,858) $

(5)
(5)
(21,288)

The accompanying notes are an integral part of these consolidated financial statements.
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2016

$

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED STATEMENTS OF CHANGES IN STOCKHOLDERS’ EQUITY
(in thousands, except share data)
Accumulated
other
comprehensive
loss

Additional
paid-in
capital

Common stock
Number
Amount

Balance as of January 1, 2015
Stock-based compensation expense
Exercise of stock options
Exercise of restricted stock units
Unrealized loss on derivative instruments
Net loss
Balance as of December 31, 2015
Stock-based compensation expense

24,685,604
—
1,350,162
33,388
—
—
26,069,154
—

25
—
1
*)
—
—
26
—

162,478
7,794
2,054
—
—
—
172,326
12,938

(326)
—
—
—
(5)
—
(331)
—

Common stock issued under employee stock plans,
net
Unrealized loss on derivative instruments
Net loss
Balance as of December 31, 2016

752,608
—
—
26,821,762

1
—
—
27

4,071
—
—
189,335

—
(148)
—
(479) $

Effect of adoption of ASU 2016-09
Stock-based compensation expense
Common stock issued under employee stock plans,
net
Unrealized gain on derivative instruments
Unrealized gains and losses on available for sale
securities
Net loss
Balance as of December 31, 2017
___________________
*) Represents an amount lower than $ 1.

$

$

$

—
—

—
—

2,616
19,835

—
—

1,324,400
—

1
—

12,082
—

—
642

—
—
28,146,162

—
—
28

—
—
223,868

$

The accompanying notes are an integral part of these consolidated financial statements.
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$

$

(27)
—
136 $

Accumulated
deficit

(67,151)
—
—
—
—
(21,283)
(88,434)
—

Total
stockholders’
equity

95,026
7,794
2,055
—
(5)
(21,283)
83,587
12,938

—
—
(17,710)
(106,144) $

4,072
(148)
(17,710)
82,739

(2,616)
—

—
19,835

—
—
—
(13,694)
(122,454) $

12,083
642
(27)
(13,694)
101,578

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
CONSOLIDATED STATEMENTS OF CASH FLOWS
(in thousands)
Year Ended
December 31,
2016

2017

Cash flows from operating activities:
Net loss
Adjustments to reconcile net loss to net cash provided by (used in) operating
activities:
Depreciation
Stock-based compensation
Capital gain from disposal of fixed assets
Changes in assets and liabilities:
Trade receivables
Prepaid expenses and other current assets
Trade payables
Accrued expenses and other short term liabilities
Deferred revenues
Other long term liabilities
Net cash provided by (used in) operating activities

$

Cash flows from investing activities:
Increase in short-term investments
Decrease (increase) in long-term deposits
Proceeds from sale of property and equipment
Purchase of property and equipment
Net cash used in investing activities
Cash flows from financing activities:
Proceeds from employee stock plans, net
Net cash provided by financing activities
Increase (decrease) in cash, cash equivalents and restricted cash
Cash, cash equivalents and restricted cash at beginning of period
Cash, cash equivalents and restricted cash at end of period

(13,694) $

(21,283)

2,180
12,938
(2)

1,615
7,794
(4)

(21,735)
(3,317)
(653)
14,453
18,885
(731)
16,351

(6,425)
(1,028)
(1,324)
5,302
13,269
147
7,347

(9,567)
796
(91)
6,270
11,554
187
(2,729)

(14,402)
(305)
20
(5,314)
(20,001)

(8,390)
(111)
2
(3,825)
(12,324)

(22,001)
11
4
(4,536)
(26,522)

$

Supplemental disclosures of non-cash flow information
Deferred rent fixed asset additions

$

Supplemental disclosure of cash flow information:
Cash paid for income taxes

$
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(17,710) $

3,328
19,835
(20)

12,083
12,083
8,433
48,803
57,236

The accompanying notes are an integral part of these consolidated financial statements.

2015

$

4,072
4,072
(905)
49,708
48,803 $

2,055
2,055
(27,196)
76,904
49,708

-

$

583

$

1,355

469

$

246

$

354

VARONIS SYSTEMS, INC. AND SUBSIDIARIES
NOTES TO CONSOLIDATED FINANCIAL STATEMENTS
(in thousands, except share and per share data)
NOTE 1:- GENERAL
Varonis Systems, Inc. (“VSI” and together with its subsidiaries, collectively, the “Company”) was incorporated under the laws of the State of Delaware
on November 3, 2004 and commenced operations on January 1, 2005.
VSI has seven wholly-owned subsidiaries: Varonis Systems Ltd. (“VSL”) incorporated under the laws of Israel on November 24, 2004; Varonis (UK)
Limited (“VSUK”) incorporated under the laws of England on March 14, 2007; Varonis Systems (Deutschland) GmbH (“VSG”) incorporated under the
laws of Germany on July 6, 2011; Varonis France SAS (“VSF”) incorporated under the laws of France on February 22, 2012; Varonis Systems Corp.
(“VSC”) incorporated under the laws of British Columbia, Canada on February 19, 2013; Varonis Systems (Ireland) Limited (“VIRE”) incorporated
under the laws of Ireland on November 11, 2016; and Varonis Systems (Australia) Pty Ltd (“VAUS”) incorporated under the laws of Victoria, Australia
on February 28, 2017.
The Company’s software products and services allow enterprises to manage, analyze and secure enterprise data. Varonis focuses on protecting
enterprise data: sensitive files and emails; confidential customer, patient and employee data; financial records; strategic and product plans; and other
intellectual property. Through its products DatAdvantage (including DatAlert, the Automation Engine and Varonis Edge), DataPrivilege, Data
Classification Engine (including GDPR Patterns), Data Transport Engine, DatAnswers and DatAnywhere, the software platform allows enterprises to
protect sensitive data from insider threats and cyberattacks, and realize the value of their enterprise data in ways that are not resource-intensive and easy
to implement.
VSI markets and sells products and services mainly in the United States. VSUK, VSG, VSF, VSC, VIRE and VAUS resell the Company’s products and
services mainly in the UK, Germany, France and rest of Europe, Canada, Ireland and Australia, respectively. The Company primarily sells its products
and services to a global network of distributors and Value Added Resellers (VARs), which sell the products to end user customers.
NOTE 2:- SIGNIFICANT ACCOUNTING POLICIES
The consolidated financial statements are prepared according to United States generally accepted accounting principles (“U.S. GAAP”), applied on a
consistent basis, as follows:
a.

Use of Estimates:
The preparation of the consolidated financial statements in conformity with U.S. generally accepted accounting principles requires management to
make estimates, judgments and assumptions. The Company’s management believes that the estimates, judgments and assumptions used are reasonable
based upon information available at the time they are made. These estimates, judgments and assumptions can affect the reported amounts of assets and
liabilities and disclosure of contingent assets and liabilities at the dates of the financial statements, and the reported amounts of revenues and expenses
during the reporting period. Actual results could differ from those estimates. On an ongoing basis, the Company’s management evaluates estimates,
including those related to accounts receivable and sales allowances, fair values of stock-based awards, deferred taxes and income tax uncertainties, and
contingent liabilities. Such estimates are based on historical experience and on various other assumptions that are believed to be reasonable, the results
of which form the basis for making judgments about the carrying values of assets and liabilities.

b.

Financial Statements in U.S. Dollars:
Most of the revenues and costs of VSI are denominated in United States dollars (“dollars”). Some of the subsidiaries’ revenues and costs are primarily
incurred in Euros, the Pound Sterling, Canadian dollars, Australian dollars and NIS; however, the Company’s management believes that the dollar is the
primary currency of the economic environment in which VSI and each of its subsidiaries operate. Thus, the dollar is the Company’s functional and
reporting currency.
Accordingly, transactions denominated in currencies other than the functional currency are re-measured to the functional currency in accordance with
ASC No. 830, “Foreign Currency Matters” at the exchange rate at the date of the transaction or the average exchange rate in the quarter. At the end of
each reporting period, financial assets and liabilities are re-measured to the functional currency using exchange rates in effect at the balance sheet date.
Non-financial assets and liabilities are re-measured at historical exchange rates. Gains and losses related to re-measurement are recorded as financial
income (expense) in the consolidated statements of operations as appropriate.
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c.

Principles of Consolidation:
The consolidated financial statements include the accounts of VSI and its wholly-owned subsidiaries, VSL, VSUK, VSG, VSF, VSC, VIRE and VAUS.
All intercompany transactions and balances have been eliminated upon consolidation.

d.

Cash, Cash Equivalents and Short-Term Investments:
The Company accounts for investments in marketable securities in accordance with ASC No. 320, “Investments—Debt and Equity Securities”. The
Company considers all highly liquid investments with a maturity of three months or less when purchased to be cash equivalents. Cash and cash
equivalents consist of cash on hand, highly liquid investments in money market funds and various deposit accounts.
The Company considers all high quality investments purchased with original maturities at the date of purchase greater than three months to be shortterm investments. Investments are available to be used for current operations and are, therefore, classified as current assets even though maturities may
extend beyond one year. Cash equivalents and short-term investments are classified as available for sale and are, therefore, recorded at fair value on the
consolidated balance sheet, with any unrealized gains and losses reported in accumulated other comprehensive income (loss), which is reflected as a
separate component of stockholders’ equity in the Company’s consolidated balance sheets, until realized. The Company uses the specific
identification method to compute gains and losses on the investments. The amortized cost of securities is adjusted for amortization of premiums and
accretion of discounts to maturity. Such amortization and accretion is included as a component of financial income, net in the consolidated statement
of operations. Cash, cash equivalents and short-term investments consist of the following (in thousands):
As of December 31, 2017
Gross
Gross
Unrealized
Unrealized
Gains
Loss

Amortized
Cost

Cash and cash equivalents
Cash
Money market funds
Total

$
$

Short-term investments
US Treasury securities
Term bank deposits
Total
*) Represents an amount lower than $1.

$
$

49,819
6,870
56,689

$

39,758
40,137
79,895

$

$

$

-

$

*)
-

$

$

$

Fair
Value

-

$
$

49,819
6,870
56,689

(27) $
(27) $

39,731
40,137
79,868

All the US Treasury securities in short-term investments have a stated effective maturity of less than 12 months as of December 31, 2017.
As of December 31, 2016
Gross
Gross
Unrealized
Unrealized
Gains
Loss

Amortized
Cost

Cash and cash equivalents
Cash
Money market funds
Total
Short-term investments
Term bank deposits
Total

$
$

42,175
6,140
48,315

$
$

65,493
65,493
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$
$

-

$

-

$

Fair
Value

$

$

-

$

42,175
6,140
48,315

$

-

$
$

65,493
65,493

The gross unrealized loss related to these short-term investments was due primarily to changes in interest rates. The Company reviews its short-term
investments on a regular basis to evaluate whether or not any security has experienced an other than temporary decline in fair value. The Company
considers factors such as length of time and extent to which the market value has been less than the cost, the financial condition and near-term prospects
of the issuer and its intent to sell, or whether it is more likely than not the Company will be required to sell the investment before recovery of the
investment’s amortized cost basis. If the Company believes that an other than temporary decline exists in one of these securities, the Company writes
down these investments to fair value. For debt securities, the portion of the write-down related to credit loss would be recorded to other income
(expense), net in the Company’s consolidated statements of operations. Any portion not related to credit loss would be recorded to accumulated other
comprehensive income (loss), which is reflected as a separate component of stockholders’ equity in the Company’s condensed consolidated balance
sheets. During the year ended December 31, 2017, the Company did not consider any of its investments to be other-than-temporarily impaired.
A short-term bank deposit is a deposit with a maturity of more than three months but less than one year. Deposits in U.S. dollars bear interest at rates
ranging from 0.60% - 1.35% and 0.55%-1.11%, per annum, as of December 31, 2017 and 2016, respectively. Deposits in NIS bear interest at rates of
0.03% and 0.15% per annum as of December 31, 2017 and 2016, respectively. Short-term investments are presented at cost which approximates market
value due to their short maturities.
e.

Restricted Cash:
Restricted cash is primarily invested in certificates of deposit and is used mostly as security for the Company’s lease commitments.
The Company had no short-term restricted cash as of December 31, 2017 and 2016, respectively. The Company had long-term restricted cash in the
amount of $547 and $488 as of December 31, 2017 and 2016, respectively.

f.

Property and Equipment:
Property and equipment are stated at cost, net of accumulated depreciation. Depreciation is calculated using the straight-line method over the estimated
useful lives of the assets at the following annual rates:

Computer equipment
Office furniture and equipment
Leasehold improvements
g.

14

%
33
Over the shorter of the expected lease
term or estimated useful life

15

Impairment of Long-Lived Assets:
The Company’s long-lived assets are reviewed for impairment in accordance with ASC No. 360 “Property, Plant and Equipment” whenever events or
changes in circumstances indicate that the carrying amount of an asset (or asset group) may not be recoverable. Recoverability of assets (or asset group)
to be held and used is measured by a comparison of the carrying amount of an asset to the future undiscounted cash flows expected to be generated by
the assets. If such assets are considered to be impaired, the impairment to be recognized is measured by the amount by which the carrying amount of the
assets exceeds the fair value of the assets. During the years ended December 31, 2017, 2016 and 2015, no impairment losses have been recorded.

h.

Long-Term Lease Deposits:
Long-term lease deposits include long-term deposits for offices.

i.

Revenue Recognition:
The Company generates revenues in the form of software license fees and related maintenance and services fees. Maintenance and services primarily
consist of fees for maintenance services (including support and unspecified upgrades and enhancements when and if they are available) and
professional services (including training) that are not essential to functionality of the Company’s software. The Company sells its products worldwide
directly to a network of distributors and VARs.
The Company accounts for the sale of perpetual software in accordance with ASC No. 985-605, “Software Revenue Recognition”. As required by ASC
985-605, the Company determines the value of the software component of its multiple-element arrangements using the residual method when vendor
specific objective evidence (VSOE) of fair value exists for the undelivered elements of maintenance, and professional services agreements. VSOE is
based on the price charged when an element is sold separately or renewed. Under the residual method, the fair value of the undelivered elements is
deferred, and the remaining portion of the arrangement fee is allocated to the delivered elements and is recognized as revenue, when all ASC 985-605
criteria for revenue recognition are met.
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The Company determines the fair value based on the stand alone sales price charged for maintenance, and professional services. The Company has
defined classes of transactions, based on the value of licensed software products purchased from the Company. The Company prices renewals for each
class of transaction as a fixed percentage of the total gross value of licensed software products the customer purchased.
Software license revenues are recognized when persuasive evidence of an arrangement exists, the software license has been delivered, there are no
uncertainties surrounding product acceptance, there are no significant future performance obligations, the license fees are fixed or determinable and
collection of the license fee is considered probable. Fees for arrangements with payment terms extending beyond customary payment terms are
considered not to be fixed or determinable, in which case revenue is deferred and recognized when payments become due from the customer provided
that all other revenue recognition criteria have been met.
The Company recognizes revenues from the sale of term license arrangements, ratably, on a straight-line basis, over the term of the underlying contract,
and is typically up to one year.
The Company recognizes revenues from maintenance ratably over the term of the underlying maintenance contract term. The term of the maintenance
contract is usually one year.
Revenues from professional services consist mostly of time and material services and, accordingly, are generally recognized as the services are
performed or when the service term has expired.
Professional services bundled with licensed software and other software related elements are not essential to the functionality of the other elements of
the arrangement. Revenues allocable to the services are recognized as the services are performed or when the service term has expired, using VSOE for
such services.
Deferred revenues represent mostly unrecognized fees billed or collected for maintenance and professional services.
The Company does not grant a right of return to its customers, except for one of its resellers. During the years ended December 31, 2017, 2016 and
2015, there were no returns from this reseller.
j.

Cost of Revenues:
Cost of revenues consists of the cost of maintenance and services, resulting from costs associated with support, and professional services.

k.

Accounting for Stock-Based Compensation:
The Company accounts for stock-based compensation in accordance with ASC No. 718, “Compensation-Stock Compensation”. ASC No. 718 requires
companies to estimate the fair value of equity-based payment awards on the date of grant using an Option-Pricing Model (“OPM”). The value of the
portion of the award that is ultimately expected to vest is recognized as an expense over the requisite service periods in the Company’s consolidated
statements of operations.
The Company recognizes compensation expenses for the value of its awards granted based on the straight-line method over the requisite service period
of each of the awards.
The Company applies ASC 718 and ASC 505-50, “Equity-Based Payments to Non-Employees” with respect to options issued to non-employee
consultants. Accordingly, the Company uses option valuation models to measure the fair value of the options at the measurement date as defined in
ASC 505-50.
The Company selected the Black-Scholes-Merton option pricing model as the most appropriate fair value method for its stock options awards, whereas
the fair value of restricted stock units is based on the market value of the underlying shares at the date of grant.
The fair value of options granted to employees and non-employee directors is estimated at the date of grant using the following weighted average
assumptions:
For the year ended December 31, 2017, there were no stock options granted. For the years ended December 31, 2016 and 2015, dividend yield was 0%,
expected volatility was 62.1% and 65.0%, respectively, risk-free interest was 1.42% and 1.94% - 2.00%, respectively, and expected life was 6.25.
The Company used its historical volatility in accordance with ASC 718. The computation of volatility uses historical volatility derived from the
Company’s exchange traded shares. Expected term of options granted is calculated based on the simplified method, in accordance with SAB 110, (i.e.,
as the average between the vesting period and the contractual term of the options). The risk free interest rate assumption is the implied yield currently
available on United States treasury zero-coupon issues with a remaining term equal to the expected life of the Company’s options. The dividend yield
assumption is based on the Company’s historical experience and expectation of no future dividend payouts and may be subject to substantial change
in the future. The Company has historically not paid cash dividends and has no foreseeable plans to pay cash dividends in the future.
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The non-cash compensation expenses related to employees and consultants for the years ended December 31, 2017, 2016 and 2015 amounted to
$19,835, $12,938 and $7,794, respectively.
Effective as of January 1, 2017, the Company adopted Accounting Standards Update 2016-09, “Compensation—Stock Compensation (Topic 718)”
(“ASU 2016-09”) on a modified, retrospective basis. ASU 2016-09 permits entities to make an accounting policy election related to how forfeitures will
impact the recognition of compensation cost for stock-based compensation: to estimate the total number of awards for which the requisite service
period will not be rendered or to account for forfeitures as they occur. Upon adoption of ASU 2016-09, the Company elected to change its accounting
policy to account for forfeitures as they occur. The change was applied on a modified, retrospective basis with a cumulative-effect adjustment to
retained earnings of $2,616 (which increased the accumulated deficit) as of January 1, 2017.
ASU 2016-09 also eliminates the requirement that excess tax benefits be realized as a reduction in current taxes payable before the associated tax
benefit can be recognized as an increase in paid in capital. Approximately $7,131 of federal net operating losses and $718 of state net operating losses,
neither of which was included in the deferred tax assets recognized in the statement of financial position as of December 31, 2016, have been attributed
to tax deduction for stock-based compensation in excess of the related book expense. Under ASU 2016-09, these previously unrecognized deferred tax
assets will be recognized on a modified, retrospective basis as of the start of the year in which the ASU 2016-09 is adopted; in this case as of January 1,
2017. The U.S. federal and state net operating losses and credits that were recognized as of January 1, 2017 have been offset by a valuation allowance.
As a result, there is no cumulative-effect adjustment to retained earnings as of January 1, 2017.
Additionally, ASU 2016-09 addresses the presentation of excess tax benefits and employee taxes paid on the statement of cash flows. The Company is
now required to present excess tax benefits as an operating activity on the statement of cash flows rather than as a financing activity. The Company
adopted this change prospectively.
l.

Research and Development Costs:
Research and development costs are charged to the statement of operations as incurred. ASC No. 985-20, “Software-Costs of Software to Be Sold,
Leased, or Marketed,” requires capitalization of certain software development costs subsequent to the establishment of technological feasibility.
Based on the Company’s product development process, technological feasibility is established upon the completion of a working model. The
Company does not incur material costs between the completion of the working model and the point at which the product is ready for general release.
Therefore, research and development costs are charged to the statement of operations as incurred.

m.

Income Taxes:
The Company accounts for income taxes in accordance with ASC No. 740, using the liability method whereby deferred tax assets and liability account
balances are determined based on the differences between financial reporting and the tax basis for assets and liabilities and are measured using the
enacted tax rates and laws that will be in effect when the differences are expected to reverse. The Company provides a valuation allowance, if necessary,
to reduce deferred tax assets to the amounts that are more likely-than-not to be realized.
ASC 740 contains a two-step approach to recognizing and measuring a liability for uncertain tax positions. The first step is to evaluate the tax position
taken or expected to be taken in a tax return by determining if the weight of available evidence indicates that it is more likely than not that, on an
evaluation of the technical merits, the tax position will be sustained on audit, including resolution of any related appeals or litigation processes. The
second step is to measure the tax benefit as the largest amount that is more than 50% likely to be realized upon ultimate settlement. The Company
accrues interest and penalties related to unrecognized tax provisions in its taxes on income.

n.

Derivative Instruments:
The Company’s primary objective for holding derivative instruments is to reduce its exposure to foreign currency rate changes. The Company reduces
its exposure by entering into forward foreign exchange contracts with respect to operating expenses that are forecast to be incurred in currencies other
than the U.S. dollar. A majority of the Company’s revenues and operating expenditures are transacted in U.S. dollars. However, certain operating
expenditures are incurred in or exposed to other currencies, primarily the NIS.
The Company has established forecasted transaction currency risk management programs to protect against fluctuations in fair value and the volatility
of future cash flows caused by changes in exchange rates. The Company’s currency risk management program includes forward foreign exchange
contracts designated as cash flow hedges. These forward foreign exchange contracts generally mature within 12 months. The Company does not enter
into derivative financial instruments for trading purposes.
61

Derivative instruments measured at fair value and their classification on the consolidated balance sheets are presented in the following table (in
thousands):
Assets as of
December 31, 2017
Notional
Fair
Amount
Value

Foreign Exchange Forward Contract Derivatives in cash flow
hedging relationships—included in other current assets and
accrued expenses and other short term liabilities

$

1,746

$

Liabilities as of
December 31, 2016
Notional
Fair
Amount
Value

163

$

46,116

$

(479)

For the years ended December 31, 2017 and 2016, the consolidated statements of operations reflect a gain of approximately $2,649 and $332,
respectively, related to the effective portion of foreign currency forward contracts. There was no ineffective portion for the years ended December 31,
2017 and 2016.
o.

Concentrations of Credit Risks:
Financial instruments that potentially subject the Company to concentrations of credit risk consist principally of cash, cash equivalents, short-term
investments and trade receivables.
The Company’s cash, cash equivalents and short-term investments are invested in major banks mainly in the United States but also in the United
Kingdom, France, Germany, Israel, Canada, Ireland and Australia. Such deposits in the United States may be in excess of insured limits and are not
insured in other jurisdictions. The Company maintains cash and cash equivalents with diverse financial institutions and monitors the amount of credit
exposure to each financial institution.
The Company’s trade receivables are geographically diversified and derived primarily from sales to a network of distributors and VARs mainly in the
United States and Europe. Concentration of credit risk with respect to trade receivables is limited by credit limits, ongoing credit evaluation and
account monitoring procedures. The Company performs ongoing credit evaluations of its channel partners and establishes an allowance for doubtful
accounts based upon a specific review of all significant outstanding invoices. The Company writes off receivables when they are deemed uncollectible
and having exhausted all collection efforts.

p.

Retirement and Severance Pay:
VSI makes available to its employees a retirement plan (the “U.S. Plan”) that qualifies as a deferred salary arrangement under Section 401(k) of the
Internal Revenue Code of 1986, as amended (“the Code”). Participants in the U.S. Plan may elect to defer a portion of their pre-tax earnings, up to the
Internal Revenue Service annual contribution limit. VSI matches 100% of each participant’s contributions up to a maximum of 3% of the participant’s
total pay and 50% of each participant’s contributions on contributions between 3% and 5% of the participant’s total pay. Each participant may
contribute up to 80% of total remuneration up to the Internal Revenue Service’s annual contribution limit. Contributions to the U.S. Plan are recorded
during the year contributed as an expense in the consolidated statements of income.
Pursuant to Israel’s Severance Pay Law, Israeli employees are entitled to severance pay equal to one month’s salary for each year of employment, or a
portion thereof. The employees of the Israeli subsidiary elected to be included under section 14 of the Severance Pay Law, 1963 (“section 14”).
According to this section, these employees are entitled only to monthly deposits, at a rate of 8.33% of their monthly salary, made in their name with
insurance companies. Payments in accordance with section 14 release the Company from any future severance payments (under the above Israeli
Severance Pay Law) in respect of those employees; therefore, related assets and liabilities are not presented in the balance sheet.
The Company’s liability for severance pay for the employees of its French subsidiary is calculated pursuant to French law, according to which French
employees are entitled to an indemnity (a statutory redundancy). The law provides for the payment of severance payment to any employee working for
the French subsidiary for at least a year.
VSUK makes available to certain eligible employees a pension plan whereby participants in the plan may elect to defer a portion of their earnings.
VSUK matches 100% of each participant’s contributions up to a maximum of 3% of the participant’s net pay.
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Total Company expenses related to retirement and severance pay amounted to $4,801, $3,775 and $3,085 for the years ended December 31, 2017, 2016
and 2015, respectively. The amount of severance payable included in other liabilities as of December 31, 2017 and 2016 is $1,781 and $1,664,
respectively.
q.

Fair Value of Financial Instruments:
Fair value is an exit price, representing the amount that would be received to sell an asset or paid to transfer a liability in an orderly transaction between
market participants. As such, fair value is a market-based measurement that should be determined based on assumptions that market participants would
use in pricing an asset or a liability.
A three tier fair value hierarchy is established as a basis for considering such assumptions and for inputs used in the valuation methodologies in
measuring fair value:
•

Level 1: Observable inputs that reflect quoted prices (unadjusted) for identical assets or liabilities in active markets.

•

Level 2: Observable inputs that reflect quoted prices for identical assets or liabilities in markets that are not active; quoted prices for
similar assets or liabilities in active markets; inputs other than quoted prices that are observable for the assets or liabilities; or inputs that
are derived principally from or corroborated by observable market data by correlation or other means.

•

Level 3: Unobservable inputs reflecting our own assumptions incorporated in valuation techniques used to determine fair value. These
assumptions are required to be consistent with market participant assumptions that are reasonably available.

The fair value hierarchy also requires an entity to maximize the use of observable inputs and minimize the use of unobservable inputs when measuring
fair value.
The carrying amounts of cash and cash equivalents, trade receivables, short-term investments and trade payables approximate their fair value due to the
short-term maturity of such instruments.
r.

Basic and Diluted Net Loss Per Share:
Basic net loss per share is computed by dividing the net loss by the weighted-average number of shares of common stock outstanding during the
period.
Diluted net loss per share is computed by giving effect to all potential shares of common stock, including stock options, to the extent dilutive.
Basic and diluted net loss per share was the same for each period presented as the inclusion of all potential shares of common stock outstanding would
have been anti-dilutive.

s.

Contingent Liabilities:
The Company accounts for its contingent liabilities in accordance with ASC No. 450 “Contingencies”. A provision is recorded when it is both probable
that a liability has been incurred and the amount of the loss can be reasonably estimated.
With respect to legal matters, provisions are reviewed and adjusted to reflect the impact of negotiations, estimated settlements, legal rulings, advice of
legal counsel and other information and events pertaining to a particular matter. As of December 31, 2017 and 2016, the Company was not a party to
any litigation that could have a material adverse effect on the Company’s business, financial position, results of operations or cash flows.

t.

Reclassification:
Certain amounts in prior years' financial statements have been reclassified to conform to the current year's presentation.

u.

Recently Issued Accounting Pronouncements:
In May 2014, the FASB issued ASU No. 2014-09, “Revenue from Contracts with Customers”, an updated standard on revenue recognition and issued
subsequent amendments to the initial guidance in March 2016, April 2016, May 2016 and December 2016 within ASU 2016-08, 2016-10, 2016-12 and
2016-20, respectively. The new standards provide enhancements to the quality and consistency of how revenue is reported while also improving
comparability in the financial statements of companies reporting using IFRS and US GAAP. The core principle of the new standard is for companies to
recognize revenue to depict the transfer of goods or services to customers in amounts that reflect the consideration (that is, payment) to which the
company expects to be entitled in exchange for those goods or services. The new standard also will result in enhanced disclosures about revenue,
provide guidance for transactions that were not previously addressed comprehensively (for example, service revenue and contract modifications) and
improve guidance for multiple-element arrangements. ASU 2014-09 was initially scheduled to be effective for annual and interim reporting periods
beginning after December 15, 2016 and may be adopted either on a full retrospective or modified retrospective approach. However, on July 9, 2015, the
FASB approved a one year deferral of the effective date of ASU 2014-09. The revised effective date is for annual reporting periods beginning after
December 15, 2017 and interim periods thereafter, with an early adoption permitted as of the original effective date. The Company has decided to adopt
this standard effective January 1, 2018 using the full retrospective method which will require each prior reporting period presented to be recast in future
issuances of the Company’s financial statements. In preparation for adoption of the standard, the Company has implemented internal controls and key
system functionality to enable the preparation of financial information and have reached conclusions on key accounting assessments related to the
standard, including the assessment of the impact.
63

The most significant impact of the new standard relates to the way the Company accounts for term agreements and commission expense. Specifically,
under the current revenue standard, the Company recognizes both the term license and maintenance revenues ratably over the contract period whereas
under the new revenue standard it would recognize term license revenues upfront and the associated maintenance revenues over the contract period.
The Company has also considered the impact of the guidance in ASC 340-40, “Other Assets and Deferred Costs” under the new standard. Under ASC
340-40, it may be required to capitalize and amortize certain incremental costs of obtaining a contract such as the maintenance portion of sales
commissions over the life of the license. Under the Company’s current accounting policy, it does not capitalize sales commission costs but rather
recognizes these costs when the purchase order is received.
Adoption of the standard will result in a reduction of revenues of $1,974 for the year ended December 31, 2017 and recognition of additional revenues
of $1,407 for the year ended December 31, 2016, primarily due to the net change in term license revenue recognition. In addition, adoption of the
standard will result in an increase in prepaid expenses and other current assets and a decrease in deferred revenues of $9,865 and $97, respectively, as of
December 31, 2017, driven by the capitalization of sales commission costs and the upfront recognition of license revenues from term licenses. The
cumulative impact to the Company’s accumulated deficit as of January 1, 2016 is a reduction of $5,583.
Adoption of the standard related to revenue recognition had no impact to cash from or used in operating, financing or investing activities on the
Company’s consolidated statements of cash flows.
Select recast financial statement information, which reflects the preliminary effect of the adoption of this standard, is set forth below.
Year ended
December 31, 2017
As Reported

Total revenues
Operating loss
Income taxes
Net loss

$
$
$
$

217,364
(13,597)
(2,459)
(13,694)

Recast for Adoption
of ASC 606

Adjustments

$
$
$
$

(1,974)
178
(328)
(151)

$
$
$
$

215,390
(13,419)
(2,787)
(13,845)

Year ended
December 31, 2016
As Reported

Total revenues
Operating loss
Income taxes
Net loss

$
$
$
$
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164,456
(15,694)
(1,131)
(17,710)

Recast for Adoption
of ASC 606

Adjustments

$
$
$
$

1,407
3,699
(182)
3,517

$
$
$
$

165,863
(11,995)
(1,313)
(14,193)

December 31, 2017
Balance Sheet Data
Recast for Adoption
of ASC 606

Adjustments

As Reported

Assets
Current assets:
Prepaid expenses and other current assets

$

7,130

$

9,865

$

16,995

Liabilities and stockholders’ equity
Current liabilities:
Accrued expenses and other short term liabilities
Deferred revenues

$
$

42,453
73,891

$
$

1,014 $
(227) $

43,467
73,664

Long-term liabilities:
Deferred revenues

$

7,034

$

130

$

7,164

In January 2016, the FASB issued ASU 2016-13, “Financial Instruments – Credit Losses on Financial Instruments”, which requires that expected credit
losses relating to financial assets measured on an amortized cost basis and available for sale debt securities be recorded through an allowance for credit
losses. ASU 2016-13 limits the amount of credit losses to be recognized for available for sale debt securities to the amount by which carrying value
exceeds fair value and also requires the reversal of previously recognized credit losses if fair value increases. The new standard will be effective for
interim and annual periods beginning after January 1, 2020, and early adoption is permitted. The Company is currently evaluating whether to early
adopt this standard and the potential effect on its consolidated financial statements.
In February 2016, the FASB issued ASU 2016-02, “Leases”, on the recognition, measurement, presentation and disclosure of leases for both parties to a
contract (i.e., lessees and lessors). The new standard requires lessees to apply a dual approach, classifying leases as either finance or operating leases
based on the principle of whether or not the lease is effectively a financed purchase by the lessee. This classification will determine whether lease
expense is recognized based on an effective interest method or on a straight line basis over the term of the lease, respectively. A lessee is also required
to record a right-of-use asset and a lease liability for all leases with a term of greater than 12 months regardless of their classification. Leases with a term
of 12 months or less will be accounted for in a manner similar to the accounting under existing guidance for operating leases today. The new standard
requires lessors to account for leases using an approach that is substantially equivalent to existing guidance for sales-type leases, direct financing leases
and operating leases. ASC 842 supersedes the previous leases standard, ASC 840, "Leases". The guidance is effective for the interim and annual periods
beginning on or after December 15, 2018, and early adoption is permitted. The Company is currently evaluating whether to early adopt this standard
and the potential effect of the guidance on its consolidated financial statements.
In November 2016, the FASB issued ASU 2016-18, “Statement of Cash Flows (Topic 230): Restricted Cash”, which requires companies to include
amounts generally described as restricted cash and restricted cash equivalents in cash and cash equivalents when reconciling beginning-of-period and
end-of-period total amounts shown on the statement of cash flows. This ASU is effective for annual and interim periods beginning after December 15,
2017. The Company has decided to adopt this standard effective December 31, 2017 using the retrospective transition method, as required by the new
standard. The adoption of this standard has an immaterial impact on the Company’s consolidated statements of cash flows.
The following table provides a reconciliation of cash and cash equivalents, and long term restricted cash reported within the consolidated balance
sheets that sum to the total of such amounts in the consolidated statements of cash flows:
December 31.
2017

Cash and cash equivalents
Long term restricted cash included in other assets
Cash, cash equivalents and long term restricted cash shown in the
consolidated statement of cash flows

December 31.
2016

December 31.
2015

$

56,689
547

$

48,315
488

$

49,241
467

$

57,236

$

48,803

$

49,708

In January 2018, the FASB released guidance on the accounting for tax on the GILTI provisions of the TCJA. The GILTI provisions impose a tax on foreign
income in excess of a deemed return on tangible assets of foreign corporations. The guidance indicates that either (i) accounting for deferred taxes related to
GILTI inclusions, or (ii) to treat any taxes on GILTI inclusions as period cost, are both acceptable methods subject to an accounting policy election. In
accordance with SEC Staff Accounting Bulletin No. 118, and as the Company is not yet able to reasonably estimate the effect of the GILTI tax, as described
in note 9 of the consolidated financial statements, the Company has not yet adopted an accounting policy with respect to the GILTI tax.
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NOTE 3:- PREPAID EXPENSES AND OTHER CURRENT ASSETS
December 31,
2017

Prepaid expenses
Government institutions & other receivables
Deferred charges
Foreign currency forward contracts derivatives
Short-term deposits
Other

$

$

2016

6,044 $
542
163
374
7
7,130 $

2,871
369
256
122
32
3,650

NOTE 4:- PROPERTY AND EQUIPMENT, NET
December 31,
2017

2016

Cost:
Computer equipment
Office furniture and equipment
Leasehold improvements

$

Accumulated depreciation
Property and equipment, net

$

8,473 $
2,263
9,163
19,899
8,003
11,896 $

7,800
2,094
7,459
17,353
7,443
9,910

Depreciation expenses for the years ended December 31, 2017, 2016 and 2015 were $3,328, $2,180 and $1,615, respectively.
NOTE 5:- ACCRUED EXPENSES AND OTHER SHORT TERM LIABILITIES
December 31,
2017

Employees
Accrued expenses
Government authorities and other
Foreign exchange forward contract derivatives
Other short term liabilities

$

$

17,748 $
9,507
14,006
1,192
42,453 $

2016

12,306
6,777
8,293
479
624
28,479

NOTE 6:- COMMITMENTS AND CONTINGENT LIABILITIES
a.

Liens:
The Company has several liens granted to financial institutions mainly to secure various operating lease agreements in connection with its office space.
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b.

Lease Commitments:
The Company rents its facilities in all locations under operating leases with lease periods expiring from 2018-2026. The lease agreements of VSL
include extension options. VSL leases cars for its employees under operating lease agreements expiring at various dates from 2018-2020.
Aggregate minimum rental commitments under non-cancelable leases as of December 31, 2017 for the upcoming years were as follows:
Payments Due By
Period

2018
2019
2020
2021
2022
Thereafter

$

6,418
5,561
4,335
4,561
4,587
21,063
46,525

$

Total rent expenses for the years ended December 31, 2017, 2016 and 2015 were $4,075, $3,258 and $4,296, respectively. The total minimum rent to
be received in the future under the non-cancelable sublease as of December 31, 2017 was $732.
For leases that contain predetermined fixed escalations of the minimum rent, the Company recognizes the related rent expense on a straight-line basis
from the date of possession of the property to the end of the initial lease term. The Company records any differences between the straight-line rent
amounts and amounts payable under the leases as part of deferred rent, in accrued liabilities or long-term liabilities, as appropriate. Cash or lease
incentives received upon entering into certain leases (“tenant allowances”) are recognized on a straight-line basis as a reduction to rent from the date of
possession of the property through the end of the initial lease term. The Company records the unamortized portion of tenant allowances as a part of
deferred rent, in current liabilities or other long-term liabilities, as appropriate. As of December 31, 2017 and 2016, deferred rent included $941 and
$624, respectively, in current liabilities in the Company’s consolidated balance sheets, and deferred rent included $4,780 and $5,377, respectively, in
long-term liabilities in the Company’s consolidated balance sheets.
On March 31, 2014, the Company entered into a promissory note and related security documents with Bank Leumi USA. The Company may borrow up
to $7,000 against certain of its accounts receivable outstanding amount, based on several conditions, at an annual interest rate of the Wall Street
Journal Prime Rate less 0.15%, provided that the annual interest rate applicable to advances will not be lower than 4.10%. As of December 31, 2017,
that rate amounted to 4.35%. This promissory note enables the Company, among other things, to engage in foreign currency hedging transactions with
Bank Leumi USA to manage exposure to foreign currency risk without restricted cash requirements. The Company may borrow under the promissory
note until August 15, 2018 at which time the principal sum of each such loan, together with accrued and unpaid interest payable, will become due and
payable. As of December 31, 2017, the Company had no balance outstanding under the promissory note. As part of the transaction, the Company
granted the lender a security interest in its personal property, excluding intellectual property and other intangible assets. The promissory note also
contains customary events of default.
NOTE 7:- FAIR VALUE MEASUREMENTS
The following table sets forth the Company’s liabilities that were measured at fair value as of December 31, 2017 and 2016 by level within the fair
value hierarchy (in thousands):
As of December 31, 2017
Level
Level
II
III

Level I

Financial assets:
Cash equivalents:
Money market funds
Short-term investments:
US Treasury securities
Term bank deposits
Other current assets:
Forward foreign exchange contracts
Financial liabilities:
Forward foreign exchange contracts
Total financial assets (liabilities)

$

Fair
Value

As of December 31, 2016
Level
Level
II
III

Level I

Fair
Value

6,870

–

–

6,870

6,140

–

–

6,140

39,731
40,137

–
–

–
–

39,731
40,137

–
65,493

–
–

–
–

–
65,493

–

163

–

163

–

–

–

–

(479)
(479) $

–
–

–
86,738

$

–
163

–
–

$
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$

–
86,901

$

–
71,633

$

$

(479)
71,154

NOTE 8:- STOCKHOLDERS’ EQUITY
a.

Composition of common stock capital:
Authorized

Issued and outstanding
Number of shares

December 31,
2017

Stock of $0.001 par value:
Common stock
b.

December 31,
2016

200,000,000

2017

200,000,000

28,146,162

2016

26,821,762

Common stock rights:
The Company’s Amended and Restated Certificate of Incorporation authorizes the Company to issue 200,000,000 shares of common stock, par value
$0.001 per share.
The common stock confers upon its holders the right to participate in the general meetings of the Company, to vote at such meetings (each share
represents one vote), to elect board members and to participate in any distribution of dividends or any other distribution of the Company’s property,
including the distribution of surplus assets upon liquidation.

c.

Stock option plans:
On December 30, 2005, the Company’s board of directors adopted the Varonis Systems, Inc. 2005 Stock Plan (the “2005 Stock Plan”). As of
December 31, 2013, the Company had reserved 4,713,319 shares of common stock available for issuance to employees, directors, officers and
consultants of the Company and its subsidiaries. The options generally vest over four years. No awards were granted under the 2005 Stock Plan
subsequent to December 31, 2013, and no further awards will be granted under the 2005 Stock Plan.
On November 14, 2013, the Company’s board of directors adopted the Varonis Systems, Inc. 2013 Omnibus Equity Incentive Plan (the “2013 Plan”)
which was subsequently approved by the Company’s stockholders. The Company initially reserved 1,904,633 shares of common stock for issuance
under the 2013 Plan to employees, directors, officers and consultants of the Company and its subsidiaries. The number of shares of common stock
available for issuance under the 2013 Plan was increased on January 1, 2016 and will be increased on each January 1 thereafter by four percent (4%) of
the number of shares of common stock issued and outstanding on each December 31 immediately prior to the date of increase (rounded down to the
nearest whole share), but the amount of each increase will be limited to the number of shares of common stock necessary to bring the total number of
shares of Common Stock available for grant and issuance under the 2013 Plan to five percent (5%) of the number of shares of common stock issued and
outstanding on each December 31. On January 1, 2018, 2017 and 2016, the share reserve under the 2013 Plan was automatically increased by
1,125,846, 1,072,870 and 1,042,766 shares, respectively. Awards granted under the 2013 Plan generally vest over four years. Any award that is forfeited
or canceled before expiration becomes available for future grants under the 2013 Plan.
A summary of employees’ stock options activities during the year ended December 31, 2017 is as follows:
Year ended
December 31, 2017
Weighted
average
exercise
price

Number

Options outstanding at the beginning of the year
Granted
Exercised
Forfeited
Options outstanding at the end of the period
Vested and expected to vest
Options exercisable at the end of the period

2,388,348
(832,270)
(99,793)
1,456,285
1,456,285
1,262,206
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$
$
$
$
$
$
$

15.243
13.031
19.930
16.172
16.172
15.052

Aggregate
intrinsic
value
(in thousands)

Weighted
average
remaining
contractual
life (years)

$

30,025

5.861

$
$
$

47,152
47,152
42,282

4.906
4.906
4.595

A summary of employees’ stock options activities during the years ended December 31, 2016 and 2015 is as follows:
Year ended
December 31, 2016
Weighted
average
exercise
price

Number

Options outstanding at the beginning of the year
Granted
Exercised
Forfeited
Options outstanding at the end of the period
Vested and expected to vest
Options exercisable at the end of the period

2,782,560
135,000
(445,535)
(83,677)
2,388,348
2,331,800
1,752,416

$
$
$
$
$
$
$

14.026
16.870
5.901
27.126
15.243
15.074
12.583

Aggregate
intrinsic
value
(in thousands)

Weighted
average
remaining
contractual
life (years)

$

21,337

6.246

$
$
$

30,025
29,689
26,473

5.861
5.806
5.119

Year ended
December 31, 2015
Weighted
average
exercise
price

Number

Options outstanding at the beginning of the year
Granted
Exercised
Forfeited
Options outstanding at the end of the period
Vested and expected to vest
Options exercisable at the end of the period

4,080,611
191,200
(1,334,351)
(154,900)
2,782,560
2,677,503
1,794,249

$
$
$
$
$
$
$

9.697
28.253
1.521
25.265
14.026
13.623
8.841

Aggregate
intrinsic
value
(in thousands)

Weighted
average
remaining
contractual
life (years)

$

95,855

6.092

$
$
$

21,337
21,284
20,496

6.246
6.156
5.035

There were no options granted in 2017. The weighted average grant date fair values of options granted during the year ended December 31, 2016
and 2015 were $16.870 and $28.637, respectively.
The aggregate intrinsic value in the table above represents the total intrinsic value that would have been received by the option holders had all
option holders exercised their options on the last date of the period. Total intrinsic value of options exercised for the years ended December 31,
2017, 2016 and 2015 was $22,382, $9,418 and $27,885, respectively. As of December 31, 2017 and 2016, there was $2,208 and $3,380, respectively,
of total unrecognized compensation cost related to non-vested share-based compensation arrangements granted under the 2005 Stock Plan and 2013
Plan. This cost is expected to be recognized over a period of approximately 0.887 and 1.774 years, respectively.
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The options outstanding as of December 31, 2017 have been separated into ranges of exercise price as follows:
Options
outstanding
as of
December 31,
2017

Range of
exercise price

$1.039
$6.230
$12.470
$19.510
$22.010

$29.880
$39.860

1.576
8.800
16.870
21.660
24.230

Weighted
average
remaining
contractual
life (years)

401,476
55,929
228,001
374,257
170,815
117,829
107,978
1,456,285

1.383
3.908
5.820
6.606
6.193
7.145
6.225
4.906

Options
exercisable
as of
December 31,
2017

Weighted
average
exercise
price

$
$
$
$
$
$
$
$

1.295
7.125
13.435
21.207
22.292
29.880
39.860
16.172

Weighted
average
exercise
price of
options
exercisable

Weighted
average
remaining
contractual
life (years)

401,476
55,929
200,917
284,671
144,967
74,758
99,488
1,262,206

1.383
3.908
5.508
6.567
6.182
7.145
6.225
4.595

$
$
$
$
$
$
$
$

1.295
7.125
12.972
21.201
22.342
29.880
39.860
15.052

The options outstanding as of December 31, 2016 have been separated into ranges of exercise price as follows:
Options
outstanding
as of
December 31,
2016

Range of
exercise price

$0.901
$6.230
$12.470
$19.510
$22.010

d.

$29.880
$39.860

1.576
8.800
16.870
21.660
24.230

Weighted
average
remaining
contractual
life (years)

710,562
89,373
442,507
546,959
295,513
154,200
149,234
2,388,348

2.482
4.963
7.078
7.622
7.299
8.145
7.225
5.861

Options
exercisable
as of
December 31,
2016

Weighted
average
exercise
price

$
$
$
$
$
$
$
$

1.317
6.953
13.812
21.205
22.278
29.880
39.860
15.243

Weighted
average
exercise
price of
options
exercisable

Weighted
average
remaining
contractual
life (years)

710,562
89,373
279,863
307,302
191,891
70,684
102,741
1,752,416

2.482
4.963
6.163
7.558
7.289
8.145
7.225
5.119

$
$
$
$
$
$
$
$

1.317
6.953
12.470
21.200
22.316
29.880
39.860
12.583

Options issued to consultants:
The Company’s outstanding options granted to consultants for services as of December 31, 2017 were as follows:

Issuance date

Options for
shares of
common stock
(number)

February 2013
August 2013
March 2014
May 2014
November 2014
May 2015
February 2016

1,500
4,188
7,953
6,075
7,107
2,000
2,500
31,323
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Exercise price
per share

$
$
$
$
$
$
$

12.470
21.140
39.860
22.010
21.660
19.510
16.870

Options
exercisable
(number)

1,500
4,083
7,163
5,317
4,897
1,292
1,145
25,397

Exercisable
through

February 2023
August 2023
March 2024
May 2024
November 2024
May 2025
February 2026

The Company’s outstanding options granted to consultants for services as of December 31, 2016 were as follows:
Options for
shares of
common stock
(number)

Issuance date
February 2013
August 2013
October 2013
March 2014
May 2014
November 2014
May 2015
February 2016

e.

1,500
4,188
750
13,100
6,850
10,246
5,250
2,500
44,384

Exercise price
per share

$
$
$
$
$
$
$
$

Options
exercisable
(number)

12.470
21.140
24.230
39.860
22.010
21.660
19.510
16.870

1,344
3,104
547
8,187
3,704
4,364
1,750
—
23,000

Exercisable
through

February 2023
August 2023
October 2023
March 2024
May 2024
November 2024
May 2025
February 2026

Restricted stock units:
The following provides a summary of the restricted stock unit activity for the Company for the year ended December 31, 2017:
Number of
Shares
Underlying
Outstanding
Restricted Stock
Units

Outstanding as of January 1, 2017
Granted
Vested
Forfeited
Unvested as of December 31, 2017

1,399,127
1,295,653
(407,458)
(269,201)
2,018,121

WeightedAverage
Grant Date
Fair Value

$
$
$
$
$

19.96
31.58
21.89
22.75
27.32

The following provides a summary of the restricted stock unit activity for the Company for the year ended December 31, 2016:
Number of
Shares
Underlying
Outstanding
Restricted Stock
Units

Outstanding as of January 1, 2016
Granted
Vested
Forfeited
Unvested as of December 31, 2016

f.

643,506
1,038,044
(199,074)
(83,349)
1,399,127

WeightedAverage
Grant Date
Fair Value

$
$
$
$
$

23.38
19.67
22.82
20.21
19.96

2015 Employee Stock Purchase Plan
On May 5, 2015, the Company’s stockholders approved the Varonis Systems, Inc. 2015 Employee Stock Purchase Plan (the “ESPP”), which the
Company’s board of directors had adopted on March 19, 2015. The ESPP became effective as of June 30, 2015. The ESPP allows eligible employees to
purchase shares of the Company’s common stock at a discount through payroll deductions of up to 15% of their eligible compensation, at not less than
85% of the fair market value of the Company’s common stock on the first day or last trading day in the offering period, subject to any plan limitations.
The Company initially reserved 500,000 shares of common stock for issuance under the ESPP. The number of shares available for issuance under the
ESPP was increased on January 1, 2016, and will increase each January 1 thereafter, by an amount equal to the lesser of (i) one percent (1%) of the
number of shares of common stock issued and outstanding on each December 31 immediately prior to the date of increase, except that the amount of
each such increase will be limited to the number of shares of common stock necessary to bring the total number of shares of common stock available for
issuance under the ESPP to two percent (2%) of the number of shares of common stock issued and outstanding on each such December 31, or (ii)
400,000 shares of common stock. On January 1, 2018, 2017 and 2016, the share reserve under the ESPP was automatically increased by 188,813,
158,695 and 21,383 shares, respectively. The ESPP will continue in effect until the earlier of (i) the date when no shares of common stock are available
for issuance thereunder or (ii) June 30, 2025; unless terminated prior thereto by the Company’s board of directors or compensation committee, each of
which has the right to terminate the ESPP at any time.
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g.

Stock-based compensation expense for employees and consultants:
The Company recognized non-cash stock-based compensation expense in the consolidated statements of operations as follows (in thousands):

Cost of revenues
Research and development
Sales and marketing
General and administrative
Total

$

$

2017
1,078
5,209
8,542
5,006
19,835

Year ended
December 31,
2016
$
699
3,052
6,104
3,083
$
12,938

2015
$

$

419
1,954
3,041
2,380
7,794

NOTE 9:- INCOME TAXES
a.

Tax Reform:

On December 22, 2017, the U.S. government enacted comprehensive tax legislation commonly referred to as the Tax Cuts and Jobs Act (the “TCJA”).
The TCJA makes broad and complex changes to the Code. The changes include, but are not limited to:
·
·
·
·

A corporate income tax rate decrease from 35% to 21% effective for tax years beginning after December 31, 2017 (“Rate Reduction”);
The transition of U.S international taxation from a worldwide tax system to a territorial system by providing a 100 percent deduction to an
eligible U.S. shareholder on foreign sourced dividends received from a foreign subsidiary (“100% Dividend Received Deduction”);
A one-time transition tax on the mandatory deemed repatriation of cumulative foreign earnings as of December 31, 2017; and
Taxation of GILTI earned by foreign subsidiaries beginning after December 31, 2017. The GILTI tax imposes a tax on foreign income in excess
of a deemed return on tangible assets of foreign corporations.

The Company has not completed its accounting for the income tax effects of the TCJA. Where the Company has not yet been able to make reasonable
estimates of the impact of certain elements, the Company has not recorded any amounts related to those elements and has continued accounting for them in
accordance with ASC 740 on the basis of the tax laws in effect immediately prior to the enactment of the TCJA, pursuant to SEC Staff Accounting Bulletin
No. 118.
The Company has calculated its best estimate of the impact of the TCJA for its year end income tax provision in accordance with its understanding of
the TCJA and guidance available as of the date of this filing. As a result:
Rate Reduction
The TCJA reduces the U.S. federal corporate income tax rate from 35% to 21% for tax years beginning after December 31, 2017. In addition, the TCJA
makes certain changes to the depreciation rules and implements new limits on the deductibility of certain executive compensation.
The Company estimates that after it utilizes its $23,992 net operating losses carryforwards for Federal income tax purposes, available as of December
31, 2017, the Rate Reduction is expected to positively impact the Company’s future US after tax earnings. However, the ultimate impact is subject to the
effect of other complex provisions in the TCJA, including the GILTI tax, which the Company is currently reviewing, and it is possible that any impact of
GILTI tax could significantly reduce the benefit of the Rate Reduction. Due to the uncertain practical and technical application of many of these provisions,
it is currently not possible to reliably estimate whether GILTI will apply and if so, how it would impact the Company.
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Deemed Repatriation Transition Tax
The Deemed Repatriation Transition Tax is a tax on previously untaxed accumulated and current earnings and profits (“E&P”) of certain of our foreign
subsidiaries. To determine the amount of the Transition Tax, the Company must determine, in addition to other factors, the amount of post-1986 E&P of its
foreign subsidiaries, as well as the amount of non-U.S. income taxes paid on such earnings. Due to the aggregate accumulated deficits of our foreign
subsidiaries, the Company will not be subject to any transition tax under this provision of the TCJA.
100% Dividend Received Deduction and Indefinite Reinvestment Assertion
Effective for tax years beginning after December 31, 2017, the TCJA provides a 100% dividend received deduction, subject to a one-year holding
period, to a U.S. corporate shareholder for the foreign source portion of dividends received from a “specified 10-percent owned foreign corporation.”
Prior to enactment of the TCJA, the Company had asserted indefinite reinvestment of the earnings of its foreign subsidiaries. Under the TCJA, however,
these earnings are no longer subject to U.S. tax as a result of the transition tax. Nevertheless, a distribution of the earnings from our foreign subsidiaries may
still be subject to withholding taxes imposed by the local country from which the earnings would be distributed. Because the Company did not have
sufficient information as of year-end to evaluate how the TCJA would impact the Company’s existing position that its foreign earnings are permanently
reinvested, the Company has not included a provisional amount for this item in its financial statements for fiscal year 2017. The Company will record
amounts as needed for this item beginning in the first reporting period within the measurement period in which the Company obtains the necessary
information and is able to analyze and use to prepare a reasonable estimate.
GILTI Tax
The TCJA creates a new requirement that certain income (i.e., GILTI) earned by controlled foreign corporations (“CFCs”) must be included currently in
the gross income of the CFCs’ U.S. shareholder. GILTI is the excess of the shareholder’s “net CFC tested income” over the net deemed tangible income return,
which is currently defined as the excess of (1) 10 percent of the aggregate of the U.S. shareholder’s pro rata share of the qualified business asset investment of
each CFC with respect to which it is a U.S. shareholder, over (2) the amount of certain interest expense taken into account in the determination of net CFCtested income.
Because of the complexity of the new GILTI tax rules, the Company is continuing to evaluate this provision of the TCJA and the application of ASC
740. Under U.S. GAAP, the Company is permitted to make an accounting policy election to either treat taxes due on future inclusions in U.S. taxable income
related to GILTI as a current-period expense when incurred or to factor such amounts into the Company’s measurement of its deferred taxes.
Whether the Company is expected to have future U.S. inclusions in taxable income related to GILTI depends on not only its current structure and
estimated future results of global operations but also its intent and ability to modify its structure and/or business, The Company has not yet completed its
analysis of the GILTI tax rules and is not yet able to reasonably estimate the effect of this provision of the TCJA or make an accounting policy election for
the ASC 740 treatment of the GILTI tax. Therefore, the Company has not recorded any amounts related to potential GILTI tax in its financial statements and
has not yet made a policy decision regarding whether to record deferred taxes on GILTI.
b.

The Company:
The Company is taxed in accordance with U.S. tax laws.

As of December 31, 2017, the Company had net operating loss carry-forward for federal, state and foreign tax purposes of approximately $23,992,
$10,646 and $534, respectively. If not utilized, these carryforwards will expire starting in 2028, 2020 and indefinitely for federal, state and foreign tax
purposes, respectively. In addition, as of December 31, 2017, the Company had federal research credit, retention credit and foreign tax credit carryforwards of
approximately $1,412, $24 and $195, respectively. If not utilized, the federal tax carryforwards will begin to expire in 2033, 2032 and 2026, respectively.
The Company also has credits in Israel totaling approximately $344. These credits have no expiration date. Utilization of U.S. net operating losses and
credits may be subject to substantial annual limitations due to the “change in ownership” provisions of the Code and similar state provisions. The annual
limitation may result in the expiration of net operating losses before utilization and, in the event the Company undergoes a change of ownership, utilization
of the carryforwards could be restricted.
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Loss before taxes on income is comprised as follows:
Year ended
December 31,

Domestic
Foreign

$
$

d.

2017
(18,234) $
6,999
(11,235) $

2015
(20,098)
(499)
(20,597)

Taxes on income (loss) are comprised as follows:
Year ended
December 31,
2016

2017

Current:
Domestic:
Federal
State
Foreign
Total current income tax

$

Deferred:
Foreign
Total deferred income tax
Income tax expense
e.

2016
(16,898) $
319
(16,579) $

2015

92
109
930
1,131

$

$

(92) $
191
2,516
2,615 $

$

—
85
601
686

$
$
$

(156) $
(156) $
2,459 $

—
—
1,131

$
$
$

—
—
686

Deferred income taxes:
Deferred income taxes reflect the net tax effects of temporary differences between the carrying amounts of assets and liabilities for financial reporting
purposes and the amounts used for income tax purposes. The Company’s deferred tax assets are derived from its U.S. net operating loss carry forwards
and other temporary differences.
In assessing the realization of deferred tax assets, the Company considers whether it is more likely than not that all or some portion of the deferred tax
assets will not be realized. Based on the Company’s history of losses in the US and Israel, the Company established a valuation allowance on its US and
Israeli deferred tax assets.
December 31,
2017

Carry forward losses and credits
Deferred revenues
Accrued payroll, commissions, vacation
Allowance for doubtful accounts
Accrued severance pay
Other
Net deferred tax assets before valuation allowance
Valuation allowance
Net deferred tax assets

$

$

7,407 $
14,226
1,105
633
239
2,668
26,278
(26,122)
156 $

2016

6,294
16,774
2,078
43
372
2,939
28,500
(28,500)
—

Valuation allowance decreased by $2,378 during 2017, which included the impact of the Company’s adoption of ASU 2016-09, Improvements to
Employee Share-Based Payment Accounting, on January 1, 2017. ASU 2016-09 simplifies several aspects of accounting for employee share-based
payment transactions, including the accounting for income taxes, forfeitures, statutory tax withholding requirements and classification in the
statements of cash flows. Upon adoption, the Company recognized the previously unrecognized excess tax benefits using the modified retrospective
transition method. The adoption resulted in an increase to deferred tax assets of $7,849 and a decrease to retained earnings of the same amount with an
offsetting entry to valuation allowance which was also recorded to retained earnings. As a result, the adoption of this standard did not have an impact
on our consolidated balance sheet, results of operations, cash flows or statement of stockholders’ equity. Without the valuation allowance, the
Company’s deferred tax assets would have increased by $7,849.
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f.

Reconciliation of the theoretical tax expenses:
A reconciliation between the theoretical tax expense, assuming all income is taxed at the statutory tax rate applicable to income of the Company, and
the actual tax expense (benefit) as reported in the consolidated statements of operations is as follows:
Year ended December 31,
2016

2017

Loss before taxes, as reported in the consolidated statements of operations
Statutory tax rate

$

Theoretical tax benefits on the above amount at the US statutory tax rate
Income tax at rate other than the U.S. statutory tax rate
Tax advances and non-deductible expenses including equity based compensation
expenses
Operating losses and other temporary differences for which valuation allowance was
provided
Research and Development Tax Credit
State tax
Impact of rate change
Change in tax reserve for uncertain tax positions
Other individually immaterial income tax items
Actual tax expense

$

g.

$

(11,235) $
34%
(3,820)
(934)

$

2015

(16,579) $
34%
(5,637)
68

$

(20,597)
34%
(7,003)
333

3,123

4,298

1,061

(10,203)
1,126
(563)
12,121
1,576
33
2,459

3,001
(1,182)
(536)
(360)
1,209
270
1,131

6,558
(477)
(82)
320
(24)
686

$

$

A reconciliation of the beginning and ending amounts of unrecognized tax benefits in the years ended December 31, 2016 and 2015 are as follows:
Gross unrecognized tax benefits as of January 1, 2016
Increase/decrease in tax position for current year
Increase/decrease in tax position for prior years
Gross unrecognized tax benefits as of December 31, 2016
Increase/decrease in tax position for current year
Increase/decrease in tax position for prior years
Gross unrecognized tax benefits as of December 31, 2017

$

$

$

897
992
217
2,106
1,752
(176)
3,682

There was $3,682 of unrecognized income tax benefits that, if recognized, approximately $3,400 would impact the effective tax rate in the period in
which each of the benefits is recognized. The Company includes interest and penalties related to unrecognized tax benefits within the provision for income
taxes on the consolidated statements of operations. The total amount of penalties and interest is approximately $172 as of December 31, 2017.
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Foreign taxation:
1. Israeli tax benefits under the Law for the Encouragement of Capital Investments, 1959 (the “Investment Law”):
Conditions for entitlement to the benefits:
The benefits available to a Beneficiary Enterprise relate only to taxable income attributable to the specific investment program and are
conditioned upon terms stipulated in the Investment Law and the related regulations and the criteria set forth in the applicable certificate of
approval (for a Beneficiary Enterprise). If VSL does not fulfill these conditions, in whole or in part, the benefits can be cancelled, and VSL may be
required to refund the benefits, in an amount linked to the Israeli consumer price index plus interest.
The Office of the Chief Scientist at Israel’s Ministry of Industry, Trade and Labor approved the Israeli subsidiary as an R&D-incentive enterprise
for a foreign resident company in accordance with the Encouragement of Capital Investments (Consolidated Version) Law.
If cash dividends are distributed out of tax exempt profits in a manner other than upon complete liquidation, VSL will then become liable for tax
at the rate of 10%-25% (depending on the level of foreign investments in VSL) in respect of the amount distributed.
2. Undistributed earnings of foreign subsidiaries:

As of December 31, 2017, approximately $3,401 of undistributed earnings from non-U.S. operations held by the Company’s foreign subsidiaries and the
Beneficiary Enterprise of VSL are designated as indefinitely reinvested outside the U.S. Accordingly, no additional U.S. income taxes or additional foreign
withholding taxes have been provided thereon. Determination of the amount of unrecognized deferred tax liability related to these earnings is not
practicable.
i.

Tax assessments:
The Company has not been audited by the Internal Revenue Service but are under current audit in various states for tax years 2013 through 2016. As of
December 31, 2016, our federal returns for the years ended 2012 through the current period and most state returns for the years ended 2009 through the
current period are still open to examination. In addition, all of the net operating losses and research and development credit carryforwards that may be
used in future years are still subject to adjustment.
In January 2017, the Israeli Tax Authorities initiated a tax assessment audit on VSL for the years 2013-2015. The Company believes it has valid
arguments to support its positions and intends to defend against any tax assessment. The Company has recorded a provision with respect to its
uncertain tax positions in accordance with ASC 740.
The Company has final tax assessments for VSL in Israel through 2012, VSUK in UK through 2012 and VSF in France through 2012.
VSG in Germany, VSC in Canada, VIRE in Ireland and VAUS in Australia do not have final tax assessments since their respective inceptions.

NOTE 10:- FINANCIAL EXPENSES, NET
Year ended
December 31,
2016

2017

Financial income:
Interest on bank deposits, net
Foreign currency transactions gains, net
Other

$

Financial expenses:
Bank charges
Foreign currency transactions losses, net
Other
$
76

747
1,773
27
2,547

$

185
—
—
(185)
2,362 $

520
—
—
520

2015

$

149
1,224
32
(1,405)
(885) $

330
—
—
330
95
1,711
47
(1,853)
(1,523)

NOTE 11:- GEOGRAPHIC INFORMATION AND MAJOR CUSTOMER AND PRODUCT DATA
Summary information about geographic areas:
ASC 280, “Segment Reporting,” establishes standards for reporting information about operating segments. Operating segments are defined as
components of an enterprise about which separate financial information is available that is evaluated regularly by the chief operating decision maker in
deciding how to allocate resources and in assessing performance. The Company manages its business on the basis of one reportable segment, and
derives revenues from licensing of software, sale of professional services, maintenance and technical support (see Note 1 for a brief description of the
Company’s business). The following is a summary of revenues within geographic areas:
Year ended
December 31,
2016

2017
Revenues based on customer’s location:
United States
EMEA (*)
Rest of the World
Total revenues
(*)

$

$

134,438
70,128
12,798
217,364

$

$

2015

100,281
52,410
11,765
164,456

$

$

73,343
44,994
8,873
127,210

Sales to customers in France accounted for $22,762, $17,129 and $13,570 for the years ended December 31, 2017, 2016 and 2015, respectively.
During the years ended December 31, 2017, 2016 and 2015, there were no sales to a single customer exceeding 10% of the Company’s revenues.
December 31,
2017
2016
Long-lived assets by geographic region:
United States
Israel
France
Other

$

$
Item 9.

7,072 $
2,944
1,426
454
11,896 $

7,664
1,827
207
212
9,910

Changes in and Disagreements with Accountants on Accounting and Financial Disclosure

There have been no changes in our independent registered public accounting firm, Kost Forer Gabbay & Kasierer, a member of Ernst & Young Global, or
disagreements with our accountants on matters of accounting and financial disclosure.
Item 9A.

Controls and Procedures

Evaluation of Disclosure Controls and Procedures
Our management, with the participation of our Chief Executive Officer and Chief Financial Officer, evaluated the effectiveness of our disclosure controls and
procedures (as defined in Rules 13a-15(e) and 15d-15(e) of the Exchange Act) as of the end of the period covered by this report. Based on that evaluation, our
Chief Executive Officer and Chief Financial Officer concluded that our disclosure controls and procedures as of the end of the period covered by this report
were effective at a reasonable assurance level in ensuring that information required to be disclosed by us in reports that we file or submit under the Exchange
Act is recorded, processed, summarized and reported within the time periods specified in the SEC’s rules and forms. We believe that a control system, no
matter how well designed and operated, cannot provide absolute assurance that the objectives of the control system are met, and no evaluation of controls
can provide absolute assurance that all control issues and instances of fraud, if any, within a company have been detected. The effectiveness of our internal
control over financial reporting as of December 31, 2017 has been audited by Kost Forer Gabbay & Kasierer, a member of Ernst & Young Global and an
independent registered public accounting firm, as stated in their report which is included in Part II, Item 8 of this Annual Report on Form 10-K.
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Management’s Annual Report on Internal Control Over Financial Reporting
Our management is responsible for establishing and maintaining adequate internal control over financial reporting (as defined in Rules 13a-15(f) and 15d15(f) of the Exchange Act). Our management conducted an evaluation of the effectiveness of our internal control over financial reporting as of December 31,
2017 based on the criteria established in Internal Control - Integrated Framework (2013) issued by the Committee of Sponsoring Organizations of the
Treadway Commission.
Based on the results of its evaluation, management concluded that our internal control over financial reporting was effective as of December 31, 2017.
Changes in Internal Control over Financial Reporting
There was no change in our internal control over financial reporting that occurred during the three months ended December 31, 2017 that has materially
affected, or is reasonably likely to materially affect, our internal control over financial reporting.
Item 9B.

Other Information

None.
PART III
Item 10.

Directors, Executive Officers and Corporate Governance

The information required by this item (other than the information set forth in the next paragraph in this Item 10) will be included in our definitive proxy
statement with respect to our 2018 Annual Meeting of Stockholders to be filed with the SEC and is incorporated herein by reference.
We have adopted a code of business conduct and ethics that is applicable to all of our employees, officers and directors, including our chief executive and
senior financial officers. The code of business conduct and ethics is available on our website at www.varonis.com. We expect that any amendment to the
code, or any waivers of its requirements, will be disclosed on our website. The inclusion of our website in this Form 10-K does not include or incorporate by
reference the information on our website into this Form 10-K.
Item 11.

Executive Compensation

The information called for by this item will be included in our definitive proxy statement with respect to our 2018 Annual Meeting of Stockholders to be
filed with the SEC and is incorporated herein by reference.
Item 12.

Security Ownership of Certain Beneficial Owners and Management and Related Stockholder Matters

The information called for by this item will be included in our definitive proxy statement with respect to our 2018 Annual Meeting of Stockholders to be
filed with the SEC and is incorporated herein by reference.
Item 13.

Certain Relationships and Related Transactions, and Director Independence

The information called for by this item will be included in our definitive proxy statement with respect to our 2018 Annual Meeting of Stockholders to be
filed with the SEC and is incorporated herein by reference.
Item 14.

Principal Accounting Fees and Services

The information called for by this item will be included in our definitive proxy statement with respect to our 2018 Annual Meeting of Stockholders to be
filed with the SEC and is incorporated herein by reference.
PART IV
Item 15.

Exhibits and Financial Statement Schedules

(a) Financial Statements
Our consolidated financial statements are listed in the “Index to Consolidated Financial Statements” under Part II, Item 8 of this Annual Report on
Form 10-K. All schedules are omitted because they are not applicable or the required information is shown in the financial statements or notes thereto.
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(b) Exhibits
Exhibit
Number

Description of the Document

3.1(1)

Amended and Restated Certificate of Incorporation

3.2(2)

Amended and Restated Bylaws

4.1(3)

Third Amended and Restated Investors’ Rights Agreement, dated as of February 24, 2011, by and among the Company and certain holders of
the Company’s capital stock named therein

10.1(4)†

Form of Indemnification Agreement between the Company and its directors and officers

10.2(5)†

2005 Stock Plan, as amended May 7, 2013

10.3(6)†

2013 Omnibus Equity Incentive Plan

10.4(7)†

Forms of Restricted Stock Unit Award Grant Notice and Restricted Stock Unit Award Agreement under the 2013 Omnibus Equity Incentive
Plan

10.5(8)†

2015 Employee Stock Purchase Plan

10.6(9)†

Employment Agreement by and between the Company and Yakov Faitelson, dated as of February 10, 2014

10.7(10)†

Employment Agreement by and between the Company and Ohad Korkus, dated as of February 10, 2014

10.8(11)†

Employment Agreement by and between the Company and Guy Melamed, dated as of February 7, 2017

10.9(12)†

Amendment to Employment Agreement by and between the Company and Guy Melamed, dated as of February 8, 2018

10.10(13)†

Employment Agreement by and between the Company and James O’Boyle, dated as of February 10, 2014

10.11(14)

New York Office Lease, dated as of December 19, 2011 by and between JT MH 1250 Owner LP and the Company

10.12(15)

First Modification of Lease Agreement, dated as of June 18, 2014, between JT MH 1250 Owner LP and the Company

10.13(16)*

EMC Select Distributor Agreement for Software, dated January 24, 2007, by and between EMC Corporation and the Company

10.14(17)*

Amendment No. 1 to the EMC Select Distributor Agreement for Software, dated July 2011, by and between EMC Corporation and the
Company

21.1

List of Subsidiaries

23.1

Consent of Kost Forer Gabbay & Kasierer, a member of Ernst & Young Global

31.1

Rule 13a-14(a) Certification of Chief Executive Officer and President of the Company in accordance with Section 302 of the Sarbanes-Oxley
Act of 2002

31.2

Rule 13a-14(a) Certification of Chief Financial Officer of the Company in accordance with Section 302 of the Sarbanes-Oxley Act of 2002

32.1**

Section 1350 Certification of Chief Executive Officer and President of the Company in accordance with Section 906 of the Sarbanes-Oxley
Act of 2002

32.2**

Section 1350 Certification of Chief Financial Officer of the Company in accordance with Section 906 of the Sarbanes-Oxley Act of 2002

101

The following materials from the Company’s Annual Report on Form 10-K for the year ended December 31, 2016, formatted in XBRL
(eXtensible Business Reporting Language): (i) the Consolidated Balance Sheets, (ii) the Consolidated Statements of Operations, (iii) the
Consolidated Statements of Comprehensive Loss, (iv) the Consolidated Statements of Cash Flows and (v) related notes to these consolidated
financial statements, tagged as blocks of text and in detail
____________________________________
†
Indicates management contract or compensatory plan or arrangement.
*
Confidential treatment for portions of this exhibit has been granted by the Securities and Exchange Commission.
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**
(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)
Item 16.

Document has been furnished, is not deemed filed and is not to be incorporated by reference into any of the Company’s filings under the Securities
Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, irrespective of any general incorporation language contained in any
such filing.
Filed as Exhibit 3.1 to the Company’s Quarterly Report on Form 10-Q filed with the SEC on May 8, 2014 (the “Company’s First Quarter 2014 Form
10-Q”) and incorporated herein by reference.
Filed as Exhibit 3.2 to the Company’s First Quarter 2014 Form 10-Q and incorporated herein by reference.
Filed as Exhibit 4.2 to the Company’s Registration Statement on Form S-1 (Registration No. 333-191840) (the “IPO Registration Statement”) with
the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.1 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.2 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 99.2 to the Company’s Registration Statement on Form S-8 (Registration No. 333-194657) with the SEC on March 18, 2014 and
incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Quarterly Report on Form 10-Q filed with the SEC on August 6, 2014 (the “Company’s Third Quarter 2014
Form 10-Q”) and incorporated herein by reference.
Filed as Exhibit A of the Proxy Statement on Form DEF 14A with the SEC on March 26, 2015 and incorporated herein by reference.
Filed as Exhibit 10.8 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.9 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Current Report on Form 8-K filed with the SEC on February 13, 2017 and incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Current Report on Form 8-K filed with the SEC on February 12, 2018 and incorporated herein by reference.
Filed as Exhibit 10.11 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.11 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.2 to the Company’s Third Quarter 2014 Form 10-Q and incorporated herein by reference.
Filed as Exhibit 10.12 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.13 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Form 10-K Summary

None.
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SIGNATURES
Pursuant to the requirements of Section 13 or 15(d) of the Securities Exchange Act of 1934, the registrant has duly caused this report to be signed on its
behalf by the undersigned thereunto duly authorized.
VARONIS SYSTEMS, INC.
February 13, 2018

By: /s/ Yakov Faitelson
Yakov Faitelson
Chief Executive Officer and President

February 13, 2018

By: /s/ Guy Melamed
Guy Melamed
Chief Financial Officer (Principal Financial Officer
and Principal Accounting Officer)

POWER OF ATTORNEY
Each person whose signature appears below constitutes and appoints Yakov Faitelson and Guy Melamed, and each of them, his true and lawful
attorneys-in-fact and agents, each with full power of substitution and resubstitution, severally, for him and in his name, place and stead, in any and all
capacities, to sign any and all amendments (including post-effective amendments) to this Annual Report on Form 10-K, and to file the same, with all exhibits
thereto and other documents in connection therewith, with the Securities and Exchange Commission, granting unto said attorneys-in-fact and agents, and
each of them, full power and authority to do and perform each and every act and thing requisite and necessary to be done in and about the premises, as fully
to all intents and purposes as he might or could do in person, hereby ratifying and confirming all that said attorneys-in-fact and agents, or any of them or their
or his substitute or substitutes, may lawfully do or cause to be done by virtue hereof.
Pursuant to the requirements of the Securities Act, this report has been signed below by the following persons in the capacities and on the dates
indicated below.
Signature

Title

Date

Chief Executive Officer, President
and Chairman of the Board
(Principal Executive Officer)

February 13, 2018

/s/ Ohad Korkus
Ohad Korkus

Chief Technology Officer and
Director

February 13, 2018

/s/ Guy Melamed
Guy Melamed

Chief Financial Officer (Principal
Financial Officer) and Principal
Accounting Officer

February 13, 2018

/s/ Kevin Comolli
Kevin Comolli

Director

February 13, 2018

/s/ John J. Gavin, Jr.
John J. Gavin, Jr.

Director

February 13, 2018

/s/ Gili Iohan
Gili Iohan

Director

February 13, 2018

/s/ Thomas F. Mendoza
Thomas F. Mendoza

Director

February 13, 2018

/s/ Ofer Segev
Ofer Segev

Director

February 13, 2018

/s/ Rona Segev-Gal
Rona Segev-Gal

Director

February 13, 2018

/s/ Fred Van Den Bosch
Fred Van Den Bosch

Director

February 13, 2018

/s/ Yakov Faitelson
Yakov Faitelson

EXHIBIT INDEX
Exhibit
Number

Description of the Document

3.1(1)

Amended and Restated Certificate of Incorporation

3.2(2)

Amended and Restated Bylaws

4.1(3)

Third Amended and Restated Investors’ Rights Agreement, dated as of February 24, 2011, by and among the Company and certain holders of
the Company’s capital stock named therein

10.1(4)†

Form of Indemnification Agreement between the Company and its directors and officers

10.2(5)†

2005 Stock Plan, as amended May 7, 2013

10.3(6)†

2013 Omnibus Equity Incentive Plan

10.4(7)†

Forms of Restricted Stock Unit Award Grant Notice and Restricted Stock Unit Award Agreement under the 2013 Omnibus Equity Incentive
Plan

10.5(8)†

2015 Employee Stock Purchase Plan

10.6(9)†

Employment Agreement by and between the Company and Yakov Faitelson, dated as of February 10, 2014

10.7(10)†

Employment Agreement by and between the Company and Ohad Korkus, dated as of February 10, 2014

10.8(11)†

Employment Agreement by and between the Company and Guy Melamed, dated as of February 7, 2017

10.9(12)†

Amendment to Employment Agreement by and between the Company and Guy Melamed, dated as of February 8, 2018

10.10(13)†

Employment Agreement by and between the Company and James O’Boyle, dated as of February 10, 2014

10.11(14)

New York Office Lease, dated as of December 19, 2011 by and between JT MH 1250 Owner LP and the Company

10.12(15)

First Modification of Lease Agreement, dated as of June 18, 2014, between JT MH 1250 Owner LP and the Company

10.13(16)*

EMC Select Distributor Agreement for Software, dated January 24, 2007, by and between EMC Corporation and the Company

10.14(17)*

Amendment No. 1 to the EMC Select Distributor Agreement for Software, dated July 2011, by and between EMC Corporation and the
Company

21.1

List of Subsidiaries

23.1

Consent of Kost Forer Gabbay & Kasierer, a member of Ernst & Young Global

31.1

Rule 13a-14(a) Certification of Chief Executive Officer and President of the Company in accordance with Section 302 of the Sarbanes-Oxley
Act of 2002

31.2

Rule 13a-14(a) Certification of Chief Financial Officer of the Company in accordance with Section 302 of the Sarbanes-Oxley Act of 2002

32.1**

Section 1350 Certification of Chief Executive Officer and President of the Company in accordance with Section 906 of the Sarbanes-Oxley
Act of 2002

32.2**

Section 1350 Certification of Chief Financial Officer of the Company in accordance with Section 906 of the Sarbanes-Oxley Act of 2002
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The following materials from the Company’s Annual Report on Form 10-K for the year ended December 31, 2016, formatted in XBRL
(eXtensible Business Reporting Language): (i) the Consolidated Balance Sheets, (ii) the Consolidated Statements of Operations, (iii) the
Consolidated Statements of Comprehensive Loss, (iv) the Consolidated Statements of Cash Flows and (v) related notes to these consolidated
financial statements, tagged as blocks of text and in detail
____________________________________
†
Indicates management contract or compensatory plan or arrangement.
*
Confidential treatment for portions of this exhibit has been granted by the Securities and Exchange Commission.
**
Document has been furnished, is not deemed filed and is not to be incorporated by reference into any of the Company’s filings under the Securities
Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, irrespective of any general incorporation language contained in any
such filing.
(1)
Filed as Exhibit 3.1 to the Company’s Quarterly Report on Form 10-Q filed with the SEC on May 8, 2014 (the “Company’s First Quarter 2014 Form
10-Q”) and incorporated herein by reference.

(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)

Filed as Exhibit 3.2 to the Company’s First Quarter 2014 Form 10-Q and incorporated herein by reference.
Filed as Exhibit 4.2 to the Company’s Registration Statement on Form S-1 (Registration No. 333-191840) (the “IPO Registration Statement”) with
the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.1 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.2 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 99.2 to the Company’s Registration Statement on Form S-8 (Registration No. 333-194657) with the SEC on March 18, 2014 and
incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Quarterly Report on Form 10-Q filed with the SEC on August 6, 2014 (the “Company’s Third Quarter 2014
Form 10-Q”) and incorporated herein by reference.
Filed as Exhibit A of the Proxy Statement on Form DEF 14A with the SEC on March 26, 2015 and incorporated herein by reference.
Filed as Exhibit 10.8 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.9 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Current Report on Form 8-K filed with the SEC on February 13, 2017 and incorporated herein by reference.
Filed as Exhibit 10.1 to the Company’s Current Report on Form 8-K filed with the SEC on February 12, 2018 and incorporated herein by reference.
Filed as Exhibit 10.11 to the IPO Registration Statement with the SEC on February 18, 2014 and incorporated herein by reference.
Filed as Exhibit 10.11 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.2 to the Company’s Third Quarter 2014 Form 10-Q and incorporated herein by reference.
Filed as Exhibit 10.12 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.
Filed as Exhibit 10.13 to the IPO Registration Statement with the SEC on October 22, 2013 and incorporated herein by reference.

Exhibit 21.1
VARONIS SYSTEMS, INC. SUBSIDIARIES
Subsidiary

Varonis Systems Ltd.
Varonis (UK) Limited
Varonis Systems (Deutschland) GmbH
Varonis France SAS
Varonis Systems Corp.
Varonis Systems (Ireland) Limited
Varonis Systems (Australia) Pty Ltd

State/Country of Incorporation/Formation

Israel
England
Germany
France
Canada (British Columbia)
Ireland
Australia

Exhibit 23.1
CONSENT OF INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
We consent to the incorporation by reference in the Registration Statements on Form S-8 (Nos. 333-215617, 333-209312, 333-205582 and 333-194657) of
our report relating to the consolidated financial statements of Varonis Systems, Inc. (the “Company”), appearing in this Annual Report on Form 10-K of the
Company for the year ended December 31, 2017.
/s/ KOST FORER GABBAY & KASIERER
A Member of Ernst & Young Global
Tel-Aviv, Israel
February 13, 2018

Exhibit 31.1
CERTIFICATION OF CHIEF EXECUTIVE OFFICER
I, Yakov Faitelson, certify that:
1.

I have reviewed this annual report on Form 10-K of Varonis Systems, Inc.;

2.

Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to make the
statements made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3.

Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in all material respects the
financial condition, results of operations and cash flows of the registrant as of, and for, the periods presented in this report;

4.

The registrant’s other certifying officer and I are responsible for establishing and maintaining disclosure controls and procedures (as defined in
Exchange Act Rules 13a-15(e) and 15d-15(e)) and internal control over financial reporting (as defined in Exchange Act Rules 13a-15(f) and 15d-15(f))
for the registrant and have:

5.

(a)

Designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our supervision, to
ensure that material information relating to the registrant, including its consolidated subsidiaries, is made known to us by others within those
entities, particularly during the period in which this report is being prepared;

(b)

Designed such internal control over financial reporting, or caused such internal control over financial reporting to be designed under our
supervision, to provide reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for
external purposes in accordance with generally accepted accounting principles;

(c)

Evaluated the effectiveness of the registrant’s disclosure controls and procedures and presented in this report our conclusions about the
effectiveness of the disclosure controls and procedures, as of the end of the period covered by this report based on such evaluation; and

(d)

Disclosed in this report any change in the registrant’s internal control over financial reporting that occurred during the registrant’s most recent
fiscal quarter (the registrant’s fourth fiscal quarter in the case of an annual report) that has materially affected, or is reasonably likely to materially
affect, the registrant’s internal control over financial reporting; and

The registrant’s other certifying officer and I have disclosed, based on our most recent evaluation of internal control over financial reporting, to the
registrant’s auditors and the audit committee of the registrant’s board of directors (or persons performing the equivalent functions):
(a)

All significant deficiencies and material weaknesses in the design or operation of internal control over financial reporting which are reasonably
likely to adversely affect the registrant’s ability to record, process, summarize and report financial information; and

(b)

Any fraud, whether or not material, that involves management or other employees who have a significant role in the registrant’s internal control
over financial reporting.

Date: February 13, 2018

By: /s/ Yakov Faitelson
Yakov Faitelson
Chief Executive Officer and President

Exhibit 31.2
CERTIFICATION OF CHIEF FINANCIAL OFFICER
I, Guy Melamed, certify that:
1.

I have reviewed this annual report on Form 10-K of Varonis Systems, Inc.;

2.

Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to make the
statements made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3.

Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in all material respects the
financial condition, results of operations and cash flows of the registrant as of, and for, the periods presented in this report;

4.

The registrant’s other certifying officer and I are responsible for establishing and maintaining disclosure controls and procedures (as defined in
Exchange Act Rules 13a-15(e) and 15d-15(e)) and internal control over financial reporting (as defined in Exchange Act Rules 13a-15(f) and 15d-15(f))
for the registrant and have:

5.

(a)

Designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our supervision, to
ensure that material information relating to the registrant, including its consolidated subsidiaries, is made known to us by others within those
entities, particularly during the period in which this report is being prepared;

(b)

Designed such internal control over financial reporting, or caused such internal control over financial reporting to be designed under our
supervision, to provide reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for
external purposes in accordance with generally accepted accounting principles;

(c)

Evaluated the effectiveness of the registrant’s disclosure controls and procedures and presented in this report our conclusions about the
effectiveness of the disclosure controls and procedures, as of the end of the period covered by this report based on such evaluation; and

(d)

Disclosed in this report any change in the registrant’s internal control over financial reporting that occurred during the registrant’s most recent
fiscal quarter (the registrant’s fourth fiscal quarter in the case of an annual report) that has materially affected, or is reasonably likely to materially
affect, the registrant’s internal control over financial reporting; and

The registrant’s other certifying officer and I have disclosed, based on our most recent evaluation of internal control over financial reporting, to the
registrant’s auditors and the audit committee of the registrant’s board of directors (or persons performing the equivalent functions):
(a)

All significant deficiencies and material weaknesses in the design or operation of internal control over financial reporting which are reasonably
likely to adversely affect the registrant’s ability to record, process, summarize and report financial information; and

(b)

Any fraud, whether or not material, that involves management or other employees who have a significant role in the registrant’s internal control
over financial reporting.

Date: February 13, 2018

By: /s/ Guy Melamed
Guy Melamed
Chief Financial Officer (Principal Financial Officer
and Principal Accounting Officer)

Exhibit 32.1
CERTIFICATION OF CEO PURSUANT TO
18 U.S.C. SECTION 1350,
AS ADOPTED PURSUANT TO
SECTION 906 OF THE SARBANES-OXLEY ACT OF 2002
In connection with the Annual Report on Form 10-K of Varonis Systems, Inc. (the “Company”) for the year ended December 31, 2017 as filed
with the Securities and Exchange Commission on the date hereof (the “Report”), Yakov Faitelson, as Chief Executive Officer and President of the Company,
hereby certifies, pursuant to 18 U.S.C. Section 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that, to the best of his
knowledge:
(1) The Report fully complies with the requirements of Section 13(a) or 15(d) of the Securities Exchange Act of 1934; and
(2) The information contained in the Report fairly presents, in all material respects, the financial condition and results of operations of the
Company.
By: /s/ Yakov Faitelson
Yakov Faitelson
Chief Executive Officer and President
Date: February 13, 2018
This certification accompanies the Report pursuant to Section 906 of the Sarbanes-Oxley Act of 2002 and shall not, except to the extent required
by the Sarbanes-Oxley Act of 2002, be deemed filed by the Company for purposes of Section 18 of the Securities Exchange Act of 1934, as amended.

Exhibit 32.2
CERTIFICATION OF CFO PURSUANT TO
18 U.S.C. SECTION 1350,
AS ADOPTED PURSUANT TO
SECTION 906 OF THE SARBANES-OXLEY ACT OF 2002
In connection with the Annual Report on Form 10-K of Varonis Systems, Inc. (the “Company”) for the year ended December 31, 2017 as filed
with the Securities and Exchange Commission on the date hereof (the “Report”), Guy Melamed, as Chief Financial Officer of the Company, hereby certifies,
pursuant to 18 U.S.C. Section 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that, to the best of his knowledge:
(1) The Report fully complies with the requirements of Section 13(a) or 15(d) of the Securities Exchange Act of 1934; and
(2) The information contained in the Report fairly presents, in all material respects, the financial condition and results of operations of the
Company.
By: /s/ Guy Melamed
Guy Melamed
Chief Financial Officer (Principal Financial Officer
and Principal Accounting Officer)
Date: February 13, 2018
This certification accompanies the Report pursuant to Section 906 of the Sarbanes-Oxley Act of 2002 and shall not, except to the extent required
by the Sarbanes-Oxley Act of 2002, be deemed filed by the Company for purposes of Section 18 of the Securities Exchange Act of 1934, as amended.

